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Foreword

In an era where digital transformation shapes nearly every aspect of modern
life, the importance of secure and reliable identity verification has never been
greater. From personal mobile devices and financial systems to border security
and national infrastructures, biometric technologies have emerged as essential
tools for protecting sensitive information and ensuring trusted authentication.
Among these technologies, fingerprint biometrics remains one of the most
dependable, accessible, and widely adopted methods of identification.

The Fingerprint Frontier: The Evolution of Biometric Security offers a
comprehensive and insightful exploration into this fascinating and rapidly
advancing field. This book provides readers with a thorough understanding of
fingerprint biometrics, beginning with its historical foundations and
progressing toward advanced applications in security, forensics, and digital
identity management. The authors skillfully bridge theory and practice,
presenting complex technical concepts in a clear and accessible manner while
emphasizing the broader social, ethical, and security implications of biometric
systems.

One of the strengths of this book lies in its balanced approach. It not only
examines the scientific and technological principles behind fingerprint
recognition, image processing, feature extraction, and biometric system
integration, but also addresses critical issues such as privacy protection, user
acceptance, ethical considerations, and emerging cybersecurity threats. In
doing so, the book reflects the interdisciplinary nature of biometric security
and its growing relevance in our interconnected world.

The detailed discussion of fingerprint acquisition technologies,
preprocessing methods, minutiae extraction, matching algorithms, and
advanced sensing systems demonstrates the authors’ strong academic and
professional expertise. Equally important is the book’s forward-looking
perspective, which examines future developments in biometric authentication
and the evolving challenges associated with global security and digital trust.
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Xviii Ahmad Faris Ismail

This book will undoubtedly serve as a valuable resource for students,
researchers, engineers, security professionals, policymakers, and anyone
interested in understanding the evolving landscape of biometric technology.
Its combination of academic rigor, practical examples, and accessible
explanations makes it suitable for both newcomers and experienced specialists
in the field.

I am confident that The Fingerprint Frontier: The Evolution of Biometric
Security will inspire further research, innovation, and thoughtful discussion in
this important domain, while serving as a trusted reference for years to come.

Professor, Dr. Ahmad Faris Ismail
Deputy Rector (Academic and Internationalization)
International Islamic University Malaysia
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Preface

Fingerprint biometrics is a key technology in the rapidly evolving field of
identity verification and security, establishing a global context where secure,
efficient, and reliable identification is paramount. This book aims to provide
a comprehensive examination of the several aspects and implications of
fingerprint biometrics in the context of global identity management and
security. It explores the fundamentals of fingerprint recognition through
chapters meticulously crafted by subject experts in the field. The book begins
with an introduction to technology and a detailed examination of fingerprint
data, acquisition, and pre-processing thereof. A detailed analysis of fingerprint
database management, a crucial element in the digital age, underscores the
need for secure storage and access to biometric data.

The book then discusses the crucial aspects of fingerprint matching and
verification, exploring the complexities of system integration and the security
challenges that inevitably arise with these advancements. It highlights the
importance of user experience and acceptance in the widespread adoption of
this technology by emphasizing the significant integration of human factors
into fingerprint biometrics systems.

An exploration of privacy and ethical issues is crucial to the moral use of
biometric data, paving the way for discussing fingerprinting in the context of
national security. Chapter by chapter, the book addresses the global security
challenges that fingerprinting seeks to address, as well as the best practices for
its implementation.

By exploring emerging technologies in fingerprint security, the authors
transcend the present and look to the future as we read the pages of this book.
In Chapter Fifteen is presented a forward-looking question that goes beyond
the boundaries, pointing to the revolutionary frontier where identity and
technology intersect. This collaborative effort brings together the knowledge
and perspectives of experienced researchers, academics, and career
professionals combined in this cooperative effort. It is sincerely hoped that
this book will be an invaluable tool for researchers, practitioners, and
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XX Othman Omran Khalifa and Aisha Hassan Abdalla Hashim

enthusiasts alike as they navigate the complex world of fingerprint biometric
technology.

We extend our sincere thanks and appreciation to everyone who
contributed to the completion of this book, recognizing the importance of
collective collaboration in enriching the dialogue on biometrics and
international security. We hope that this book will serve as a beacon for
readers as they navigate the complex world of fingerprint biometrics and its
critical role in protecting our globalized society.

Othman Omran Khalifa
Aisha Hassan Abdalla Hashim
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Prologue

Human identity has always been at the center of civilization. From ancient
signatures and seals to modern digital credentials, societies have continuously
searched for reliable methods to distinguish individuals, protect information,
and establish trust. In today’s interconnected and technology-driven world,
where digital interactions shape communication, commerce, governance, and
security, the challenge of reliable identification has become more critical than
ever before. The rapid growth of cyber threats, identity fraud, unauthorized
access, and data breaches has intensified the global demand for secure and
intelligent authentication systems.

Among the many technological solutions developed to address these
challenges, fingerprint biometrics stands as one of the most trusted and
enduring methods of human identification. The remarkable uniqueness and
permanence of fingerprints have made them a cornerstone of modern
biometric security systems. From unlocking smartphones and securing
financial transactions to supporting forensic investigations and border control
systems, fingerprint recognition technology has become deeply integrated into
everyday life.

This book, The Fingerprint Frontier: The Evolution of Biometric Security,
was developed with the vision of providing readers with a comprehensive
understanding of fingerprint biometrics, its scientific foundations,
technological advancements, practical applications, and future possibilities. It
aims to present fingerprint recognition not merely as a technological tool, but
as a transformative force reshaping the landscape of global security and digital
identity management.

Throughout the chapters of this book, readers will explore the fascinating
journey of fingerprint biometrics, beginning with its historical roots and
progressing through modern sensing technologies, feature extraction methods,
matching algorithms, biometric databases, and system integration techniques.
The book also examines important human and societal dimensions, including
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XX1V Othman Omran Khalifa and Aisha Hassan Abdalla Hashim

privacy, ethics, user acceptance, and the evolving challenges of cybersecurity
in the age of digital transformation.

Special attention has been given to presenting the material in a clear and
systematic manner that benefits a wide range of readers, including students,
researchers, engineers, cybersecurity professionals, forensic specialists,
policymakers, and technology enthusiasts. Real-world examples and practical
discussions have been incorporated to bridge the gap between theoretical
concepts and practical implementation.

The field of biometric security continues to evolve rapidly with the
emergence of artificial intelligence, machine learning, advanced sensing
technologies, and multimodal biometric systems. These innovations are
opening new frontiers for more intelligent, accurate, and secure authentication
systems while simultaneously introducing new ethical and technical
challenges. This book therefore not only explores current technologies but also
looks ahead toward the future of biometric innovation and its role in securing
tomorrow’s digital society.

We sincerely hope that this book will serve as an informative guide, an
academic reference, and a source of inspiration for readers seeking to
understand the evolving world of fingerprint biometrics and security
technologies. It is our belief that knowledge and innovation, when guided by
ethical responsibility and scientific rigor, can contribute significantly to
building safer and more secure societies.

Finally, we extend our deepest gratitude to all researchers, academics,
engineers, institutions, and professionals whose pioneering work in biometrics
and security has contributed to the advancement of this important field. Their
dedication and innovation continue to shape the future of trusted digital
identity systems around the world.

Othman Omran Khalifa
Aisha Hassan Abdalla Hashim

Contributor Copy



About the Authors

Othman Omran Khalifa obtained his Bachelor’s degree in Electrical and
Electronic Engineering from Garyounis University, Libya, in 1986, followed
by his Master and PhD degrees from Newcastle University, UK, in 1996 and
2000, respectively. He worked in industry for eight years and is currently a
Professor at the Department of Electrical and Computer Engineering,
International Islamic University Malaysia. He is a Chartered Engineer (UK),
Senior Member of IEEE (USA), and member of IET (UK). Prof. Khalifa has
chaired the International Conference on Computer and Communication
Engineering (ICCCE) in multiple years and has supervised over 90 Masters
and PhD students. He has authored more than 600 publications, including 14
books. His achievements include the Citation Indexed Journal Award (2013),
TOKOH Academic “Best Academician” (2019), Murabbi “Best Teacher”
(2020), and national Best Book awards in 2022 and 2025. He is listed among
the top 2% scientists by Elsevier (2025).

Aisha Hassan Abdalla Hashim received her PhD in Computer Engineering
(2007), M.Sc. in Computer Science (1996), and B.Sc. in Electronics
Engineering (1990). She won the best graduating PhD student Award during
the IIUM Convocation ceremony in 2007. She joined IIUM in 1997 and is
currently working as a Professor at the Department of Electrical and Computer
Engineering. Professor Aisha has taught several courses related to
Communication and Computer Engineering. She is actively participating in
curriculum development and program accreditation. She is a member of the
Department Board of Studies for several years. She received Best Teacher
Award by IITUM during the Quality Day in 2007. Professor Aisha is actively
involved in research and postgraduate programs. She has published several
journal/conference papers. She has supervised/co-supervised more than 70
PhD/Master students. She has received many Medals/Awards in different
national/international research exhibitions.

Contributor Copy



Contributor Copy



Index

A

Aadhaar National Identity Program, 2

accuracy, 1, 3, 6, 8, 10, 14, 18, 22, 30, 31,
33, 35, 38, 43, 45, 47, 48, 50, 51, 52, 53,
54,56, 59, 61, 64, 65, 66, 67, 68,70, 71,
72,74,76,78, 81, 82, 86, 87, 89, 91, 94,
96, 98, 101, 103, 104, 105, 106, 108,
110, 111, 112, 120, 121, 122, 125,126,
127, 128, 129, 138, 143, 144, 145, 154,
158,167, 168, 171, 172, 173, 178, 179,
180, 181, 183, 187, 188, 189

adaptability, 15, 82, 91, 104, 105, 140, 155,
177,178,179, 181, 183, 188, 189, 190

advanced technologies, 33, 79, 154, 184

Al algorithms, 171

Al-driven, 134, 184, 188

anatomy, 18, 19

artificial intelligence (Al), xxiv, 67, 91, 94,
95, 96, 134, 139, 143, 151, 171, 172,
173,178, 179, 180, 183, 184, 188, 193

assets, 3, 33, 142, 151, 165

attendance, 2, 5, 14, 38, 101, 108, 112,
125,127,131

authentication, xvii, xxiii, xxiv, 2, 3, 4, 5,
7, 8,10, 28, 36, 38, 40, 43, 46, 48, 50,
51,52, 54, 55, 58, 59, 63, 64, 65, 67, 73,
81, 88, 89, 93, 96, 97, 99, 100, 101, 103,
105, 106, 109, 110, 112, 115, 116, 118,
119, 121, 123, 130, 131, 137, 138, 141,
142,147, 148, 153, 155, 157, 160, 172,
174,175, 176, 177, 178, 179, 180, 181,
182, 183, 184, 185, 186, 188, 189, 190,
191, 193

Automated Fingerprint Identification
System (AFIS), 10, 14, 69, 70, 90, 103,
138, 139, 143

B

backup, 79, 98, 99

behavioral characteristics, 1, 2, 3, 5, 187

biometric authentication, xvii, 1, 2, 21, 43,
47,55, 60, 63, 66, 81, 82, 87, 89,93, 97,
105, 157, 164, 169, 171, 172, 177, 178,
185, 186, 190

biometric methods, 1, 119

biometric technology, xviii, xx, 1, 2, 33,
36,44, 45,106, 107, 115, 122, 125, 130,
131, 136, 143, 145, 150, 176, 177, 181,
182, 183, 193, 195

border control, xxiii, 2, 4, 6, 15, 69, 77, 78,
79, 81,89, 111, 112, 137, 138, 139, 140,
147,152, 155, 167, 168, 172, 173, 176,
178,179, 181

Brain computer interfaces (BCls), 185

breaches, 33, 63, 64, 68,95, 127, 132, 134,
137,142, 153, 162, 166

C

capacitive sensors, 17, 18, 21, 38, 39, 55,
56, 173

capture device quality, 96

challenges, xvii, Xix, Xxiii, Xxiv, 5, 43, 44,
56, 62, 66, 67,72,73,79,93,94, 117,
119, 120, 121, 126, 128, 129, 133, 138,
143, 147, 149, 150, 151, 152, 153, 165,

Contributor Copy



200

174,177, 183, 188, 189, 190, 191, 192,
193, 194

civil liberties, 94, 125, 132, 153

cognitive factors, 116

collusion attacks, 95

comparator, 94

complexity, 13, 46, 47, 53, 81, 153, 157

compliance, 55, 99, 100, 104, 105, 106,
110, 130, 133, 134, 148, 149, 157, 161,
162

concerns, 7, 8,9, 12, 71, 76, 81, 93, 112,
115,116, 117, 122, 123, 124, 125, 126,
127,132, 133, 138, 147, 150, 152, 153,
154,157, 163, 164, 188, 190

consent, 98, 122, 124, 125, 126, 127, 131,
132, 133, 134, 135, 148, 154, 161, 193

contrast normalization, 55, 57

convenience, 1, 3,5, 6,8, 14,42,43, 44,
87,89, 103, 109, 116, 117, 118, 119,
123, 153, 165, 167, 168, 171, 174, 177,
178,179, 183, 187

convolutional neural networks (CNNs), 61,
62,82, 89,91, 188

criminal investigations, 9, 21, 35, 36, 58,
64,67,71,79, 88,110, 138, 147

cross-device attacks, 95

cryptographic codes, 33

cryptography, 97, 99, 190

cybercriminals, 95, 127, 150

cybersecurity, xvii, xxiv, 147, 148, 149,
150, 151, 153,178, 193, 194

D

data breach, xxiii, 72, 93, 110, 116, 117,
122,123, 127, 130, 147, 148, 153, 158,
159, 163, 165, 169, 172, 174, 175

data retention, 125

data theft, 95

databases, xxiii, 14, 63, 64, 69, 70, 71, 72,
76,77,78,79, 82,90, 93, 103, 104, 106,
107, 110, 111, 127, 133, 139, 140, 141,
143, 144, 145, 148, 150, 175, 190

deep learning algorithms, 94

dependability, 39, 46, 55, 122

Index

detection, 6, 11, 25, 26, 29, 30, 48, 53, 54,
58, 60, 85, 86, 91, 96, 97, 118, 138, 149,
159, 160, 166, 177, 192, 195

device authentication, 97, 167

digital, xvii, xix, xxiii, xxiv, 10, 22, 33, 34,
36, 37, 40, 59, 69, 70, 71, 73, 74, 75, 81,
86, 89, 97, 127, 141, 149, 150, 151, 153,
155,157, 162, 163, 164, 175, 176, 177,
178, 184, 186, 187, 193, 194

digital innovation, 33

direct attack(s), 94

disruption, 150

distinct ridges, 81

distinction, 17

DNA, 5, 187

durability, 8, 12, 21, 22, 33, 69

E

efficient, xix, 8, 15, 24, 36, 42, 44, 50, 52,
53,59, 64, 65,70, 71, 77,78, 79, 81, 89,
101, 102, 104, 106, 111, 112, 118, 119,
135, 138, 142, 143, 155, 172, 175, 176,
177,193, 196

electrocardiogram (ECG), 186

encrypting, 55, 130

environmental factors, 11, 67, 119, 120,
121,179

ethical, xvii, xix, xxiv, 6, 55, 56, 70, 72,
94,115,122, 123, 124, 125, 126, 127,
130, 131, 132, 135, 138, 154, 185, 186,
187,193, 194, 195, 196

ethical considerations, xvii, 6, 55, 56, 70,
115,122, 125,127,131, 132, 186, 195,
196

ethical standards, 123, 125, 194

examples, xviii, xxiv, 2, 3, 23, 35, 45, 90,
93,103,104, 117, 122, 124, 145, 153,
157,158, 161, 163, 164, 165, 167, 169,
172,179, 180, 187, 190

F
Face ID, 2, 14, 117, 119, 171

Contributor Copy



Index

facial recognition, 2, 4, 6, 12, 68, 89, 96,
101, 107, 129, 141, 171, 172, 173, 177,
178, 181, 182, 183, 184, 185, 186, 187,
189, 191

fairness, 125, 127, 132, 193

finance, 1, 91, 105, 123, 134, 147, 172,
174, 175

financial gain, 150

fingerprint data, xix, 9, 10, 22, 24, 54, 55,
56, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69,
70,71,72,74,75,76,77,78,79, 89,91,
93,95, 99, 100, 102, 103, 104, 106, 107,
109, 111, 117,122, 124, 126, 127, 130,
131, 138, 140, 143, 147, 148, 149, 153,
154,157, 158,161, 162, 163, 164, 167,
169, 172, 174, 175, 176, 181, 195

fingerprint recognition, xvii, Xix, xxiii, 1,
2,3,4,6,10,12, 14,17, 18, 19, 20, 25,
26,29, 31, 33, 36, 37, 38, 39, 43, 44, 45,
46,47, 50, 51, 53, 55,57, 59, 60, 61, 65,
67, 68, 69, 74,76, 79, 83, 86, 87, 88, 94,
107,116, 117,118, 119, 120, 122, 123,
124, 126, 128, 131, 155, 157, 158, 159,
160, 161, 162, 163, 164, 171, 172, 173,
174,178, 179, 180, 181, 182, 185, 186,
188, 189, 193, 195

fingerprint sensors, 2, 10, 21, 22, 23, 34,
36,37, 38, 40, 41, 42, 43, 44, 69, 73, 96,
105,109, 117, 118, 123, 165, 171, 172,
173, 186, 196

fraudulent, 8, 33, 108, 111, 141, 142, 159,
188

G

General Data Protection Regulation
(GDPR), 98, 99, 100, 133, 148, 154,
161

global security, xvii, Xix, xxiii, 145, 147,
150, 151, 152, 155

government overreach, 94

government(s), 2, 7,42, 43, 72,75, 94,
104, 106, 117, 125, 135, 137, 138, 139,
140, 142, 145, 147, 150, 151, 164, 165,
168, 174, 193

201

H

healthcare, 1, 2,91, 101, 110, 122, 134,
165, 166, 169, 172, 173, 174, 177, 178,
182, 185

heartrate tracking, 186

high-profile crime, 139

high-resolution images, 21, 22, 36, 37, 40,
55, 56,91, 159, 171

human augmentation, 185

human traits, 1

identities, 15, 33, 69, 89, 95, 111, 137, 140,
141, 142, 148, 150, 158, 162, 176, 177,
178, 181

identity theft, 33, 71, 96, 109, 123, 131,
133, 135, 141, 147, 150, 158, 193

identity verification, xvii, xix, 2, 3, 5, 7,
12, 15, 36, 44, 67, 69, 75, 76, 79, 81, 83,
89, 93, 96, 98, 102, 103, 104, 106, 111,
117,125, 126, 128, 135, 139, 140, 141,
147, 154, 157, 167, 175, 176, 177, 178,
179, 180, 181, 184, 186, 188, 189, 193

image enhancement, 50, 51, 55, 57, 60, 61,
67,71, 88, 195

immutability, 1

index finger, 17

indirect attack(s), 94, 95

insider threats, 95, 134

insights, xxi, 25, 87, 94, 157, 158, 160,
163, 164, 184, 185, 186, 188, 194

Integrated Automated Fingerprint
Identification System (IAFIS), 70, 78,
137

Internet of Things (IoT), 174, 175, 184

interoperability, 103, 104, 105, 106, 144,
145, 150, 152, 154

10T devices, 174, 184

iris recognition, 2, 4, 91, 121, 191

isolation, 97, 192

Contributor Copy



202

L

laptops, 21, 69, 73, 105, 155, 157, 185

law enforcement, 4, 9, 10, 12, 14, 15, 18,
21,22, 26, 28, 35, 36, 46, 47, 49, 50, 52,
53, 54, 58, 60, 63, 64, 65, 66, 67, 69, 70,
71,72,74,76,78, 81, 82,90, 91, 93,
101, 103, 107, 110, 111, 121, 122, 123,
124, 135, 137, 138, 139, 140, 141, 143,
144, 145, 147, 149, 150, 152, 153, 155,
171

legal, 55, 56, 70, 72,94, 117, 127, 130,
133, 134, 136, 151, 158, 161, 162, 166,
176, 194

level of security, 1, 2, 5, 8, 21, 64, 68, 99,
147,175, 176

limitations, 2, 7, 82, 120, 121, 138, 166,
176, 183, 188, 189, 195

liveness detection, 6, 91, 95, 96, 159, 160

liveness detection bypass, 95

loop pattern, 17, 19, 46

machine learning, xxiv, 45, 48, 49, 53, 54,
61,67, 88, 89,91, 94, 95, 96, 97, 121,
122, 139, 143, 171, 173, 178, 179, 180,
183, 184, 188, 193

management, xvii, XiX, xxiii, 1, 2, 7, 10,
56, 65, 69, 70, 71, 76, 77,78, 79, 91, 98,
100, 101, 103, 106, 108, 109, 112, 125,
126, 130, 138, 142, 145, 161, 162, 168,
171, 175, 176, 177, 195

match, 6, 17, 20, 28, 62, 65, 69, 79, 84, 87,
88,90, 110, 111, 128, 140, 144, 165

minute details, 40, 48, 81, 173

misuse, 71, 95, 116, 117, 122, 123, 124,
125, 131, 132, 133, 147, 153, 185

mitigation, 97, 115

mobile devices, xvii, 4, 10, 21, 22, 35, 36,
38, 39, 40, 42, 59, 69, 73, 81, 109, 117,
147,155, 157,172, 178, 182

multimodal biometrics, 6, 89, 91, 96, 180,
189

Index

N

National Institute of Standards and
Technology (NIST), 73, 74, 104, 145,
195

national security, xix, 15, 132, 137, 138,
139, 140, 141, 142, 143, 144, 145, 151,
155,178, 193

Next Generation Identification (NGI), 140,
141

noise reduction, 17, 25, 50, 55, 57, 58, 59,
60, 67

non-intrusive, 81

non-match, 6

norms, 55, 122, 123, 151, 154

(0

optical sensors, 17, 22, 34, 35, 36, 37, 39,
44,55, 56, 102

P

palm print recognition, 2, 4

passwords, 1, 2, 81, 109, 119, 148, 157,
165, 174

patient identification, 2, 182

personal devices, 33, 40, 42, 43, 123, 147,
168

personal gadgets, 81

physical, 5, 9, 10, 34, 37, 42, 43, 44, 81,
95,103,109, 115, 118, 119, 120, 121,
131, 160, 164, 165, 166, 171, 173, 176,
177,181, 182, 189, 192, 193

PINs, 1, 2, 38, 81, 90, 109, 157, 160, 165

political advantage, 150

popularity, 1, 2,21, 187

practices, Xix, 9, 64, 94, 108, 115, 121,
124, 130, 131, 135, 145, 149, 151, 157,
158, 160, 161, 162, 164, 165, 166, 168,
169, 195

presentation, 91, 93, 94, 105

prevention, 11, 97, 101, 107, 140, 151, 160

protect, xxiii, 3, 8, 10, 33, 55, 63, 64, 97,
98,99, 109, 110, 120, 122, 130, 132,

Contributor Copy



Index

134, 135, 142, 144, 150, 153, 154, 155,
157, 158, 160, 162, 163, 164, 167, 168,
169, 171, 172,174, 177, 180, 186, 190
protection, xvii, 10, 64, 71, 93, 94, 99, 100,
101, 106, 109, 117, 126, 127, 132, 147,
148, 150, 152, 153, 154, 157, 158, 159,
161, 162, 163, 166, 180, 185, 193
protection against, 109, 117, 159

R

recognition systems, 46, 61, 93, 95, 159,
187, 189

regulations, 70, 98, 100, 106, 110, 126,
135, 149, 152, 154, 157, 158, 161, 162,
194

reliable, xvii, xix, xxiii, 2, 3, 7,9, 11, 12,
15,17, 18, 20, 24, 25, 33, 36, 37, 38, 39,
40,41, 42, 43, 46, 47, 49, 50, 52, 54, 55,
56,57, 58, 59, 62, 63, 68, 69, 73, 81, 89,
90, 101, 102, 104, 105, 106, 109, 112,
113, 129, 131, 138, 139, 140, 141, 142,
144, 147, 157, 164, 165, 168, 179, 180,
183, 187, 189, 190, 193

ridges, 2, 3,4, 11, 12,13, 17, 18, 19, 20,
21,22,24,25,26,27,28,29, 30, 34, 35,
36, 37, 38, 39, 41, 45, 46, 47, 48, 49, 50,
51, 52, 53, 54, 55, 56, 58, 60, 61, 62, 64,
65,74, 82, 83, 84, 88,91, 93, 119, 121,
147, 160, 171, 172

role-based access control (RBAC), 64, 97

S

scalability, 76, 77, 78, 103, 104, 105, 106,
176,177

secure, Xvii, xix, xxiii, xxiv, 1, 2,3, 5, 7,
10, 14, 21, 28, 31, 33, 36, 41, 42, 43, 44,
50, 52, 54, 55, 58, 60, 63, 64, 65, 67, 68,
73,76, 81, 82, 85, 88, 89, 91, 97, 98, 99,
100, 101, 103, 104, 105, 106, 108, 109,
111,116,117, 119, 123, 126, 130, 131,
132, 135, 137, 139, 140, 141, 142, 145,
147, 148, 152, 154, 155, 157, 158, 160,
161, 163, 164, 165, 166, 167, 168, 169,

203

172,173, 174, 175, 176, 177, 178, 179,
180, 181, 182, 184, 185, 186, 187, 190,
191, 193, 194

secure systems, 81, 179, 194

sensitive data, 27, 33, 55, 63, 109, 151,
155,167, 177, 191

signal processor, 94

skin, 6, 12, 23, 37, 38, 39, 40, 42, 56, 66,
73,115,119, 120, 121, 126, 127, 128,
129, 159, 160, 183, 195

smartphone models, 55

smartphones, xxiii, 2, 6, 10, 14, 17, 21, 22,
27,36, 38, 40, 42, 43, 44, 46, 47, 55, 88,
104, 105, 109, 118, 119, 123, 135, 155,
159, 165, 167, 168, 171, 173, 174, 185

solutions, xxiii, 3, 5,7, 79, 91, 96, 101,
103, 117, 120, 151, 153, 155, 166, 172,
174,175, 177, 187, 188, 189

speed, 1, 10, 21, 22, 35, 38, 70, 76, 77, 78,
103, 106, 111, 112, 113, 118, 140, 155,
177,179

spoof attacks, 93

stolen, 1, 100, 103

strengths, xvii, 2, 53, 54, 55, 164, 189

surveillance, 2, 4, 5, 94, 101, 106, 107,
124, 125, 132, 133

system integrity, 81, 98, 149

T

technological advancements, xxiii, 67, 91,
94,103, 121, 134, 139

terrorism, 71, 139, 144, 150, 151

texture analysis, 96

threats, xvii, xxiii, 10, 94, 95, 98, 104, 130,
131, 134, 140, 143, 144, 147, 148, 149,
150, 155, 159, 161, 162, 163, 164, 180,
183, 184, 188, 190

Touch ID, 2, 14, 90, 102, 103, 104, 117,
119

trust, xvii, xxiii, 15, 55, 68, 70, 95, 100,
112, 115, 116, 117, 122, 123, 124, 133,
134, 135, 136, 151, 152, 158, 162, 163,
166, 174, 193, 194

Contributor Copy



204

U

unauthorized, xxiii, 6, 8, 33, 44, 64, 68, 70,
72,93, 103, 106, 109, 110, 116, 122,
123, 125, 126, 130, 132, 135, 137, 140,
142, 148, 151, 152, 153, 158, 159, 160,
161, 162, 163, 164, 165, 166, 167, 168,
169, 172, 174, 175, 178, 179, 181, 182,
185, 189, 193

unauthorized use, 93, 179, 189

uniqueness, xxiii, 1,9, 11, 12, 14, 17, 20,
33, 46, 47, 69, 81, 126, 138, 157, 174,
175

United States Federal Bureau of
Investigation (FBI), 9, 70, 78, 137, 140,
141, 144, 147

United States Office of Personnel
Management (OPM), 93, 127

United States Visitor and Immigrant Status
Indicator Technology (US-VISIT), 69,
111, 137, 140, 141

usability, 8, 87, 88, 104, 105, 112, 115,
116, 118

Index

user acceptance, xvii, xxiv, 2, 5, 8, 116,
135,189

user-friendly, 2, 3, 8, 43, 81, 104, 105, 112,
117,165, 168, 175,177, 178, 180, 181,
184

\"

verification, xix, 2, 5, 6, 7, 10, 12, 20, 21,
22,24,26,31, 36, 46, 63, 65, 74,75, 76,
81, 89, 90, 91, 93, 100, 103, 111, 137,
142, 148, 154, 171, 178, 184

verify, 2, 3,5, 6, 8, 15, 29, 33, 43, 69, 93,
95,98, 109, 111, 149, 167, 174

violating privacy, 125, 127, 151

voice recognition, 2, 4, 6, 172, 177, 178,
181, 183

vulnerabilities, 76, 93, 95, 97, 98, 127, 129,
148, 149, 150, 163, 164, 175, 188

w

whorl pattern, 17, 19, 20, 27, 28

Contributor Copy



THE
FINGERPRINT
FRONTIER

The Evolution of Biometric Security

OTHMAN OMRAN KHALIFA
AISHA HASSAN ABDALLA

nova

science publishers

e !
WNovr Yo



	front%20pages
	backpages


