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Abstract

The digitalization of critical energy infrastructure has turned cybersecurity from an IT-related
problem into a more generalized software engineering and risk governance issue. Previous research
has focused on studying cyber threats, regulatory needs, and operational resilience individually, but
little work has been done to combine secure software engineering practices and cyber risk
governance in the energy sector. This study aims to fill this gap by conducting a systematic literature
review in line with PRISMA 2020. A total of 1,092 records were identified, of which 70 studies were
finally included. The review draws evidence from various sources to provide a synthesis of the issues
surrounding IT/OT convergence, ransomware, supply-chain vulnerabilities, artificial intelligence,
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and new regulations on critical energy systems cybersecurity. The results show that cyber resilience
is not about compliance, as it is a life-long process of software development rather than an end-of-
pipe security objective. From the literature review, a four-pillar approach involving regulatory
compliance, operational technology security, third-party risk management, and AI governance is
suggested and connected to SS-DL.C and DevSecOps principles. It encourages a continuous lifecycle
security exercise, architectures that are designed with security in mind, and the continuous
validation of security for critical infrastructure applications. This study provides a unified software
engineering perspective that links cyber risk governance with practices of software development.
The proposed framework offers actionable steps to help software engineers, cybersecurity
professionals, and policymakers enhance resilience, boost readiness for compliance, and aid in the
secure advancement and modernization of critical energy infrastructure. © 2026, VFAST Publisher.
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