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Abstract

Wider-block ciphers are increasingly needed in high-volume applications, because 128-bit blocks in
modes such as Galois/Counter Mode (GCM) limit each invocation to roughly 64 GiB of plaintext per
key-nonce pair, forcing complex re-keying strategies. Rijndael-256, the 256-bit-block variant of
Rijndael with a 256-bit key, has therefore attracted renewed interest as a natural wider-block
companion to Advanced Encryption Standard (AES). At the same time, 32-bit ARM Cortex-M
microcontrollers dominate the IoT and embedded landscape, yet, to the best of our knowledge, no
constant-time software implementation of Rijndael-256 targeting this platform has been published.
This paper addresses that gap. We present a constant-time bitsliced implementation of Rijndael-256
on the ARM Cortex-M4 and provide a systematic structural analysis explaining why fix slicing, the

technique that achieves the best-known AES-128 performance on this platform, becomes suboptimal
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when applied to Rijndael-256. Specifically, the irregular ShiftRows offsets (o, 1, 3, 4) of Rijndael-256
break the uniform register rotation exploited by fix slicing, requiring eight distinct MixColumns
compensation variants instead of four. We demonstrate that these compensation variants cost 3.00 x
as much as executing an explicit, in-place ShiftRows routing using ARM's bitfield instructions. Our
macro-inlined assembly variant achieves 6,199 cycles (193.7 cycles/byte) at -O2, including packing and
unpacking. We provide benchmarks across five compiler optimization levels, constant-time
verification over 10/A6 samples via DUDECT (maximum t-statistic well below the vulnerability
threshold), and per-component cycle breakdowns, showing that the optimal bitslicing strategy is
inherently cipher-specific and architecture-dependent. Copyright (c) 2026 IITUM Press. This work is
licensed under a Creative Commons Attribution-NonCommercial 4.0 International License.
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