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It is no exaggeration that in this pandemic, cybersecurity issues are as real and severe as
the Covid-19 threat to the world population. - NSTP file pic

LETTERS: The onslaught of Covid-19 has forced most workers to work
from home (WFH).

The Department of Statistics Malaysia reported that 44 per cent of
workers were told to WFH and that 67.8 per cent of companies have no
revenue during lockdowns, while 53.4 per cent of companies can survive
for one to two months if they provide full-time or half-pay leave to
employees.

When the sudden shift came globally, most organisations and individuals
were ill-prepared for WFH. Employees ended up using their own devices
for work-related activities.

The measures are understandable due to the unprecedented health crisis,
which immobilises physical movement and group physical interaction
which are natural in an office environment.
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Unfortunately, WFH environment that leverages on an open platform,
video conferencing, document sharing, collaboration tools connected on
wireless communication and personal devices opens up to a myriad of
cyberthreat and attacks.

Whilst the government and online banking transactions have long been
built on a secure system and many organisations heavily invested in
security systems, it is not the same with home environment.

The nonchalant use and sharing of corporate, commercial and personal
data in a WFH environment further increases the risk of leakage of data.

It is no exaggeration that in this pandemic, cybersecurity issues are as
real and severe as the Covid-19 threat to the world population.

The interconnectedness of networks requires new levels of security and
oversight. Data security and management will be the ultimate endgame in
the "new normal" post-Covid-19.

With remote working expected to be more mainstream, many
organisations that are not considered as part of the critical infrastructure
may be put in the ecosystem.

It is hoped that any new policy provides a clearer elucidation on the
designation of critical computer systems, as well as reporting duty, audit,
breach notification and offences.

The constant cyberattacks and large-scale data breaches targeting
government information systems across the world warrant coordinated
cybersecurity research and management, including incentive systems and
capacity building.

Lessons can be drawn from the Australian Security Legislation
Amendment (Critical Infrastructure) Bill 2020, which provides additional
obligations such as written notice, threat response, cybertraining,
resilience training and access to information system.

The United States has also outlined obligations on devices connected to
Internet of Things owned by the Federal Government as set out in the
Internet of Things Cybersecurity Improvement Act of 2020.

Therefore, for us, current cyberlaws such as the Computer Crimes Act
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1997, Communication and Multimedia Act 1998, Telemedicine Act 1997,
Digital Signature Act 1997 and the Personal Data Act 2010 require
refinements, if not an overhaul.

The pandemic has unearthed the gaps and cracks in the legal system,
which requires "booster" provisions just like how vaccine works on
immune system in this pandemic.

The government's launch of the National Security Policy 2021-2025 is
timely. In this pandemic, it is critical to have a robust, trusted and resilient
legal and policy backbone.

PROFESSOR DR IDA MADIEHA ABDUL GHANI AZMI, DR MAHYUDDIN
DAUD, ASSOCIATE PROFESSOR DR SONNY ZULHUDA, FAIZ AMIRUL
NAQIB RAMLI

Civil Law Department, Ahmad Ibrahim Kulliyyah of Laws, International
Islamic University Malaysia

The views expressed in this article are the author's own and do not
necessarily reflect those of the New Straits Times

RELATED VIDEOS

RELATED ARTICLES
About 600 Pasir

Pekan folk receive
Three more PPVINs

in Sarawak help
Vaccination boost for
economic frontliners

Jukee Ayam
distributes free rice to

HR Ministry receives
5,177 complaints

Malaysia grants
conditional

00:52 00:55 00:48 01:52 00:40 01:01

LETTERS Apr 4, 2021 @ 12:41pm

Whether WFH or WFO, it's about
doing the job effectively

NATION Jan 28, 2021 @ 3:07pm

'Shift to WFH sees a need for
amendments to OSHA'

an hour ago

M'sians Are Laughing After Scanning
The QR Code In Adham Baba's Vaccine
Badge Sample

2 hours ago

#Lawan Organisers Plan Protest On 31
July Despite Being Fined For Assembly
During MCO

an hour ago

Ku Nan Blames Dr Mahathir For His
RM2 Million Corruption Case

an hour ago

Tular Video Biawak Ini Buat Drift Lepas
Kantoi Ceroboh Masuk Rumah Bikin
Ramai Gelak Sakan

2 hours ago

"Sampai Hilang Kasut" - Viral Tanah
Merekah Di Kelantan, Tak Sangka
Ramai Yang Jadi Mangsa

https://www.googleadservices.com/pagead/aclk?sa=L&ai=Cy2D_iH36YJaBHb6hmsMP9ra06ASRz_CIY7jMoJulDrDOlZhDEAEgh5avIGDLg4CAjBegAdOIoZ0DyAECqQJ9wluuRBi3PuACAKgDAcgDCKoEsgJP0Lywci51cL6HpK7Gjvn7wJ5AZXfSxLrFw5tsBpfFKrZEaegMfp95p5gApHthZTjfMWccXHGw_LQXhbGcnOa_thT-1c7ESQCcdCIbdSG-EGFYnuL4CNkrfLNjvBYqZzeJd7PYvGwy7Yp7gB2QQDmMVHf9LXxbEvKMTXflI5YDXwAdLtZvRcknbUeIFn5sjxLX7pfxyCp9MvRPpOAxmdk1VivaDh93R-byx4gRB85-Tuyh6aS67J5EmYMsRR8vt-va7jNFoD6QkEiv2Xg88BT9OOJCFmrnQRqOTC1TlZM0VGfRwFzdseKe2YCVWGCAzM5i967_rtrfP7ErLCYpBWFRoeVF0soPOfn2DyERKkorik2vzpy9gF2C0tg6krlDixIsFWaZe79ZjzrlLETOy071i-HABOLCi564A-AEAaAGAoAHlffeYqgH1ckbqAfw2RuoB_LZG6gHjs4bqAeT2BuoB7oGqAfulrECqAemvhuoB-zVG6gH89EbqAfs1RuoB5bYG6gHqpuxAtgHAdIIBwiAYRABGB2xCR3hH7f9KHesgAoDmAsByAsBuAwB2BMC0BUBmBYBgBcB&ae=1&num=1&cid=CAASEuRonmyHXdvkKsiEk0_2bYtxhw&sig=AOD64_0h8zL8D2SH6eTJfKr8isYBtPusFA&client=ca-pub-3291688420680736&nx=CLICK_X&ny=CLICK_Y&nb=2&adurl=https://link.springer.com/journal/11356/volumes-and-issues%3Fgclid%3DEAIaIQobChMIluXu7-L48QIVvpBmAh12Gw1NEAEYASAAEgKjN_D_BwE
https://adssettings.google.com/whythisad?reasons=-3_wssVzKgxT_xza1FxMtxTQVb1CQS3mj_G9k410pmuaMmFaQN39-lKWwrhApH_15Ag1wQZPSsi22l_iuHyUgZontM2YkTvi3azzpO8XFwcNG4OYTRAX54wACHs_fgDh8SiLTHiM35wjJTiZSvhBmnvOWKTj1rRyRLplk6ulMQwl5NRJxwKkwxaSc4JYlCd8eYEcgmQ3KqLuasNtu_3RBMmyeSXlfhiqGNpk65_7huVMwZwJp1ZxA,__jTZK4PfrMIDnUebgYBXQ&source=display
https://adssettings.google.com/whythisad?reasons=-3_wssVzKgxT_xza1FxMtxTQVb1CQS3mj_G9k410pmuaMmFaQN39-lKWwrhApH_15Ag1wQZPSsi22l_iuHyUgZontM2YkTvi3azzpO8XFwcNG4OYTRAX54wACHs_fgDh8SiLTHiM35wjJTiZSvhBmnvOWKTj1rRyRLplk6ulMQwl5NRJxwKkwxaSc4JYlCd8eYEcgmQ3KqLuasNtu_3RBMmyeSXlfhiqGNpk65_7huVMwZwJp1ZxA,__jTZK4PfrMIDnUebgYBXQ&source=display
https://www.nst.com.my/opinion/letters/2021/04/679541/whether-wfh-or-wfo-its-about-doing-job-effectively
https://www.nst.com.my/news/nation/2021/01/661241/shift-wfh-sees-need-amendments-osha
https://www.nst.com.my/news/nation/2021/01/661527/ptptn-upgrades-services-introduces-interactive-live-chat-facility
https://www.nst.com.my/news/nation/2021/06/698384/ugly-side-unfolding-about-working-home
https://says.com/my/news/m-sians-are-laughing-after-scanning-the-qr-code-in-adham-baba-s-vaccine-badge-sample
https://says.com/my/news/lawan-organisers-plan-protest-on-31-july-despite-being-fined-for-assembly-during-mco
https://says.com/my/news/ku-nan-blames-dr-mahathir-for-his-rm2-million-corruption-case
https://says.com/my/seismik/tular-video-biawak-ini-buat-drift-lepas-kantoi-ceroboh-masuk-rumah-bikin-ramai-gelak-sakan
https://says.com/my/seismik/sampai-hilang-kasut-viral-tanah-merekah-di-kelantan-tak-sangka-ramai-yang-jadi-mangsa


7/23/2021 Legal, policy framework needed

https://www.nst.com.my/opinion/letters/2021/07/710482/legal-policy-framework-needed?fbclid=IwAR0NwwHKp_6PMucGl8Z5gDGOvvEkDGxxBlVbGLqZsoCngup_yfER19127mQ 4/4

2021 © New Straits Times, New Straits Times Press (M) Bhd. A part of Media Prima Group.
Subscribe Disclaimer Personal Data Protection Act Contact Us

NATION Jan 29, 2021 @ 3:05pm

PTPTN upgrades services,
introduces interactive 'Live Chat'
facility

NATION Jun 13, 2021 @ 2:42pm

Ugly side unfolding about working
from home

Recommended by

Memories of childhood
during wartime: Saha Group
chairman's story
Sponsored | Nikkei Asia

Instagrammer nabbed over
alleged indecent acts in
front of kids | New Straits…
New Straits Times

Plastic Surgery in Singapore
- Prices in 2021 Might
Surprise You!
Sponsored | Plastic Surgery | Se…

Learn why gold
is important to
central banks

Read more

Sponsored | World Gold Council

Pilot error and bad weather
likely cause of crash | New
Straits Times
New Straits Times

Sinovac and Pfizer equally
effective against Covid-19,
says Dr Noor Hisham | Ne…
New Straits Times

GET MOBILE APP

NEWS
Crime & Courts

Exclusive
Govt / Public Policy

Nation
Politics

BUSINESS
Business Times

Property
Cars Bikes Trucks

LIFE & TIMES
Sunday Vibes

Bots
Heal
Flair
Jom!

Groove

SPORTS
Football

Badminton
Tennis
Cycling

Golf
MMA

MotorSport
Cricket
Others

WORLD
World
Region

OPINION
Columnists

Letters
Leader

GALLERY
Photos

Infographics

NSTTV
EDUCATION
VOUCHER

http://digital.nstp.com.my/nst/includes/shop/list_products.jsp?testata=nstnews&id=nstnews&utm_source=subscription&utm_medium=klik&utm_term=hm&utm_campaign=nstnews
https://www.nst.com.my/disclaimer
https://www.nst.com.my/privacy
https://www.nst.com.my/contact
https://www.nst.com.my/news/nation/2021/01/661527/ptptn-upgrades-services-introduces-interactive-live-chat-facility
https://www.nst.com.my/news/nation/2021/06/698384/ugly-side-unfolding-about-working-home
https://www.outbrain.com/what-is/default/en
https://asia.nikkei.com/Spotlight/My-Personal-History/Boonsithi-Chokwatana/Memories-of-childhood-during-wartime-Saha-Group-chairman-s-story?utm_source=paid.outbrain.com&utm_campaign=BA%20MY&utm_medium=referral&utm_content=E15-1&obOrigUrl=true
https://www.nst.com.my/news/crime-courts/2021/06/697820/instagrammer-nabbed-over-alleged-indecent-acts-front-kids?obOrigUrl=true
https://c11227.llsdzktnxwnnr.com/?subid1=$section_name$&adtitle=Plastic+Surgery+in+Singapore+-+Prices+in+2021+Might+Surprise+You%21&subid3=$section_id$&site=$publisher_name$_$section_name$&network=outbrain&OutbrainClickId=$ob_click_id$&subid4=ar-my-d-plas1en-54261-b1706-ob-sm&kw1=Non+Surgical+Face+Lift+Singapore&kw2=Plastic+Surgery+Prices+Singapore+2021&kw3=Eye+Bag+Removal+Surgery+Prices&kw4=plastic+surgery+malaysia+price+list&kw5=plastic+surgery+double+eyelid&backfill=0&obOrigUrl=true
https://www.reuters.com/article/sponsored/why-central-banks-buy-gold?utm_medium=display&utm_source=outbrain&utm_campaign=WGCContentPromo&utm_content=CentralBanksState&obOrigUrl=true
https://www.nst.com.my/world/region/2021/07/705926/pilot-error-and-bad-weather-likely-cause-crash?obOrigUrl=true
https://www.nst.com.my/news/nation/2021/07/710082/sinovac-and-pfizer-equally-effective-against-covid-19-says-dr-noor-hisham?obOrigUrl=true
https://apps.apple.com/my/app/new-straits-times/id1033411389
https://play.google.com/store/apps/details?id=com.nstp.nst
https://appgallery5.huawei.com/#/app/C101980395
https://apps.apple.com/my/app/new-straits-times-epaper/id527144475
https://play.google.com/store/apps/details?id=team.vc.nstnews
https://www.nst.com.my/news
https://www.nst.com.my/news/crime-courts
https://www.nst.com.my/news/exclusive
https://www.nst.com.my/news/government-public-policy
https://www.nst.com.my/news/nation
https://www.nst.com.my/news/politics
https://www.nst.com.my/business/home
https://www.nst.com.my/business
https://www.nst.com.my/property
https://www.nst.com.my/cbt
https://www.nst.com.my/lifestyle
https://www.nst.com.my/lifestyle/sunday-vibes
https://www.nst.com.my/lifestyle/bots
https://www.nst.com.my/lifestyle/heal
https://www.nst.com.my/lifestyle/flair
https://www.nst.com.my/lifestyle/jom
https://www.nst.com.my/lifestyle/groove
https://www.nst.com.my/sports
https://www.nst.com.my/sports/football
https://www.nst.com.my/sports/badminton
https://www.nst.com.my/sports/tennis
https://www.nst.com.my/sports/cycling
https://www.nst.com.my/sports/golf
https://www.nst.com.my/sports/mma
https://www.nst.com.my/sports/motor-sports
https://www.nst.com.my/sports/cricket
https://www.nst.com.my/sports/others
https://www.nst.com.my/world
https://www.nst.com.my/world/world
https://www.nst.com.my/world/region
https://www.nst.com.my/opinion
https://www.nst.com.my/opinion/columnists
https://www.nst.com.my/opinion/letters
https://www.nst.com.my/opinion/leaders
https://www.nst.com.my/photos
https://www.nst.com.my/photos
https://www.nst.com.my/infographics
https://www.nst.com.my/videos
https://www.nst.com.my/education
http://vouchers.nst.com.my/

