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National Threats

WHY???
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National Threats : Piracy Issues
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National Threats : Smuggling Activities
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National Threats : Militants & Terrorist Issues 

Sebahagian daripada Ops Subuh: 
Pengepungan Tentera Di Sauk

Tarikh: 5 Julai, 2000
Lokasi: Bukit Jenalik, Sauk, Perak
Tamat: Al Ma'unah tumbang
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National Threats : Militants & Terrorist Issues National Threats : Militants & Terrorist Issues 

Ops Daulat: Krisis Pencerobohan Lahad Datu 2013

Tarikh: 9 Februari 2013 – 22 Mac 2013
Lokasi: Kg. Tanduo, Daerah Lahad

Datu, Semporna, Kunak dan Tawau di 
pantai timur Sabah

Punca: Kawasan timur Sabah yang tidak
dimasukkan (dahulunya dikenali
sebagai Borneo Utara) ke dalam Perjanjian
Rangka Kerja mengenai Bangsamoro

Tamat: Kemenangan kepada pihak
Malaysia
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National Threats : Current Issues (Ops Benteng)
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National Threats : Current Issues (Ops Penawar)
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Modern Warfare: Motivation

In just 10 years both 

camera man and pilot 

were replaced....it’s it time 

to upgrade yourself?

- Ken Ruthkowski



MODERNISATION
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Modern Warfare: Motivation

1. Pilot
2. Cameraman, data collector
3. Logistic

1. Drone Pilot as cameraman, data
collector

2. Algorithm code developer (AI)
3. Big data analyst
4. Virtual reality developer for simulation,

training
5. Logistic

3
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PAYLOADS – R&D Division
 Structural integrity of the UAV must be maintained such as the

various flight loads (e.g., gust, aerodynamic, and weight) and
stresses (e.g., normal, shear, bending) are handled safely by the
structure

 Two basic types- dispensable and non-dispensable

 Example: Radar, camera, scientific payload (spectrometer,
radiation detector, environmental sensor, atmospheric sensor),
military payload (weapon: missile, installed gun)

CONTROP’s medium range stabilized EO/IR Cameras (EO/IR Gyro-stabilized payloads by 
CONTROP Precision Technologies Ltdcamera.). 

MODERNISATION
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IR 1.0

•Steam engine

•8x Volume Production

IR 2.0

•Electricity (Benjamin 
Franklin,1752) & Assembly 
line production

•Automobile production, 
innovation based electrity

IR 3.0

• Integrated circuit 
&memory programmable-
control

•Robots & machineries

IR 4.0

• Internet of things

•Automation, predictive 
function

1986 1991 1993 1997 2005
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Global Hawk Operations Center 
at NASA Armstrong

Modern Warfare: Military Drone/ UAS

Strategists VS Technologists!
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IR 4.0 APPLICATION

Modern Warfare: Military Drone/ UAS
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IR 4.0 APPLICATION

Modern Warfare: Human Capital

Lack of Experts (operation, maintenance, tactical,
Edu.& training)

Need more drone operators for most Kor/ Regiments
Simulators VS Human?( Case of Sully)
Veteran & Reserve Attachments
Stress & Fatigue (long operation)
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IR 4.0 APPLICATION

Modern Warfare: Technologist & Experts

https://www.youtube.com/watch?v=TlO2gcs1YvM

Swarm particle algorithm drones
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Swarm bees formation Swarm bees algorithm for drones’ operation

IR 4.0 APPLICATION

Security: Search & Rescue (SAR)/ Disaster Monitoring

Swarm particle algorithm drones
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IR 4.0 APPLICATION

Security: Search & Rescue (SAR)/ Disaster Monitoring

Apps developers



20

IR 4.0 APPLICATION

Security: Search & Rescue (SAR)/ Disaster Monitoring

Apps developers
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IR 4.0 APPLICATION

Modern Warfare: Militant & Black Market
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IR 4.0 APPLICATION

Modern Warfare: Militant & Black Market

Counter terrorism experts
Hackers
Cyber security
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IR 4.0 APPLICATION

Modern Warfare: Big data analytic & artificial intelligence

Counter Terrorists/ Military Intel
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1. Learn what Industry 4.0 really means

4. Develop your Industry 4.0 plan- human resources

2. Identify the benefits that might accrue to you

3. Assess the risks

5. Design a pilot project and experiment

6. Evaluate your projects

7. Set up a wider Industry 4.0 implementation framework
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