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The use of SOCIal media is a norm of communications today, especially

B aC kg ro u n d among youths in Malaysia. The activity of creating, publishing and sharing of

digital content through social media may lead to some Iegal consequences

O bJ eCt I V e based on the laws currently in force on Internet, social media and other areas.
. This paper sets as an ObjeCtlve examining the extent of the application of
C I ed | t section 233 of the Communications and Multimedia Act (CMA) 1998 on social

media-related offences making reference to cases decided in Malaysian courts.
Even though not all those cases involve youths (either as accused or victim), yet

they provide helpful guidance for all members of society who increasingly
adopt digital lifestyle epitomised in the day-to-day use of social media. This

case-based study is ultimately significant to help us understand the

implications of law amid the changing circumstances brought about by the
technology.

The authors acknowledge that this study is funded by [IUM under the Rese
YR T @Y T R (o] [T el ) IP=RIG S 18-023-0023).
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A Minute on the Internet in 2020

Estimated amount of data created
on the internet in one minute
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DIGITAL AROUND THE WORLD IN 2020

U2ZU THE ESSENTIAL HEADLUINE DATA YOU NEED TO UNDERSTAND MOBILE, INTERNET, AND SOCIAL MEDIA USE
TOTAL UNIQUE MOBILE INTERNET
POPULATION PHONE USERS USERS
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E-COMMERCE SPEND BY CATEGORY
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SHARE OF TIME SPENT IN MOBILE APPS BY CATEGORY

J2U AVERAGE TIME SPENT USING MOBILE DEVICES EACH DAY WORLDWIDE, WITH SHARE OF TIME SPENT IN TOP MOBILE APP CATEGORIES
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What are the laws that regulate the
usage of social media in Malaysia?

Is section 233 CMA constitutional?

What amounts to offensive content How d_oes section 233 CM'A_‘ 1998 i
in Malaysia? apply in the context of social media?
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Internet Governance in Malaysia

@ Internet No-Censorship Policy
Website blocking under s.263 CMA 1998
@ Imposing Criminal sanctions for offensive content

Self-regulatory mechanism by the Content Code

The main legislation put in place to impose
obligations on the use of the Internet in Malaysia
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Offensive Content

233. (1) A person who -

(a) by means of any network facilities or network service or
applications service knowingly -

(i) makes, creates or solicits; and
(i) initiates the transmission of,

any comment, request, suggestion or other communication
which is obscene, indecent, false, menacing or offensive in
character with intent to annoy, abuse, threaten or harass
another person; or

(b) initiates a communication using any applications service,
whether continuously, repeatedly or otherwise, during
which communication may or may not ensue, with or
without disclosing his identity and with intent to annoy,
abuse, threaten or harass any person at any number or
electronic address,

commits an offence.
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The Constitutionality of CMA 19987

Nor Hisham bin
Osman v Pendakwa
Raya
[2010] MLJU 1249

“such restrictions as it deems
necessary or expedient in the
interest of the security of the
Federation or any part thereof,
friendly relations with other
countries, public order or
morality and restrictions
designed to protect the privileges
of Parliament or of any
Legislative Assembly or to
provide against contempt of
court, defamation, or incitement
to any offence”

“this limitation is both
necessary and expedient in
accordance with the
objectives put up by Article
10(2)(a) of the Constitution”

Syarul Ema Rena binti
Abu Samah lwn
Pendakwa Raya

[2018] MLJU 1128

s.233 CMA should be viewed
and interpreted within the local
context and circumstances,
taking into account the
objectives and principles
surrounding the legislation of the
Act, and one of them is ‘to
promote a civil society where
information-based services will
provide the basis of continuing
enhancements to quality of work
and life.’

s.233(1)(a) passed the test of
clarity, limitedness and
proportionality as the law has
prescribed a reasonable
classification on the type, scope
and applicability of the offence.

© sonny zulhuda & ida madieha azmi (2021)

Mohd Fahmi Reza bin
Mohd Zarin lwn
Pendakwa Raya
[2020] 7 MLJ 399

Although it was a fine and
creative work of art created by
the appellant to criticise the
government and the authorities,
it was produced with the intent to
injure others. Such
communication cannot be
considered a parody because it
fails to fulfil the meaning of the
word ‘parody.’

The relevant communication
may be an artistic expression but
annoying nature, then
not be unlawfully
y the appellant and
not protected by the
t is not for the artist
ultimately E,is for
trt t0 decide.
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Section 233 CMA In the Context of Social Media

Actual Annoyance Not

Required
Your Page,' Yp_ur PP v Rutinin Suhaimin [2013]
Responsibility 2 CLJ 427; Mohd Fahmi
Section 114A Evidence Act 1950; Rezz bk'” Mohd ZazrmZ'W”
YB Dato' Hj Husam bin Hj Musa Pendakwa Raya [2020] 7
v Mohd Faisal bin Rohban MLJ 399.

Ahmad [2015] 3 MLJ 364 Copy-Pasting

‘knowingly makes, creates or solicits;
and initiates the transmission of any
comment, request, suggestion or
other communication.’
Use of Emoticons
‘any comment, request,
suggestion or other
communication’

A Platform-Neutral Law

Section 6 of the CMA 1998
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Re-contextualises s. 233 CMA 1998 in social
media environment today

Discusses the judicial guidance derived from

m some latest cases decided by Malaysia
courts

Calls the Malaysian digital society, and the
youth more particularly, to be more
responsible in using social media so as to
> reap the best of the digital economy.
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'In this day and age of Internet where with
free flow of information from cyber space,
young people are exposed to things which the
older generation could not have imagined.

Such exposure had no doubt also made the art
of parenthood much more difficult in dealing
with such social issues... (and) in some cases,
it had made it impossible.

The value of society changes as each year
passes by and because of such change, it of
course has made the job of Court much more
difficult especially on such issues.’

per Datuk David Wong Dak Wah J. High Court (Kota Kinabalu) in
Public Prosecutor v Zainuddin bin Adam [2012] MLJU B84.

i

Judicial Quotes

“Cyber offences are serious
offences, as offensive
materials in cyber offences
could be easily disseminated
to the public at large within
seconds at a touch of a
button”

Ahmad Bache JC of the High Court (Kota
Bharu) in Nik Adib bin Nik Mat v Public
Prosecutor [2017] MLJU 183
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