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Emergence of five key drivers for the digital economy, 

namely (1) Datafication; (2) Social Media; (3) IoT; (4) 

Machine learning; (5) Synchronisation

DIGITAL ECONOMY

Three BIGS around us: (1) BIG Brother; (2) BIG Data 

Aggregator; (3) BIG Fans, for good or less-good reasons. 

WHO MISUSE YOUR DATA?

With (1) Increasing reliance to cyber system and data 

analytics in both private and public infrastructure; (2) 

Abundant data in public domain; (3) Increasing non-state 

actors in data breaches and cyber terrorism.

DATA BREACH IS A MATTER OF WHEN, NOT IF!

RISKS OF PERSONAL DATA BREACHES

sonnyzulhuda.com



Data Protection in International Fora
Insert the title of your subtitle Here

PDP is now 

inseparable from global 

trade issues, therefore 

triggers lots of debate 

internationally

Global Trade

Data governance is 

about managing trust 

and accountability

Good Governance
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The Rise of Global Laws on Data Governance

G-20

DIFC

EUROPEAN 

UNION

Not Legislating is Not an 

Option

By 2019, 132 countries already have 

certain special and comprehensive 

laws on personal data protection. 4 

ASEAN countries have it: Malaysia, 

Singapore, Philippines, Thailand.

Some notable and reputable 

international organisations and 

multilateral treaties already include 

PDP in their agenda. 

APEC

ASEAN
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APEC Privacy Framework (2015)

Preventing 

Harm
Notice Collection 

Limitations

Uses of 

Personal 

Information

Integrity of 

Information

Security 

Safeguards

Access and 

Correction Accountability

Choice
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ASEAN FRAMEWORK

On Personal Data Protection 2015

Transfers to Another Country 

or Territory

Retention

Accountability

Consent, Notification 

and Purpose

Access and Correction 

Security Safeguards 

Accuracy of Personal Data
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RISK MANAGEMENT

LGAL COMPLIANCE

SHIELD AND SWORD

LEADERSHIP

DUE DILIGENCE

TRUST MANAGEMENT

Why Data Protection Officers
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DPO is a cornerstone 

of accountability while appointing 

a DPO facilitates compliance and

competitive advantage for businesse

s. In addition to facilitating compliance th

rough the implementation of accounta

bility tools (such as facilitating data prot

ection impact assessments and carrying 

out or facilitating audits), DPOs act as i

ntermediaries between relevant 

stakeholders.

According to the Europe’s WP29:
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https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612048


SINGAPORE

It is mandatory for each organization to appoint one or more DPOs to be respon

sible for ensuring the organization’s compliance with the Act.

Once appointed, the DPO may in turn delegate certain responsibilities, including to 

non-employees of the organization. 

The business contact information of the DPO must be made available to the public.

Failure to appoint a DPO may lead to a preliminary investigation by the Commissio

n. If an organization or an individual fails to cooperate with the investigation, this wi

ll constitute an offence. As a result, an individual may be subject to a fine of up to S

GD 10,000 or imprisonment for a term not exceeding 12 months, or to both. An org

anization may be subject to a fine of up to SGD 100,000.
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PHILIPPINES

The Personal Information Controller of an organisation must ap

point a person or persons who shall be accountable for the org

anisation’s compliance with the Act, and the identity of such per

son or persons must be disclosed to the data subjects upon the 

latter’s request. 

The Act does not specifically provide for the citizenship and resi

dency of the data protection officer. The Act likewise does not s

pecifically provide for penalties relating to the incorrect appoint

ment of data protection officers.
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THAILAND

The Data Controllers and the Data Processors shall appoint a data pr

otection officer (DPO) inside their organizations when it appears, und

er one of the following circumstances, that:

• the Data Controller or the Data Processor is a public authority as p

rescribed and announced by the Committee;

• the activities of the Data Controller or the Data Processor in the col

lection, use, or disclosure of the Personal Data require a regular m

onitoring of the Personal Data or the system, by the reason of havi

ng a large number of Personal Data as prescribed and announced 

by the Committee;

• the core activity of the Data Controller or the Data Processor is the 

collection, use, or disclosure of the Sensitive Personal Data.
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MALAYSIA
“Data user to appoint a Data Protection Officer”

• Currently, there is no provision in the Act which mentions the obligation of a dat

a user to appoint Data Protection Officer (DPO). In a normal situation, a compli

ance officer in an organisation will take charge of the personal data protection 

matters.

• DPO is responsible to oversee data protection strategy and implementation in 

an organisation which enable to increase the level of compliance with Act 709.

• PDP Commissioner is considering to add a new provision in Act 709 to mak

e it obligatory for a data user to appoint a DPO, and to issue a guideline on the 

mechanism of having a DPO.

• Points to be considered:

• The proposed requirement to appoint a DPO.

• The elements to be considered in the guidelines on DPO (ie. categories 

of data users that must appoint DPO, based on size of data user or amou

nt of data held).
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EU GDPR
(GENERAL DATA PROTECTION RULES)

The controller and the processor shall designate a data prote

ction officer in any case where: 

1. the processing is carried out by a public authority or b

ody, except for courts acting in their judicial capacity; 

2. the core activities of the controller or the processor co

nsist of processing operations which, by virtue of their 

nature, their scope and/or their purposes, require regu

lar and systematic monitoring of data subjects on a lar

ge scale; or 

3. the core activities of the controller or the processor co

nsist of processing on a large scale.
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Data Professionals Duty Sets
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WP29 Guidelines on the Expertise required

The required level of expertise is not define

d but it must be commensurate with the sen

sitivity, complexity and amount of data that t

he organisation processes. 

Expertise must also be taken into account if 

the organisation systematically transfers per

sonal data outside of the European Union.

Regarding professional qualifications, it is r

elevant that the DPO has expertise in natio

nal and European data protection laws and 

practices and an in-depth understanding of t

he GDPR. 

The DPO must also have knowledge of the busin

ess sector of the organisation and understand an

y processing activities, IT systems, and security 

and data protection needs of the organisation. 

Organisations should proactively decide on the q

ualifications and level of training required for the 

DPOsonnyzulhuda.com



Group Data Privacy Senior Legal Counsel

Standard Chartered Bank Singapore

Posted on 19-Dec-20 (JobStreet Singapore)

• Must be a qualified lawyer in a common law jurisdiction with in-dept

h post qualification experience as a specialist lawyer advising on da

ta protection, banking secrecy and cyber security data managemen

t issues, including:

• knowledge and understanding of EU/UK General Data Protecti

on Regulation and data protection laws & regulations in other 

jurisdictions, such as Singapore and Hong Kong;

• ability to draft privacy statements/notices/contract terms to meet re

quirements;

• ability to independently advise on data privacy/cyber security data 

management legal issues;

• ability to coordinate and work with teams across multiple timezones

• experience of training staff on data privacy/cyber security data man

agement legal issues; and

• understanding of banking secrecy requirements
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Dalam hal tertentu

Pengendali Data 

Pribadi dan Prosesor

Data Pribadi wajib

menunjuk seorang

pejabat atau petugas

yang melaksanakan

fungsi pelindungan

Data Pribadi.

(Art 45)

Pejabat atau

Petugas Yang 

Melaksanakan

Fungsi Pelindungan

Data Pribadi
pejabat atau petugas

yang bertanggung

jawab untuk

memastikan

pemenuhan

kepatuhan atas

prinsip pelindungan

Data Pribadi dan

mitigasi risiko

pelanggaran

pelindungan Data 

Pribadi.

Penjelasan “Seorang

Pejabat..”

Ketentuan DPO di 

bawah RUU PDP 

Indonesia

IINDONESIAN LAW?
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Indonesian PDP Draft Bill
Keadaan diwajibkan DPO
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pemrosesan Data Pribadi untuk kepentingan 
pelayanan publik; 

kegiatan inti Pengendali Data Pribadi memiliki sifat, 
ruang lingkup, dan/atau tujuan yang memerlukan 
pemantauan secara teratur dan sistematis atas Data 
Pribadi dengan skala besar; dan 

kegiatan inti Pengendali Data Pribadi terdiri dari 
pemrosesan Data Pribadi dalam skala besar untuk 
Data Pribadi yang bersifat spesifik dan/atau Data 
Pribadi yang berkaitan dengan tindak pidana. 



Criteria & Consequence of Non-Compliance

Pasal 45

“Pejabat atau petugas yang melaksanakan fungsi pelindungan Data Prib

adi sebagaimana dimaksud pada ayat (1) harus ditunjuk berdasarkan ku

alitas profesional, pengetahuan mengenai hukum dan praktik pelind

ungan Data Pribadi, dan kemampuan untuk memenuhi tugas-tugasnya.” 

Pasal 50 

Pelanggaran terhadap ketentuan (antara lain) Pasal 45 ayat (1) dikenai s

anksi administrative, yaitu: a. peringatan tertulis; b. penghentian sementa

ra kegiatan pemrosesan Data Pribadi; c. penghapusan atau pemusnahan

Data Pribadi; d. ganti kerugian; dan/atau e. denda administratif.
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Roadmap to Creating PDP 

Professionals

Capacity Building Lifelong Education Networking Data Culture



Taining Need Analysis

the content and means of the 

training and assessment

whether training leading to 

certification is required

the standing of the 

accrediting body

whether the training and 

certification is recognised

internationally



THANK YOU

sonny@iium.edu.my
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