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AGENDA OF PRESENTATION

Why the
Need for
Cyber law
Course?

What are
the Scope of
Cyber law
Course?

Research-
related
Activities

Nature of
Cyber Law
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1. Law of a new space: Quasi public, Quasi private?

2. Law regulating new technology:
a. Hardware: ICT, Computer, Mobile, Cloud, Robot, Storage,

NATURE OF Sensor

CYB E R LAW b. Software: Programs, System, Apps, Blockchain, Al
c. Content: Data, Encryption, Signal, Language, Expression

3. Law regulating human’s interaction with the new
technology
a. Involving national and international interactions
b. Involving public matters and private matters

c. Involving commercial/economic and non-commercial
interactions/activities (social, political, etc)

d. Involving private and criminal wrongs
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WHY NEED A
CYBER LAW Economy-
COURSE?

driven

Technology
-driven

People-

driven




DEVELOPING THE CURRICULUM
Two Approaches:

* Fikih Muamalah
Review Existing e Fikih Jinayah

e Hukum Internasional

Sy”abUS e Hukum Pidana

e Hukum Kontrak

e Fikih Informasi

Create NeW e Hukum Siber
Progra m/COu rse e Hukum pidana siber

e Hukum kontrak elektronik

with New Sy||abu5 e Pengaturan Internet
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THE

FUNDAMENTAL

e UNDERSTANDING THE INTERNET: PUBLIC SPACE, PRIVATE SPACE, OR WHAT?
¢ INTERNET GOVERNANCE: ACTORS, ROLES AND INTERACTION

¢ INTERNET INTERMEDIARIES: ROLE & RESPONSIBILITY

¢ E-COMMERCE & CONSUMER PROTECTION

THE SCOPE OF CYBER

LAW COURSE
.2

CONTENTIOUS

ISSUES

¢ INTERNET CONTENT REGULATION

e CYBER CRIME AND CYBER TERRORISM

e DATA GOVERNANCE: PROPERTY, PRIVACY AND SECURITY
e FREEDOM OF INFORMATION

¢ IPR IN CYBERSPACE

EMERGING

ISSUES

* BIG DATA & PRIVACY

* ARTIFICIAL INTELLIGENCE & AUTOMATED JUSTICE

* BLOCKCHAIN & SMART CONTRACT

¢ ENCRYPTION AND LAW

* DIGITAL DEMOCRACY & LAW (E-GOVERNMENT, E-ELECTION, E-JUDICIARY)
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PAST POSTGRADUATE THESIS TITLES

Ph.D.

The Relevance of Budapest Convention on Cybercrime in Nigeria

E-Commerce Law in Palestine with Special Reference to Apportionment of Liabilities

Privacy and Personal Data Protection in Electronic Voting: Indonesia Case Study

The Internet of Things : Legal Analysis on Security, Privacy and Data Ownership in Malaysia

Consumer Protection in E-Commerce: A Comparative Study of the UAE and Egyptian Laws

Judicial Approaches on the Infringement of Privacy Right in Malaysia: A Critical Analysis

The Malaysian Media Council: Towards Striking A Balance between Public Interest and Freedom of Mass Media

Developing the Legal Electronic Health Data Protection in Bangladesh

Masters

Cyberterrorism: An Analysis of Law in Oman with Special Reference to the Islamic Law

Privacy Issues in Electronic Surveillance in Malaysia: A Comparative Analysis between Common Law and the Shari'ah
Electronic Signature under Iragi Law: A Critical Examination Relating to E-Government Services

Identity Crime in Digital Environment: Comparative Study between the Common Law and the Shariah as Applied in Mauritania
Criminal Law Protection against the Exposure of Children to Online Pornography in Libya: A Comparative Perspective

The Law On Cross-Border Data Transfer In ASEAN Countries
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