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Simple Security Guidelines for E-
learning at IIUM

For Lecturers:

1.

Do not expose private and personal
information especially during synchronous
video class (e.g. share screen while entering
password or expose background that reveals

personal information or environment)

Ensure availability of materials assigned/
provided by getting feedback from students
that they have access to the materials.

Only share secure and verified links to avoid
malware. (Secure links begin with https in its
URL address)

Ensure availability of assignment, test, or
exam materials submitted by students for
lecturers’ assessment by downloading them
to your computer or other storage, if you are
grading them at a later time. This is in case if
the Learning Management System (LMS)
server does not function during your grading
period. Otherwise, after grading, store the
marks on your own class grading sheet.

Download or open ONLY files with known/
recognised file format and from known/

authentic users (in this case, your own
students).

For synchronous online class:

6.

10.

11.

Secure the synchronous session by using
secure password.

Do not share password of the session on
social media such as FB, Twitter and the like.
Share it within your class group members
only.

Give access authorisation to your course
enrolled students only.

Limit  file
recommended that only lecturers can share

sharing  capability. It s
files during the live session. The best way to
share file is through LMS (eg. iTaleem, Google
Classroom to name a few that are used by
IIUM lecturers). This is to avoid phishing/
malicious links/attachments.

Decide whether you allow your students to
share your recorded online teaching with the
public or

only meant for their course

reference and revision.

Prepare a lively or interesting online session.
This is not necessarily with sophisticated
tools. By communicating lively with your
students can make your students appreciate
your online session. Teaching tools can be a
mix of basic Email, WhatsApp, Telegram

185

12.

13.

messages, LMS such as iTa’leem and Google
Classroom, and online meeting applications
such as Zoom, Microsoft Team, Google Meet,
CISCO Webex, etc. It is important to use latest
version of any of these tools.

Secure the assessment materials (tests and
exams) by having password protected on the
document. This is important during exam
script preparation and vetting.

Ensure availability of all the materials

(including assessments) for course files
purposes. Examples - hardcopy files, or on
softcopy create a folder for each of your

course, then create subfolders accordingly.



For Students:

1.

For identification purpose, all students are to
use their formal name and matric number to
be easily recognised and identified by

lecturers.

Inform your lecturers as early as possible if
you have network or device problem in
participating the online classes. Discuss on
what best solution can be made.
Seek permission from the lecturer for
recording of his or her online session. If
allowed, the recording is ONLY for your own
revision purpose and NOT to be shared or
posted on social media, unless allowed by
your lecturer.

Ensure the originality and integrity of the
work you submit. Do not copy-and-paste
other people’s work. Lecturers can penalise
students who plagiarised.

When you submit your assignment, test or
exam answers, ensure that it is properly
submitted with the correct file format. And
verify that it is received by your intended
lecturer.

Basic guideline for all users:

1.

Use strong and protected password to access
your online sessions

Harden your system —

a) Use latest version of applications being
used.

b) Regularly scan PC for virus

Be extra careful upon responding to emails.
Learn how to spot phishing emails

Do not open attachments/links from
unknown sender

Backup your system and files regularly (can
do personal back up on thumb drive or
external hard disk)
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