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“Data Economy”?
1. The (increase in the) availability of data, the related 

business opportunities, as well as the (potential) social 
value of the insights that can be generated. 
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2. Emphasises on the economic impact of the 
marketplace where digital data is exchanged as 
products or services.

3. The ability to collect and analyse significant volumes of 
data, from a variety of sources and at a rapid pace 
underpins the business models of a wide range of 
online activities derived from raw data.
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More business 
transactions are 
conducted online

Personal information is 
massively processed for 

critical assessments 
(financial, security, 

medical, etc.)

Human judgment is 
replaced by AI/Robot

Current law is incapable 
or incapacitated



ONE 
MINUTE IN 
THE 
INTERNET
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FEATURES AND CHALLENGES

1. Massive use of Big Data
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1. Massive use of Big Data
2. Internet of things - Gadget
3. Synchronisation of Data
4. Digital traces – Privacy 
5. Data Obesity–Excess of data inflation

More data gathering, less data intelligence?
Information, disinformation, mal-information, 

misinformation
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LAW IN THE INFORMATION ERA

1. Evolution of the Law-making process
2. Law enforcement and crime prevention
3. Legal reform: New Wine and New Bottle?
4. More collaborative, less restrictive (multi-

stakeholderism, multi-jurisidction)
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AI-ENABLED LAW ENFORCEMENT

2020 (c) Sonny Zulhuda

11

• Legal behavioral forecasting• Legal behavioral forecasting

• Facial Recognition arrest

• Camera-based surveillance

• Big Data analytics

• Social media intelligence

• Automated personal data 
processing
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JURISPRUDENTIAL CHALLENGES
1. Is data a property?

2. Who owns personal 
information out of the IoT?information out of the IoT?

3. The challenge of cross-
border crimes

4. Balancing privacy and 
security?

5. Who is responsible for the 
fault of the AI?
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CHALLENGES TO LAW EDUCATORS
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• Technology as a carrier for law education
• Technology changes over time.

▫ Need to cope!
• Digital Natives: new ways to learn law?
• Will Robots replace Law Enforcers and Arbiters?
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WAY TO GO: A DISRUPTIVE 
REGULATORY APPROACH

A HYBRID OF TOP-DOWN AND BOTTOM-UP

MULTI-STAKEHOLDERISM
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PUBLIC-PRIVATE PARTNERSHIP (CO-REGULATORY)

SPIRIT OVER LETTER OF THE LAW

LAW FOR DIGITAL NATIVE - SOCIAL JUSTICE

AGILITY AND ABILITY TO CHANGE!
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DEVELOPING THE CURRICULUM – Two Approaches 

• Contract Law
• Intellectual Property Law
• Criminal Law
• Law of War

Review Existing 
Syllabus
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• Law of War
Syllabus

• IT / Cyber Law
• Digital Economy and Law
• Electronic Transactions
• Cyber War 

Create New 
Program/Course 

with New 
Syllabus

Example of Cyberlaw Module: 
http://sonnyzulhuda.com/LAW-6434/sonnyzulhuda.com



CONCLUSION
• The proliferation of data economy leads to an unprecedented 

innovation of law-making and law-enforcement processes. 

• While it is pertinent that law-making and law-enforcing in near 
future will be utilising data and digital technology, it is also 
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future will be utilising data and digital technology, it is also 
crucial to eliminate the risks and detrimental effect of such 
use.

• The challenges of data economy today must be put in the 
radar of Muhammadiyah educational institutions, to ensure 
they produce graduates who are relevant and competitive. 

• This presentation calls for PTMA to have a fresh view on this 
and how the research and teaching activities would need to 
adjust.



Food for Thought: 
DATA ECONOMY IS ABOUT SURVIVAL

“We did not do 
anything wrong, but 
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anything wrong, but 
somehow, we lost”

Stephen Elop, Former CEO of Nokia (2016)
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