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Abstract

The objective of this study is to explore the whole process of fraud risk management strategies that should be implemented by the 
organizations. Secondly, this study discusses the governance issues that arise at each stage of the process. For the purpose of this study, a 
content analysis of previous literatures is used as a technique for gathering data. This process usually involves codifying qualitative and 
quantitative information into pre-defined categories in order to derive patterns in the presentation and reporting of information. Based on 
our content analysis, we found that the fraud risk management process should be made of at least five stages which are inculcating the 
culture of managing risks in an organization, identifying the risks, evaluating the risks, determining preventive actions and implementing 
and reviewing stages. Our extended analysis of the fraud risk management process finds that a lot of governance issues arise in the fraud risk 
management process that should be solved by regulators and companies in order to ensure that fraud risk management process is embedded 
as corporate culture, not merely as a process. Among them are how to create the risk culture in an organization and whether auditors and 
risk management committees identify risks from each available source. 
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Fraud is a discussion that receives a high level of 
attention from regulators, auditors, and the public due to 
increasing corporate failures. Most fraud cases happen 
within organisations rather than in external dealings. 
Contrary to common belief, 68% of fraud cases occur within 
organisations by employers and employees, with the rest 
externally by those in the value chain (KPMG, 2014). The 
Association of Certified Fraud Examiners (ACFE)’s 2014 
Report to the Nations on Occupational Fraud and Abuse 
suggests that companies lose up to 5% of their revenue 
annually to fraud. The loss, if applied to the 2013 estimated 
Gross World Product, translates to a potential projected 
global fraud loss of nearly US$3.7 trillion (RM13.91 trillion) 
(ACFE, 2014). The frauds are carried out through asset 
misappropriation, corruption, and through fraud in financial 
statements.

In Malaysia, the number of fraud cases have kept 
on rising, the reported numbers were at 4.8% in 2010, 
which increased to 7.6% in 2012, and it further increased 
to 9% in 2014. Malaysia has caught the media’s attention 
following financial scandals in some of the big Malaysian 
corporations. The most recent case is the controversy 
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over the debt-laden company transactions in  1Malaysia 
Development Berhad  (1MDB)  where billions of dollars 
were misappropriated from 1Malaysia Development 
Bhd., an economic-development fund set up by Malaysian 
Government in 2009 (Hope & Wright, 2016). The case has 
caused 1MDB to bear RM42 billion in debt and now it is 
struggling to pay interest to both local and international 
banks. Port Klang Free Zone  scandal (PKFZ) occurred 
in 2009 which reported a scandal of about RM12 billion 
after the Port Klang Authority chairperson lodged a report 
following a financial audit of the project (Malaysia Today, 
2017). 

The never ending story of corporate failures led to 
congressional questions about the weaknesses in fraud 
detection mechanism and the role of fraud risk management. 
Previously, as measures to curb the weaknesses in fraud 
detection processes, the Statement of Auditing Standards 
(SAS) No. 99 was announced by the American Institute 
of Certified Public Accountants (AICPA) in October 2002 
with the objective of raising the efficiency and productivity 
of auditors in fraud detection by assessing the fraud risk 
factors in organizations. The fraud risk factors of SAS 99 
are based on the fraud triangle model developed by Cressey 
(1953). According to Iyer and Samociuk (2006), corporate 
fraud and corruption are arguably the greatest unmanaged 
commercial risks of the day. Despite the measures taken, 
major frauds and bribery scandals are widespread and it is 
just like it was twenty years ago. Iyer and Samociuk (2006) 
argue that many executives spent the last couple of decades 
implementing extensive corporate governance and control 
frameworks which they are supposed to implement, but yet 
they argue that tougher legislations do not have the desired 
effect in curbing fraud and corruption. Thus they propose 
to implement robust processes of fraud defence strategies 
which can be achieved through fraud risk management 
process. Its importance is due to exposure of companies 
to diverse kinds of risks which may affect the decisions of 
shareholders and other stakeholders (Mazumder & Hossain, 
2018). 

Nguyen, Ngo and Le (2020) found that the process of 
risk assessment can reduce the risk of material misstatement 
in the stage of audit planning. Therefore, the objective of 
this study is to explore the whole process of fraud risk 
management strategies that should be implemented by the 
organizations. Second, this study is conducted to discuss the 
governance issues which arises at each stage of the process. 
We believe this study present a unique institutional setting 
as we try to apply the framework in developing countries 
like Malaysia. Malaysia provides an appealing institutional 
setting which can be characterized by concentrated family 
ownership system (Nahar Abdullah, 2006), political 
connections (Faccio, Masulis & McConnell, 2006; Johnson 

& Mitton, 2003), weak enforcement and investor protection 
(Leuz, Nanda & Wysocki, 2003). Malaysian government 
has introduced key corporate governance reforms to prevent 
frauds. However, the persistent pattern of fraud reported by 
international surveys questions the effectiveness of these 
reforms. A survey by KPMG (2013–2014) reported that 
fraud is still a major problem in Malaysian businesses. 
Moreover, Kroll Advisory Solutions’ “Global Fraud Report”  
2012–2013 and Ernst and Young Fraud Investigation and 
Dispute Services Asia–Pacific (2013) also confirm that 
Malaysia is more prone to corporate frauds compared to 
Indonesia, China, and Singapore. 

Based on the content analysis of previous literatures, 
this study finds that fraud risk management process would 
consists of at least of five stages which are determining 
the objectives, identifying the risks, evaluating the risks, 
determining preventive action and implementing and 
reviewing stage. Our extended analysis has found that this 
process might not be implemented successfully as there 
are several governance issues arising in each steps of the 
process. Our study contributes in the following ways. First 
it presents the effective framework of risk management 
process focusing on fraud. A lot of studies have done to 
highlight the general process of risk management i.e 
Enterprise Risk Management (ERM) (Sobel & Reding, 
2004; Arena, Arnaboldi & Azzone, 2010; Gates, Nicolas 
& Walker, 2012), but these studies do not talk much about 
the fraud angle. Literatures that highlight on fraud risk 
processes are very scarce and limited to certain type of 
organizations (Clauss, Roncalli & Weisang, 2009; Hess & 
Cotrell, 2016). Also, this study highlights the governance 
issues in fraud risk management process especially in 
emerging countries like Malaysia. Malaysia presents 
a unique institutional setting where risk management 
processes are regarded as on the preliminary stage. 
Currently risk management process requires disclosure 
by the management and a practice such as an independent 
risk management committee is regarded as a step further 
(Securities Commission, 2017). 

Here is how we have structured this paper, in the next 
section, we will present the background of the study by 
highlighting the definition of risk and risk management, 
which will be followed by research methodology. Then we 
discuss our analysis and findings related to our objectives. 
Finally, we conclude the implications of this study in 
conclusion part of this study. 

2.  Background of the Study

Risk can be defined as a decision that is made under 
conditions of known probabilities (Knight, 1921). It is a 
combination of probability of an event and its consequences 
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(Kaplan & Garrick, 1981). Nevertheless, a dictionary 
definition of risk defines it as the chance of injury, damage 
or loss. Previous researchers have equalized risk with the 
expected disutility (Campbell, 2005) and the expected 
loss (Willis, 2007). Many researchers also relate risk with 
the probability of an adverse outcome (Graham, Wiener, 
& Sunstein,1995) and the severity of adverse effects 
(Lowrance, 1976). Technically risk can be defined as the 
cause and probability of an unwanted event which may or 
may not occur where something of human value (including 
humans themselves) is at stake and where the outcome is 
uncertain (Rosa, 1998). Thus, risks are probabilities that 
are more related with unfavourable rather than favourable 
outcomes. 

Consequently, organizations are supposed to proactively 
manage risk, monitoring it in a continuous and conscious 
way for all the risks associated with their strategic objectives. 
Monitoring risk indicate that permanent measurement of 
the severity and evolution of risks within the organization 
should be done with the objective of maintaining an overall 
risk profile aligned with the strategic objectives of the 
organizations (Van Staveren,2009). The management of 
risk is therefore an integral part of the organization and its 
processes, with an understanding that potential upside and 
downside factors can affect the organization. The main 
objective of risk management would be then according 
to this view, to understand in advance the impact of each 
risk factor on the future performance of the organization 
(Hopkin, 2002).

Due to the importance of risk management processes, 
several steps have been proposed to manage risk. Despite 
that, no specific model has been proposed to manage risk 
of fraud. Previous researches have indicated that the role of 
risk management has been overlooked by researchers. For 
example, Omer, Aljaaidi and Al-Moataz (2020) highlight 
that the role of risk management committee as one of the 
corporate governance mechanisms has been overlooked by 
researchers in the field of audit report lag as the committee is 
regarded as playing minor and insignificant role in financial 
reporting procedures. It is well understood the fraud can 
have grave consequences for individuals, companies as well 
as to the society as a whole, therefore systematic fraud risk 
management model is the need of the hour to help companies 
to curb the risk of frauds. 

3.  Research Methodology

As indicated above, a content analysis of previous 
literatures is used as a technique for gathering data. 
This process usually involves codifying qualitative and 
quantitative information into pre-defined categories in 

order to derive patterns in the presentation and reporting of 
information (Guthrie & Abeysekara, 2006). For the purpose 
of our study, we have used codified qualitative information 
from the established previous literatures primarily because 
there are no specific studies that discuss the whole process 
of fraud risk management in detail. The process begins with 
identifying the general processes of risk management. In 
general, Van Staveren (2009) states that the risk management 
process or cycle consists of at least of five stages which are 
determining the objectives, identifying the risks, evaluating 
the risks, considering alternatives and selecting the risk 
treatment devices and the fifth and the final stage is that of 
implementation and review.

We attempted to apply general risk management 
processes to fraud risk management processes by codifying 
it into several themes which are the objectives of the fraud 
risk management. These themes are: to identify fraud 
risk, to evaluating fraud risk, to prevent fraud risk and 
to monitor fraud risk. Before we segregate these themes 
into sub themes, we attempt to search more relevant 
literatures which discusses the process, therefore the third 
step consists of searching general literatures related to 
each of the themes. This process is done to get the idea of 
sub themes of main themes that can help us to find more 
relevant literatures about fraud risk management processes. 
Based on this third step, we find several sub themes of main 
themes as Table 1:

Table 1: Sub themes of Fraud Risk Management Process

No Main themes Sub themes
1 Objectives of fraud 

risk management
Organizational culture of 
fraud
Importance of fraud risk
Management policy of 
fraud risk
Fraud risk programme

2 Identify fraud risk Fraud Risk assessment
Assess fraud risk

3 Evaluate fraud risk Analyze fraud risk
Ranking of fraud risk
Level of importance of 
fraud risk

4 Prevent fraud risk Curbing fraud risk
Avoid fraud risk
Risk response strategy

5 Monitoring fraud 
risk

Implement fraud risk

Review fraud risk
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The sub themes are the alternative words used to 
search for previous literatures related to the main themes 
of fraud risk management process. By having these sub 
themes, we are able to get more comprehensive view of 
fraud risk management model that can be used to prevent 
fraud successfully. Next, all the literatures that have been 
identified are reviewed and analyzed in order to get a broad 
picture of fraud risk management process. In addition to 
reviewing the literatures for developing comprehensive 
fraud risk management model, we have analyzed governance 
issues that may arise in each of the main themes of fraud 
risk management process. Our objective is to ensure that 
the fraud risk management model that we propose can be 
implemented effectively if those issues are overcome earlier.

4.  Results and Findings

4.1.  Fraud Risk Management Process

There are five steps that need to be followed in fraud risk 
management process which are:

Step 1: Inculcating the Culture of Managing Risks 
among the Organizations

Under this perspective the literature prescribes that 
inculcating culture of managing risk is very important and 
thus should be formalized in a “corporate of organizational 
risk management policy”. Thus, one needs to understand the 
objective and importance of fraud risk management process. 
Fraud risk is ontologically different from fraud. While fraud 
is an actual act, fraud risk deals with possibility and thus can 
and must be governed. Fraud is an intentional act committed 
to procure an unfair or unlawful gain. It includes the 
fraudulent financial reporting, misappropriation of assets, 
procurement of illegal revenue or assets procured illegally. 
Meanwhile, fraud risk is a distinctive framing of risk which 
has to be managed in the present. Thus, it deals with rules, 
ideas, roles, procedures, routines, texts, focusing on risk, 
control systems and managerial responsibility (Power, 2013). 
Cohen (1985) predicted that the emergence of fraud risk is 
symptomatic of a more general risk-based turn in approaches 
to crime, regulation and governance. An important strand in 
the history of ‘fraud risk’ is to be found in auditing and in the 
progressive problematization of auditors’ responsibilities for 
the prevention and detection of fraud.

Spikin (2013) outlined several important aspects of fraud 
risk management as mentioned by Pavodani and Tugnoli 
(2005). First, the increasing volatility and competition which 
organizations have to face in this era, have forced them to 
implement at least some level of risk awareness. Second, 
in general organizations are facing legal requirements 

by the authorities and regulators who are demanding the 
implementation of increasingly more sophisticated risk 
management practices. In addition, current technology 
has also exposed organizations to different sorts of new 
significant threats. This scenario has created new types of 
risks and an increase in the impact and frequency of existing 
risks. Hence it can be concluded that the modern recognition 
of risk management as a process that complements and 
integrates with other processes in the organization, in a 
continuous and formalized manner, which seems to be a 
practical approach to the reality that organizations face. In 
this sense, the process of risk management is not only an 
instrument to prevent and manage the impact of damaging 
events on the organization, but it is also a way to discover the 
opportunities (Padovani & Tugnoli, 2005).

Step 2: Identifying and assessing fraud risk
The second step of a standard risk management 

process is related to the identification of the risks that the 
organization might face. Lister (2007) states that fraud risk 
assessment is an essential component in anti-fraud strategy 
as it enables the key stakeholders such as internal auditors, 
compliance officers and executives to get alert on the fraud 
vulnerabilities and thus can action can be taken to mitigate 
them. Fraud risk assessment is part of proactive component 
of the anti-fraud program which at the end can improve 
stakeholder confidence in the organization which in turn can 
attract investors, maintain customers and lower financing 
costs. SAS 99 requires the auditors to gather information 
which is necessary to identify risks of material misstatements 
due to fraud. SAS No. 82 paragraph 31 (1997) states that 
the auditors need to consider fraud risk factors which can be 
described as events or conditions that indicate the existence 
of incentives or pressures to perpetrate fraud or opportunities 
to carry out fraud. 

The identification stage is normally performed by 
using several instruments such as internal records of the 
organization, insurance policy checklist, risk analysis 
questionnaires, flow process charts, analysis of financial 
statements, inspection of the firm’s operations and 
interviews among others (Vaughan, 1999). Nevertheless, 
Trotman and Wright (2012) state that the internal evidences 
are exposed to manipulation as it is under the control of 
management. Trotman and Wright (2012) thus suggested 
that fraud risk assessment should also rely on external 
evidences that are related to business objectives. They 
assert that external evidence is most useful in detecting 
fraud and thus should be included in fraud risk assessment 
stage. 

Drawing on the triangulation framework of audit 
evidence, Bell, Peecher and Solomon (2005) and Peecher, 
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Schwartz and Solomon (2007) describe a model of fraud 
risk assessment which consists of three sources, First is 
Management Information Intermediaries (MII), MII can 
have both a financial emphasis (i.e internal controls over 
financial reporting, financial accounting standards and 
supporting personnel such as book keepers and internal 
auditors and non-financial emphasis (i.e. systems and 
processes to help make key strategic, operating and 
business processes decisions). Second is MBR which 
consists of accounting journals, ledgers, financial 
statements and press releases. MII and MBR represent 
internal evidences. Third is EBS which consists of 
information from customers or other external parties such 
as suppliers, regulators, capital markets and competitors. 
It represents as external evidence in fraud risk assessment 
and thus it is of particular interest as it cannot be easily 
manipulated by the management. In these three sources, 
MII will act as an intermediary between MBR and EBS as 
it gathers information, measures and transforms EBS into 
a variety of MBR. 

Smith, Omar, Sayd Idris and Baharuddin (2005) stress 
that fraud risk factor can be alerted using the red flag 

indicators of fraud. The red flags provide an early warning 
and alarms of various types of fraud. Many researchers 
(Romney, Albrecht & Cherrington, (1980); Loebbecke, 
Eining & Willingham, (1989); Heifman-Hoffman, 
Morgan & Patton, (1996); Koornhof & Du Plessis, 
(2000); Apostolou, Hassell, Webber & Sumners, (2001); 
Gullkvist & Jokipii, (2013) have used SAS-based red flag 
systems in their research. The research has divided the 
red flag into three categories which are (1) management 
characteristics and influence over the control environment, 
(2) industry conditions and (3) operating and financial 
stability characteristics. Below are the categories of red 
flags based on SAS 82 (see Table 2).

Step 3: Evaluating the level of importance of fraud risk
This step is crucial as it will determine which fraud risk 

we should focus on in relation to others. In a normal step of 
risk management process, the importance of risk assessed 
is usually evaluated by using the formula of likelihood the 
risk to occur times with its impact (probability x impact). 
The value of the evaluation will be portrayed as a risk 
index. Below are the examples of risk matrix usually used in 
evaluating the importance of the risk (see Tables 3, 4 and 5).

Table 2: Fraud Risk Factors in Shortened Versions of the Definitions Used in SAS No. 82

Management Characteristics 
and Influence over the Control 

Environment
Significant compensation tied to 
aggressive accounting practices
Management's failure to display 
appropriate attitude about internal 
control
Nonfinancial management's 
excessive influence over GAAP 
principles or estimates
High turnover of senior 
management
Strained management/auditor 
relationship
Known history of securities law 
violations

Industry Conditions

Effect of new accounting 
requirements on financial stability/ 
profitability
High degree of competition/ 
market saturation and declining 
margins
Rapid changes in industry 
and vulnerability to changing 
technology and product 
obsolescence
Company in declining industry

Operating and Financial Stability 
Characteristics

Presence of aggressive incentive 
programs 
Unusually rapid growth/ profitability 
relative to industry
Poor/ deteriorating financial position with 
management guarantee of firm's debt
Significant pressure to obtain capital
Difficulty in determining organizational 
control
Negative operating cash flow but 
reported earnings
Potential adverse consequences of poor 
financial results
Bank accounts and operations in tax 
haven jurisdictions
Significant accounts based on estimates
Significant related party transactions
Substance over form questions
High vulnerability to interest rates
Unusually high dependence on debt
Threat of imminent bankruptcy
Overly complex organization
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Table 3: Risk Matrix for Evaluating the Importance of Risk

Level

5 Almost Certain Event is almost certain to occur (90% probability) within the next 12 months or is imminent; OR 
it’s almost certain to happen during the life of the project initiative

4 Likely Event is likely to occur within the next 12 months (greater than 60% probability); OR it’s fairly 
likely to happen during the life of the project initiative

3 Possible Event is possible within the next 12 months (30% probability) OR, it could well happen during the 
life of the project initiative

2 Unlikely Event is not likely to occur in a given year (less than 30% probability); OR it might just happen 
during the life of the project initiative

1Very Unlikely It probably won’t happen during the life of the project initiative

Table 4: General Guideline for Assessing Probability of Risk

Severity
5-Very Serious •	 26% or more overspend

•	 S26% or more overspend
•	 Substantial regulatory consequence
•	 Sustained negative headlines in the national press
•	 Failure of major part of business

•	 More than 50% over schedule ubstantial regulatory consequence
•	 Sustained negative headlines in the national press
•	 Failure of major part of business
•	 More than 50% over schedule

4-Serious •	 Between 6% and 25% overspend
•	 Significant regulatory consequence
•	 Negative headlines in the national press
•	 Between 16% and 50% over schedule

3-Moderate •	 Between 1 and 5% overspend
•	 Limited regulatory consequence
•	 Local adverse publicity
•	 Between 5% and 15% over schedule

2-Minor •	 Less than 1% overspend
•	 No regulatory consequence
•	 Minor adverse publicity
•	 Less than 5% over schedule

1-Insignificant •	 Won’t affect the outcome of the project

Nevertheless, the evaluation of both the probability 
and its impact depend on the justification of those parties 
that assessed the risk. This is because they are the one who 
are involved directly with the risk assessed. In fraud risk 
management, the parties who usually assess the risk are 
auditors and the risk management committee. To date, there 
is no specific guideline given on what constitutes the most 
significant fraud risk indicator. As such auditors assume that 
all the indicators are equally important (Smith et al., 2005). 
Thus, it is either they try to focus all the risk assessed or in 
another way, they assume that all the indicators are common 
risks that exist in the companies. 

Apostolou et al. (2001) in their exploratory study reported 
that how 140 auditors rate the relative importance of 25 
risk factors identified in SAS No. 82. Based on the three 
types of fraud risk indicators which are (1) management 
characteristics and influence over the control environment, 
(2) industry conditions and (3) operating and financial 
stability characteristics, the results of their analytic hierarchy 
process indicate that 58.2 percent of auditors put weight on 
the red flags dealing with management characteristics and 
their influence over the control environment. Meanwhile, 
27.4 percent and 14.4 percent of auditors perceive operating 
and financial stability characteristics and industry conditions 
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Table 5: General Guideline for Assessing Impact of Risk

5
Impact

4
R01

3

2
R02

1

1 2 3 4 5
Likelihood

Zone Mitigation action requirement
Red Risks in the red zone need frequent monitoring and should be actively managed and reported to the 

Project Board. 
Yellow Risks in the yellow zone should also be regularly reviewed, especially those that border on “red”. 

These need not be reported to the Project Board unless specific escalation issues arise.
Green Risks in the green zone can be ignored if there isn’t capacity to manage all of the risks, but they ought 

top be reviewed at major milestone points.

Table 6: Seven Indicators of Red Flag That Have an Average Score of 3.00 by Smith et al. (2005)

Red flags Categories Mean

Management failure to display appropriate attitude about 
internal control 

Management influence over the control 
environment 3.375

Unusually high dependence on debt Operating and financial stability characteristics 3.271

Significant related party transaction Operating and financial stability characteristics 3.149

Significant pressure to obtain capital Operating and financial stability characteristics 3.128

Poor/ deteriorating financial position with management 
guarantee of firm’s debt Operating and financial stability characteristics 3.104

Negative operating cash flow but reported earnings Operating and financial stability characteristics 3.083

Threat of imminent bankruptcy Operating and financial stability characteristics 3.064

as equally important. It can be concluded that management 
characteristics and influence over the control environment 
risk indicator are rated about twice as important as operating 
and financial stability characteristics and four times as 
important as industry conditions red flags. Smith et al. 
(2005) conducted the same study in Malaysia’s institutional 
setting, particularly in the Klang Valley area. Using 25 fraud 
indicators, only seven of the red flags have an average score 
of 3.00 which indicate that it is generally important. The 
seven indicators are listed in Table 6:

Based on these result, it was concluded that none of the 
items from the industry conditions group was ranked as 
important fraud risk indicators. The category was considered as 
external to the organization and thus, beyond the control of the 
management. Smith et al. (2005) also test the rank of importance 
based on the group mean and their results indicate that operating 
and financial stability characteristics are perceived to be most 
important compared to the other two groups. This is followed 
by management influence over the control environment and the 
least important is the condition of the industry.
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In recent studies by Gullkvist and Jokipii (2013), they 
tried to compare the perceived importance between the 
categories under fraudulent financial reporting (consists 
of management characteristics and operating and financial 
stability) and categories under misappropriation of assets 
(consists of susceptibility of assets to misappropriation 
and adequacy of controls) using 28 indicators of fraud. In 
addition to perceptions of external and internal auditors, 
Gullkvist and Jokipii (2013) extend the perceptions of 
importance of fraud risk indicators on the economic 
crime investigators as they are among the parties that are 
involved in deterring, detecting and investigating suspicion 
of frauds. When we compare all the four categories, their 
result indicates that internal auditors, external auditors and 
crime investigators perceived the importance of each of the 
red flags differently. Nevertheless, in fraudulent financial 
reporting, external auditors and crime investigators perceive 
operating and financial stability category as more important 
compared to the management characteristics. Meanwhile 
internal auditors perceive management characteristic as more 
important than the operating and financial stability. Previous 
researches provide consistent evidence that red flag from 
internal evidences which are management characteristic, 
management influence over the control environment, 
adequacy control and operating and financial stability are 
more important compared to red flag from external evidence 
which is industry conditions. This is because those red flags 
are under the control of management.

Step 4: Determining preventive action for risk assessed
This is the crucial part in risk management process as 

it will determine either the risk identified can be prevented 
early or not. Power (2013) stresses that in the context of 
fraud risk management, apparatus of preventing fraud 
risk is required to be a blend of managerialization and 
legalization. Managerialization deals with all the activities 
that are done to keep the business safe, meanwhile 
legalization is an extensive due process which is taken 
seriously by the management. Managerialization is regarded 
as a ‘soft’ approach in controlling processes which require 
centralized oversight of fraud risk, whereas legalization 
is an assurance that the companies take for the corrective 
action. Thus, legalization is an extensive step in order to 
ensure that the new red flag of fraud had to follow a process 
for operations to remain auditable. The legalization process 
provide securitization in order to ensure that the companies 
respond to the fraud risk identified and take preventive 
action so that the risks do not become a reality. Power 
(2013) provides example that on 17th December 2007, 
the UK Financial Services authority issued a financial 
penalty of £1.26 million to several regulated entities in the 
Norwich Union Group for failing to take reasonable care 

to ensure that it had effective systems and controls in order 
to respond in an appropriate way and in a timely manner to 
potential and actual risks arising from a series of actual and 
attempted frauds in 2006. 

Despite difference in the outcome of the two 
approaches, most of the fraud preventive action focusses 
on managerialization approach as legalization will create 
regulatory risk for the companies. Based on the CIMA 
guideline on fraud risk management, there are four 
categories of risk response strategy which are listed below:  
(see Table 7).

The selection of the response strategy above is depending 
on the risk appetite of the organizations. Risk appetite 
is defined as the level of risk that the organizations are 
prepared to take which has to be determined by the Board 
(CIMA, 2008). Thus, before the management determines 
their response strategy, they need to be informed on the level 
of risk appetite of the organization by the Board. From the 
four response strategy above, it can be concluded that risk 
reduction needs careful consideration compared to the other 
three. This is because the management needs to strategize 
how to reduce risk. Those risks cannot be avoided but good 
strategy needs to be implemented in order to reduce it to a 
certain level. CIMA (2008) highlighted that the most effective 
way to prevent fraud is by adopting strategies which are 
opportunity, pressure, rationalization and capability. Such 
strategies decrease the motives, reduce the opportunities and 
limit the capability and ability of fraudsters to rationalize 
their actions. 

Among the fraud risk preventive action that have been 
highlighted by previous researches are introduction of 
policies, procedures and controls, and activities such as 
training and fraud awareness to stop frauds from occurring. 
Other effective ways that the companies can implement to 
prevent or discourage frauds are to maintain a fraud policy, 
establish a telephone hotline, employee reference check 
prior to employment, vulnerability review that investigates 
the organization’s exposure to fraud, review of company 
contracts and agreements, analytical review of financial 

Table 7: Categories of Response Strategy (CIMA, 2008)

Risk Response 
Strategy Examples

Risk Retention Choosing to accept small risk

Risk Avoiding Stopping sale of certain 
products to stop risk from occur

Risk Reduction Implementing control and 
procedures

Risk transfer Transfer the risk to other people
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statement trends and ratios, password protection for cyber 
businesses and e-commerce, firewall protection, digital 
analysis, discovery sampling, internal control procedures, 
internal audit and corporate governance (Bierstaker, Brody 
& Paccini, 2006; CIMA, 2008; Halbouni, Obeid, & Garbou, 
2016). 

All the response strategies that have been set must 
be communicated in an effective way to those who are 
responsible and accountable for the actions. This is important 
for the simple reason that a person discovering fraud may 
not be the person who is responsible for taking the measures 
to stop the fraud. That is why risk management process 
involves from top to bottom organization involvement in 
order to ensure that it can be actually implemented. CIMA 
(2008) highlighted that for the response strategies to be 
effective, it is essential that responsibility for each specific 
action is assigned to the appropriate operational manager 
and there are clear target dates for each action to happen. It is 
also important to obtain the cooperation of those responsible 
for the strategy, by formal communication, seminars, action 
plans and adjustments to budgets.

Step 5: Implementing and Reviewing Fraud Risk 
Response Strategy

This is the last step of fraud risk management process. 
This step is the step that determines whether the risk 
management processes done from the beginning are 
successful or not. All the fraud risks response strategies 
that have been determined in fourth step above should be 
implemented in order to ensure that fraud risk can really 
be prevented and it can curb the occurrence of fraud. In 
addition, once it has been implemented, then it needs to be 
analysed and monitored in order to determine whether the 
response strategies determined earlier are effective or not. 
This is the most challenging step as it needs a culture of 
awareness, care, alertness, responsibility and accountability. 
This is the step that determines whether the risk management 
processes that have been done from first step to fourth step 
are successful or not. Risks that have been determined are 
successfully managed when they are eliminated or reduced 
or avoided or transferred to the proper place. 

4.2. � Critical Analysis on Governance Issues in 
Fraud Risk Management Process

The second objective of this paper is to analyse the 
governance issues that arise from each of the step in risk 
management process. Recently, risk management process 
has been acknowledged as a process that is expected to 
help the companies to deter fraud earlier. In new release of 
Malaysian Code of Corporate Governance 2017 (MCCG 

2017) by Securities Commission state that the companies 
need to have strong internal control and risk management 
functions. The role of risk management function is to identify 
business threat and opportunities. This function is expected 
to help the companies make sound business decisions by 
incorporating the level of risk that they are willing to accept 
and execute necessary action to achieve business objectives 
(Ishak & Mohamad Nor, 2017). In realizing the intended 
outcome of MCCG 2017, it is important to have effective 
risk management framework to help the companies to take 
preventive action on the business threats such as fraud. Thus, 
in this section we will try to highlight several governance 
issues at each steps of risk management process that needs to 
be given attention to by the companies. 

In step 1 of determining the objectives of fraud risk 
management process, it is important for the companies to 
communicate its importance which will help deter the fraud 
earlier. As we want to move from fraud detection to fraud 
prevention, there is crucial need for the companies to ensure 
that everybody in the organization understand the process 
and its importance to the organization. The understanding 
will create a culture of caution, care towards surroundings, 
responsible and accountable for the action taken. Two 
issues arise here, first is how to ensure that the information 
on the importance of risk management process should be 
communicated so that all the concerned parties appreciate it? 
If the importance of risk management is well communicated, 
then how to ensure that risk management culture is 
embedded as the corporate culture? Australia/New Zealand 
Risk Management Standard define risk management as the 
culture, processes and structures that are directed towards 
the effective management of potential opportunities and 
adverse effects (AS/NZS 4360 Risk Management Standard, 
2004). Therefore, these two issues need to be paid attention 
by the organizations in order to ensure that risk management 
is not merely a process but it is established as more of an 
organizational culture.  

In step 2 and 3, risks are identified from different 
sources which consists of internal and external sources and 
will be evaluated as per their level of its importance. The 
understanding of these two steps is vital as it will determine 
all the possibilities of fraud threats that should be taken 
care of. These steps need alertness as people might ignore 
the threats even though they know the consequences of 
the risks for different reasons. First, it is possible that the 
same person may commit the fraud who is responsible 
and accountable for the action to prevent fraud. Thus, one 
should not rationalize and be complacent about the existence 
of fraud threat. Second, the implementation process might 
be regarded as a tedious one and the management has to 
analyze the possibilities about the fraud threat in terms of 
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whether it may happen or not and what is the probability of 
it happening. Thus, the apparent issue after these two steps 
is that whether measures against the fraud threat should be 
applied or not. Companies might appreciate the importance 
of risk management, but when comes to its implementation, 
it is hard to do. Do the companies consider risk from each of 
the sources as different sources reflects a different red flag? 
Do the auditors or risk management committee use the risk 
matrix in justifying the level of importance of fraud risk? 
Whether it is done cautiously or it is just complied with the 
best practices? Teller (2013) highlights the fact there are a 
number of literature which tells about the importance of risk 
management process but literature related to how it should 
be applied and integrated to project success has been scarce. 

Togok, Isa and Zainuddin (2016) investigated the practise 
of Enterprise Risk Management (ERM) among Malaysian 
companies and found that they rarely disclose details of 
their risk management programmes (Hoyt & Liebenberg, 
2011; Liebenberg & Hoyt, 2003; Pagach & Warr, 2010). 
There is no effective communication to all the concerned 
parties, ranging from describing those risks that affect the 
firm’s strategies and the actions ultimately taken by the 
management to leverage on the emerging risk opportunities 
and to minimise the risk of failures (Beretta & Bozzolan, 
2004). Thus, risk management system carries little benefit 
for such firms and their stakeholders.

Step 4 highlights that there are two approaches in 
determining the preventive action for fraud risk factors which 
are managerialization and legalization approach. To date, a 
lot of research has been done in order to seek the best method 
in preventing fraud i.e corporate governance, whistleblowing 
system and internal control procedures as part of the fraud 
risk management process. Nevertheless, most of the methods 
focus on managerialization approach. In emerging countries 
like Malaysia for example, risk management is still at a 
preliminary stage (Togok et al., 2016). Without strong 
enforcement by regulators, companies might not implement 
risk management process or at least, not in a speedy manner 
(Acharyya & Johnson, 2006, Togok et al., 2016). Thus, 
before moving towards legalizing the risk management 
framework, a lot of efforts should be done and issues need to 
be solved in order to ensure that risk management becomes 
a corporate culture whereby every parties in the organization 
are alert, careful, cautious, responsible and accountable for 
their actions. 

Step 5 of fraud risk management process highlights the 
need of a system where the top management can monitor all 
the fraud risk factors in an organization. Perhaps currently, 
the effectiveness of the action taken in curbing fraud is done 
by having regular meetings and discussions to ensure that 
those who are responsible for the actions implement the 
preventive fraud strategies. Therefore, the seriousness of the 

fraud risk factor would not be informed unless meeting is held 
or person in charge who really care and are alert on the fraud 
risk factors. In creating the risk care culture, there should 
be a system where the top management can monitor all the 
risk factors identified in a timely manner. The existence of 
this system can hopefully motivate and provide initiative for 
those who identify the risk factors and it is ensured that the 
top management pays attention to those risk factors. 

5.  Conclusion

The objectives of this paper is to explore the whole 
process of fraud risk management strategies that should 
be implemented by the organizations and to investigate the 
governance issues at each stage of fraud risk management 
process. Our content analysis highlights on the need of 
comprehensive and effective framework of fraud risk 
management process in order to ensure that the objective of 
the companies and regulators to reduce fraud in the future is 
achieved. This paper highlights that risk management as not 
merely a process, but rather it more towards embedding the 
process into the organizational culture. The process needs 
an alertness, care, cautious, responsible and accountable 
for every determined action. This paper also contributes 
to the understanding of governance issues which arises in 
each stage of the fraud risk management process and needs 
to be solved to ensure that the objectives of the process is 
realized. 

This paper provides implications to the companies in 
understanding the effective framework to be applied in 
curbing fraud cases to happen in the future. This process 
is a detail process that needs attention and participation 
of every concerned parties in the organization. It also 
highlights the role of regulators in order to ensure that 
risk management process is not just complying, but 
appreciating the effectiveness of the process. Future 
research may investigate the real implementation of risk 
management framework among the listed companies in 
order to know the extent of its application in mitigating 
fraud. In moving towards industrial revolution 4.0, future 
research may also propose a system to monitor the risk 
management process which eventually may lead to 
effectiveness of the process. 
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