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Abstract v View references (48)

The incessant destruction and harmful tendency of malware on mobile devices has made malware detection an
indispensable continuous field of research. Different matching/mismatching approaches have been adopted in the
detection of malware which includes anomaly detection technique, misuse detection, or hybrid detection technique. In
order to improve the detection rate of malicious application on the Android platform, a novel knowledge-based
database discovery model that improves apriori association rule mining of a priori algorithm with Particle Swarm
Optimization (PSO) is proposed. Particle swarm optimization (PSO) is used to optimize the random generation of
candidate detectors and parameters associated with apriori algorithm (AA) for features selection. In this method, the
candidate detectors generated by particle swarm optimization form rules using apriori association rule. These rule
models are used together with extraction algorithm to classify and detect malicious android application. Using a
number of rule detectors, the true positive rate of detecting malicious code is maximized, while the false positive rate
of wrongful detection is minimized. The results of the experiments show that the proposed a priori association rule
with Particle Swarm Optimization model has remarkable improvement over the existing contemporary detection
models. © 2019 Olawale Surajudeen Adebayo and Normaziah Abdul Aziz.

SciVal Topic Prominence ®
Topic: Computer crime | Applications | Android malware

Prominence percentile:  99.539 ©)

Indexed keywords

Engineering
controlled terms:

(Android (operating system)) (Anomaly detection) (Association ruIes) (Knowledge based systems)

(Malware) (Particle swarm optimization (PSO))

Engineering
uncontrolled terms

(Apriori aIgorithms) (Extraction algorithms) (False positive rates) (Features seIection)

(Knowledge-based database) (Malicious android applications} (Particle swarm optimization models}

True positive rates

Engineering main
heading:

Mobile security

Funding details

Create account

Signin

Metrics ®  View all metrics >

e

PlumX Metrics v

Usage, Captures, Mentions,
Social Media and Citations

beyond Scopus.

Cited by 0 documents

Inform me when this document
is cited in Scopus:

Set citation alert >

Set citation feed >

Related documents

Android malware classification
using static code analysis and
Apriori algorithm improved with
particle swarm optimization

Adebayo, O.S. , Abdulaziz, N.
(2014) 2014 4th World Congress
on Information and

Communication Technologies,
WICT 2014

Techniques for analysing Android
malware

Adebayo, O.S., Aziz, N.A.

(2014) 2014 the 5th International
Conference on Information and
Communication Technology for
the Muslim World, ICT4M 2014

The trend of mobile malwares
and effective detection
techniques

Adebayo, O.S., Aziz, N.A.
(2015) Critical Socio-Technical
Issues Surrounding Mobile
Computing

View all related documents based
on references

Find more related documents in
Scopus based on:

Authors > Keywords »


https://www-scopus-com.ezproxy.um.edu.my/results/results.uri?sort=plf-f&src=s&st1=Improved+Malware+Detection+Model+with+Apriori+Association+Rule&st2=&sid=1e3ef8998e909a5c4718d3b5ee8ddd7e&sot=b&sdt=b&sl=69&s=TITLE%28Improved+Malware+Detection+Model+with+Apriori+Association+Rule%29&offset=1&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1155%2f2019%2f2850932&locationID=1&categoryID=4&eid=2-s2.0-85071119144&issn=19390114&linkType=ViewAtPublisher&year=2019&origin=recordpage&dig=bc1ac6495f50696fec308bc4bab9d54a&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/sourceid/18000156707?origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=56565667200&amp;eid=2-s2.0-85071119144
mailto:waleadebayo@futminna.edu.ng
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=24831608700&amp;eid=2-s2.0-85071119144
mailto:naa@iium.edu.my
https://www-scopus-com.ezproxy.um.edu.my/standard/help.uri?topic=12031
https://plu.mx/plum/a/?elsevier_id=2-s2.0-85071119144&theme=plum-scopus-theme
https://www-scopus-com.ezproxy.um.edu.my/results/rss/handler.uri?citeEid=2-s2.0-85071119144
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-84946688622&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Improved+Malware+Detection+Model+with+Apriori+Association+Rule&st2=&sid=1e3ef8998e909a5c4718d3b5ee8ddd7e&sot=b&sdt=b&sl=69&s=TITLE%28Improved+Malware+Detection+Model+with+Apriori+Association+Rule%29&relpos=0
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56565667200&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56565308300&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-84946693541&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Improved+Malware+Detection+Model+with+Apriori+Association+Rule&st2=&sid=1e3ef8998e909a5c4718d3b5ee8ddd7e&sot=b&sdt=b&sl=69&s=TITLE%28Improved+Malware+Detection+Model+with+Apriori+Association+Rule%29&relpos=1
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56565667200&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=24831608700&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-84982995351&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Improved+Malware+Detection+Model+with+Apriori+Association+Rule&st2=&sid=1e3ef8998e909a5c4718d3b5ee8ddd7e&sot=b&sdt=b&sl=69&s=TITLE%28Improved+Malware+Detection+Model+with+Apriori+Association+Rule%29&relpos=2
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56565667200&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=24831608700&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85071119144&src=s&all=true&origin=recordpage&method=ref&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85071119144&src=s&all=true&origin=recordpage&method=aut&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85071119144&src=s&all=true&origin=recordpage&method=key&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/home.uri?zone=header&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/search/form.uri?zone=TopNavBar&origin=recordpage&display=basic
https://www-scopus-com.ezproxy.um.edu.my/sources.uri?zone=TopNavBar&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/results/storedList.uri?listId=myDocList&origin=recordpage&zone=TopNavBar
https://www.scival.com/home
https://www-scopus-com.ezproxy.um.edu.my/signin.uri?&origin=recordpage&zone=TopNavBar
https://www-scopus-com.ezproxy.um.edu.my/signin.uri?origin=recordpage&zone=TopNavBar
https://www-scopus-com.ezproxy.um.edu.my/signin.uri?origin=recordpage&zone=TopNavBar

Funding sponsor Funding number Acronym

International Islamic University Malaysia EDW B14-123-1008 IIUM

Funding text

The authors wish to acknowledge the support of Federal Government of Nigeria under TETFUND Scholarship and
International Islamic University Malaysia under the Endowment Grant research number EDW B14-123-1008. Authors
also wish to acknowledge this work is a continuation of research in [25] with hyperlink https://ieeexplore.ieee
.org/document/7077314.

ISSN: 19390114 DOI: 10.1155/2019/2850932
Source Type: Journal Document Type: Article
Original language: English Publisher: Hindawi Limited
References (48) View in search results format >
All Export (53 Print XGE-mail [ Saveto PDF  Create bibliography

1 Roiger, RJ., Geatz, M.W.
(2003) Data Mining: A Tutorial-Based Primer. Cited 223 times.
Pearson Education Inc.

2 Agrawal, R, Srikant, R.
Fast algorithms for mining association rules
(1994) Proceedings of the 20th InternationalConference on Very Large Data Bases, VLDB, 1215, pp. 487-499. Cited
11112 times.
September

3 Gu,J.,, Wang, B, Zhang, F., Wang, W., Gao, M.

An improved apriori algorithm

(2011) Communications in Computer and Information Science, 224 CCIS (PART 1), pp. 127-133. Cited 3 times.
ISBN: 978-364223213-8
doi: 10.1007/978-3-642-23214-5_18

View at Publisher

4 Adebayo, O.S., Mabayoje, M.A., Mishra, A., Osho, O.
Malware detection, supportive software agents and its classification schemes
(2012) International Journal of Network Security &lts Applications (I/NSA), 4 (6), pp. 33-49. Cited 5 times.

5 Siddiqui, M.A.
(2008) Data Mining Methods for Malware Detection [Phd Thesis]. Cited 19 times.
College of Sciences at the University of Central Florida, Orlando, Fla, USA


https://www-scopus-com.ezproxy.um.edu.my/search/submit/references.uri?sort=plf-f&src=r&imp=t&sid=87ad47652fa8cdf64961f723c09924d5&sot=rec&sdt=citedreferences&sl=23&s=EID%282-s2.0-85071119144%29&origin=recordpage&citeCnt=1&citingId=2-s2.0-85071119144
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85071119144&refeid=2-s2.0-1642354539&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85071119144&refeid=2-s2.0-0001882616&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?eid=2-s2.0-80052365401&origin=reflist&sort=plf-f&src=s&st1=Improved+Malware+Detection+Model+with+Apriori+Association+Rule&st2=&sid=1e3ef8998e909a5c4718d3b5ee8ddd7e&sot=b&sdt=b&sl=69&s=TITLE%28Improved+Malware+Detection+Model+with+Apriori+Association+Rule%29&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85071119144&refeid=2-s2.0-80052365401&src=s&origin=reflist&refstat=core
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2f978-3-642-23214-5_18&locationID=3&categoryID=4&eid=2-s2.0-80052365401&issn=18650929&linkType=ViewAtPublisher&year=2011&origin=reflist&dig=92d58c36a6334236256afdbfd6a3a6d3&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85071119144&refeid=2-s2.0-84925332322&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85071119144&refeid=2-s2.0-78649836171&src=s&origin=reflist&refstat=dummy

