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Abstract

Emerging technologies in cloud environment have not only increased its use but also posed some severe issues. These

issues can cause considerable harm not only to data storage but also to the large amount of data in distributed file structure

which are being used in collaborative sharing. The data sharing technique in the cloud is prone to many flaws and is easily

attacked. The conventional cryptographic mechanism is not robust enough to provide a secure authentication. In this paper,

we overcome this issue with our proposed Reliable Framework for Data Administration (RFDA) using split-merge policy,

developed to enhance data security. The proposed RFDA performs splitting of data in a unique manner using 128 AES

encryption key. Different slots of the encrypted key are placed in different places of rack servers of different cloud zones.

The effectiveness and efficiency of the proposed system are analyzed using comparative analysis from which it is seen that

the proposed system has outperformed the existing and conventional security standard.

Keywords

Author Keywords: AES encryption; authentication; cloud storage; cloud server; data security

Author Information

Reprint Address: Olanrewaju, RF (reprint author)

       Kulliyyah Engn IIUM Gombak, Dept ECE, Gombak, Malaysia.

Addresses:

       [ 1 ] Kulliyyah Engn IIUM Gombak, Dept ECE, Gombak, Malaysia

       [ 2 ] IUST Awantipora, Sch Technol, Dept CSE, Awantipora, Jammu & Kashmir, India

[ 3 ] Natl Inst Technol, Dept CSE, Srinagar, Jammu & Kashmir, India

Publisher

IEEE, 345 E 47TH ST, NEW YORK, NY 10017 USA

Categories / Classification

Research Areas: Computer Science

Web of Science Categories: Computer Science, Interdisciplinary Applications

See more data fields

Citation Network

In Web of Science Core Collection

0
Times Cited

Create Citation Alert

27 

Cited References

View Related Records

Use in Web of Science

Web of Science Usage Count

0 1 

Last 180 Days Since 2013

This record is from:

Web of Science Core Collection

- Conference Proceedings Citation Index-

Science 

Suggest a correction

If you would like to improve the quality of

the data in this record, please suggest a

correction.

  1  of  1 

Cited References: 27

Web of Science InCites Journal Citation Reports Essential Science Indicators EndNote Publons Kopernio Sign In  Help  English 

Tools  Searches and alerts  Search History Marked List

Add to Marked ListFind PDF Export...

 1  of  1 

Learn more

Search Search Results

http://apps.webofknowledge.com.ezproxy.um.edu.my/home.do?SID=E4uaAbYdM16dNa41gHh
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4uaAbYdM16dNa41gHh&author_name=Olanrewaju,%20RF&dais_id=1393702&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000389451900076-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4uaAbYdM16dNa41gHh&author_name=Khan,%20BUI&dais_id=2070242&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000389451900076-2')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4uaAbYdM16dNa41gHh&author_name=Baba,%20A&dais_id=5726547&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000389451900076-2')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4uaAbYdM16dNa41gHh&author_name=Mir,%20RN&dais_id=2216870&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000389451900076-3')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4uaAbYdM16dNa41gHh&author_name=Lone,%20SA&dais_id=12354278&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000389451900076-2')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&colName=WOS&excludeEventConfig=ExcludeIfFromFullRecPage&SID=E4uaAbYdM16dNa41gHh&field=GP&value=IEEE
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4uaAbYdM16dNa41gHh&field=TS&value=AES+encryption&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4uaAbYdM16dNa41gHh&field=TS&value=authentication&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4uaAbYdM16dNa41gHh&field=TS&value=cloud+storage&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4uaAbYdM16dNa41gHh&field=TS&value=cloud+server&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4uaAbYdM16dNa41gHh&field=TS&value=data+security&uncondQuotes=true
javascript:hide_show('research_pref_org_exp_link_3', 'inline');hide_show('show_research_pref_org_exp_link_3', 'none');hide_show('hide_research_pref_org_exp_link_3', 'inline')
javascript:csiovl('PCTAdd', '/OutboundService.do?action=go&mode=PCTAdd&product=WOS&SID=E4uaAbYdM16dNa41gHh&component=pct&forwardTo=None&qid=6&doc=1&colName=WOS&num_cited=0');
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d6%26log_event%3dyes%26product%3dWOS%26SID%3dE4uaAbYdM16dNa41gHh%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000389451900076&search_mode=CitedRefList&SID=E4uaAbYdM16dNa41gHh&parentProduct=WOS&parentQid=6&parentDoc=1&recid=WOS:000389451900076&PREC_REFCOUNT=27&fromRightPanel=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d6%26log_event%3dyes%26product%3dWOS%26SID%3dE4uaAbYdM16dNa41gHh%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000389451900076&parentProduct=WOS&parentQid=6&search_mode=RelatedRecords&SID=E4uaAbYdM16dNa41gHh&parentDoc=1
javascript:;
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=6&parentDoc=1&qid=7&SID=E4uaAbYdM16dNa41gHh&colName=WOS&page=1
javascript:;
javascript: void('InCites')
javascript: void('JCR')
javascript: void('ESI')
javascript: void('EndNote')
javascript: void('PUBLONS')
https://kopernio.com/?utm_source=WOS_home&utm_medium=web&utm_campaign=kopernio_wos_product&ref=wos
javascript:void(0);
javascript:void(0)
javascript: void(0)
javascript: void(0)
javascript: void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_CombineSearches_input.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CombineSearches
http://apps.webofknowledge.com.ezproxy.um.edu.my/ViewMarkedList.do?action=Search&product=WOS&SID=E4uaAbYdM16dNa41gHh&mark_id=UDB&search_mode=MarkedList&colName=WOS&entry_prod=WOS
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_GeneralSearch_input.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=GeneralSearch
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&search_mode=GeneralSearch&qid=6&SID=E4uaAbYdM16dNa41gHh&page=


6/26/2019 Web of Science [v.5.32] - Web of Science Core Collection Full Record

apps.webofknowledge.com.ezproxy.um.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=6&SID=E4uaAbYdM16dNa41gHh&… 2/4

(from Web of Science Core Collection)Showing 27 of 27 View All in Cited References page

Criteria for choosing an effective cloud storage provider

By: Adoga, A.; Rabiu, G.; Audu, A.

International Journal of Computational Engineering Research(IJCER)  Volume: 4   Issue: 2   Pages: 6-13   Published: 2014

Times Cited: 1  

User authentication platform using provisioning in cloud computing environment

By: Ahn, H; Chang, H; Jang, C; et al.

ADV COMMUNICATION NE  Pages: 132-8   Published: 2011

Publisher: Springer-Verlag, Brno, Czech republic

[Show additional data]

Times Cited: 7  

DEPSKY: Dependable and Secure Storage in a Cloud-of-Clouds

By: Bessani, Alysson; Correia, Miguel; Quaresma, Bruno; et al.

ACM TRANSACTIONS ON STORAGE  Volume: 9   Issue: 4     Article Number: 12   Published: NOV 2013

Times Cited: 117  

LT Codes-based Secure and Reliable Cloud Storage Service

By: Cao, Ning; Yu, Shucheng; Yang, Zhenyu; et al.

2012 PROCEEDINGS IEEE INFOCOM  Book Series: IEEE INFOCOM   Pages: 693-701   Published: 2012

Times Cited: 46  

Security Considerations in ITRI Cloud OS

By: Chiueh, Tzi-cker; Chang, E. J.; Huang, Robert; et al.

49TH ANNUAL IEEE INTERNATIONAL CARNAHAN CONFERENCE ON SECURITY TECHNOLOGY (ICCST)  Book Series: International Carnahan

Conference on Security Technology Proceedings   Pages: 107-112   Published: 2015

Times Cited: 1  

Authentication in the Clouds: A Framework and its Application to Mobile Users

By: Chow, Richard; Jakobsson, Markus; Masuoka, Ryusuke; et al.

PROCEEDINGS OF THE 2010 ACM WORKSHOP CLOUD COMPUTING SECURITY WORKSHOP (CCSW'10:)  Pages: 1-6   Published: 2010

Times Cited: 41  

Secure Sensitive Data Sharing on a Big Data Platform

By: Dong, Xinhua; Li, Ruixuan; He, Heng; et al.

TSINGHUA SCIENCE AND TECHNOLOGY  Volume: 20   Issue: 1   Pages: 72-80   Article Number: 1007-0214(2015)20:1<72:SSDSOA>2.0.TX;2-3

  Published: FEB 2015

Times Cited: 20  

Deniable cloud storage: sharing files via public -key deniability

By: Gasti, P.; Ateniese, G.; Blanton, M.

P 9 ANN ACM WORKSH P  Pages: 31-42   Published: 2010

Times Cited: 6  

Pervasive cloud computing technologies: Future outlooks and interdisciplinary perspectives

By: Grandinetti, L.; Pisacane, O.; Sheikhalishahi, M.

ADV SYSTEMS ANAL SOF  Volume: 13   Published: 2013

Publisher: IGI Publication

Times Cited: 1  

Implementing high grade security in cloud application using multifactor authentication and cryptography

By: Gupta, N.; Rani, R.

International journal of Web & Semantic Technology  Volume: 6   Issue: 2   Pages: 09-17   Published: 2015

Times Cited: 1  

Security Issues for Cloud Computing

By: Hamlen, Kevin; Kantarcioglu, Murat; Khan, Latifur; et al.

INTERNATIONAL JOURNAL OF INFORMATION SECURITY AND PRIVACY  Volume: 4   Issue: 2   Pages: 36-48   Published: APR-JUN 2010

Times Cited: 30  

User Authentication using Profiling in Mobile Cloud Computing

By: Jeong, Hoon; Choi, Euiin

AASRI CONFERENCE ON POWER AND ENERGY SYSTEMS  Book Series: AASRI Procedia   Volume: 2   Pages: 262-267   Published: 2012

Times Cited: 7  

Cs2: A searchable cryptographic cloud storage system

By: Kamara, S.; Papamanthou, C.; Roeder, T.

Microso� Technical Report  Published: 2011

Times Cited: 3  

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=6&parentDoc=1&qid=7&SID=E4uaAbYdM16dNa41gHh&colName=WOS&page=1
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=1&REFID=521834185&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_2 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_2 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_2 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=2&REFID=521834190&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitedFullRecord&isickref=WOS:000329136500002
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=3&REFID=463997572&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitedFullRecord&isickref=WOS:000309279500078
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=4&REFID=440387653&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitedFullRecord&isickref=WOS:000368936200019
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=5&REFID=503879013&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitedFullRecord&isickref=WOS:000397818100002
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=6&REFID=351029748&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitedFullRecord&isickref=WOS:000364490000008
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=7&REFID=491068403&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=8&REFID=350842713&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=9&REFID=521834252&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=10&REFID=521834254&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=11&REFID=416715652&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitedFullRecord&isickref=WOS:000313879200040
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=12&REFID=444631912&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4uaAbYdM16dNa41gHh&search_mode=CitingArticles&parentProduct=WOS&parentQid=7&parentDoc=13&REFID=497638583&excludeEventConfig=ExcludeIfFromNonInterProduct

