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Abstract
Advanced Persistent Threats (APT) has targeted the financial institutions (FI) for intelligence gathering on sensitive
customer information and monetize the attack. APT could cause disastrous impact to the targeted FI and the country's
economy if there is a lack of preparation to confront these challenges and attacks. A case study on local FI was carried
out to examine the influencing factors of APT awareness among FI's cybersecurity practitioners and to investigate the
security strategies employed by FI to protect them from APT attacks. Feedback from CyberSecurity Malaysia (CSM) was
sought to validate the findings. It was found that the factors that influence APT awareness in local FI include the
emphasis on informal learning on APT, attackers' financial motivation, the FI's reputational risks and the availability of
financial regulatory requirements to combat any cybersecurity risks. The awareness has led cybersecurity practitioners
in local FI to implement advanced security technologies and integrated security controls as their readiness to defend
FI against APT attacks. © 2018 IEEE.

SciVal Topic Prominence 

Topic: 

Prominence percentile: 95.536

Author keywords
Advanced persistent threats APT Cybersecurity FI Financial institutions

Indexed keywords

Engineering
uncontrolled terms

Advanced persistent threats Customer information Cyber security Financial institution

Financial motivation Integrated security control Intelligence gathering

Regulatory requirements

Engineering main
heading:

Finance

◅ Back to results

 Export  Download  Print  E-mail  Save to PDF ⋆ Add to List  ▻More...

View at Publisher

Proceedings of the 2018 Cyber Resilience Conference, CRC 2018
25 January 2019, Article number 8626835
2018 Cyber Resilience Conference, CRC 2018; Putrajaya; Malaysia; 13 November
2018 through 15 November 2018; Category numberCFP18CRC-ART; Code 144646

Zainudin, Z.S.a  Nuha Abdul Molok, N.b 
a

b

 View references (11)



Websites | Computer crime | detect phishing



PlumX Metrics
Usage, Captures, Mentions,
Social Media and Citations
beyond Scopus.

Metrics 

0 Citations in Scopus

0 Field-Weighted

Citation Impact

Cited by 0 documents

Inform me when this document
is cited in Scopus:

 

Related documents

,  ,

(2018) International Journal of
Information Management

,  , 
(2017) International Conference
on Information and
Communication Technology
Convergence: ICT Convergence
Technologies Leading the Fourth
Industrial Revolution, ICTC 2017

,  , 

(2016) Proceedings - IEEE
Military Communications
Conference MILCOM





Set citation alert ▻

 ▻Set citation feed

A case analysis of securing
organisations against
information leakage through
online social networking

 Abdul Molok, N.N. Ahmad, A.
Chang, S.

Building a big data platform for
large-scale security data analysis

 Lee, J.-H. Kim, Y.S. Kim, J.H.

Stealthy attacks with insider
information: A game theoretic
model with asymmetric feedback

 Feng, X. Zheng, Z. Cansever,
D.

https://www-scopus-com.ezproxy.um.edu.my/home.uri?zone=header&origin=searchbasic
https://www-scopus-com.ezproxy.um.edu.my/results/results.uri?sort=plf-f&src=s&st1=Advanced+Persistent+Threats+Awareness+and+Readiness&st2=&sid=fc41ffd4b7b7518e5aca80bac3424532&sot=b&sdt=b&sl=58&s=TITLE%28Advanced+Persistent+Threats+Awareness+and+Readiness%29&offset=1&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fCR.2018.8626835&locationID=1&categoryID=4&eid=2-s2.0-85062716265&issn=&linkType=ViewAtPublisher&year=2019&origin=recordpage&dig=99ff9c6c2695b246d23b88f91d53754c&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=57207686130&amp;eid=2-s2.0-85062716265
mailto:zeti.suhana@rhbgroup.com
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=57207689865&amp;eid=2-s2.0-85062716265
mailto:nurulnuha@iium.edu.my
https://www-scopus-com.ezproxy.um.edu.my/standard/help.uri?topic=12031
https://plu.mx/plum/a/?elsevier_id=2-s2.0-85062716265&theme=plum-scopus-theme
https://www-scopus-com.ezproxy.um.edu.my/results/rss/handler.uri?citeEid=2-s2.0-85062716265
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-85052832316&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Advanced+Persistent+Threats+Awareness+and+Readiness&st2=&sid=fc41ffd4b7b7518e5aca80bac3424532&sot=b&sdt=b&sl=58&s=TITLE%28Advanced+Persistent+Threats+Awareness+and+Readiness%29&relpos=0
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57203748443&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=16318491100&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=15759394100&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-85046901815&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Advanced+Persistent+Threats+Awareness+and+Readiness&st2=&sid=fc41ffd4b7b7518e5aca80bac3424532&sot=b&sdt=b&sl=58&s=TITLE%28Advanced+Persistent+Threats+Awareness+and+Readiness%29&relpos=1
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57195728430&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=57121186400&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=55720198900&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-85011841671&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=Advanced+Persistent+Threats+Awareness+and+Readiness&st2=&sid=fc41ffd4b7b7518e5aca80bac3424532&sot=b&sdt=b&sl=58&s=TITLE%28Advanced+Persistent+Threats+Awareness+and+Readiness%29&relpos=2
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56438343300&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=24774068400&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=6601937430&zone=relatedDocuments


References (11)

(2016) Industry Drill-Down Report 
Forcepoint 2015. Retrieved 13 July 

 

 

(2018) Special Report: M-Trend 
FireEye Inc Retrieved 31 May 

 

 

Marchetti, M., Colajanni, M., Messori, M.M., Aniello, L.L., Vigfusson, Y. 
Cyber attacks on financial critical infrastructures 
(2015) Collaborative Financial Infrastructure Protection 
Springer Science &Business Media 

 

Miller, R. 
(2014) Advanced Persistent Threats: Defending from the Inside Out 
CA Technologies 

 

Simon, M. 
(2017) The Role of Researcher 
2011. Retrieved 29 June 

 

 

Miles, M.B., Huberman, M.A. 
(1994) Qualitative Analysis : An Expanded Sourcebook.  . 
Thousand Oaks, CA: Sage 

 

Alhojailan, M.I. 
(2017) Thematic Analysis: A Critical Review of Its Process and Evaluation 
2012. Retrieved 7 August 

 

 

Noe, R.A., Clarke, A.D.M., Klein, H.J. 

 
(2014) Annual Review of Organizational Psychology and Organizational Behavior, 1, pp. 245-275. 

. 
 

doi: 10.1146/annurev-orgpsych-031413-091321 

ISBN: 978-153867541-0
Source Type: Conference Proceeding
Original language: English

DOI: 10.1109/CR.2018.8626835
Document Type: Conference Paper
Volume Editors: Abidin K.A.Z.,Mohd M.,Shukur Z.
Publisher: Institute of Electrical and Electronics Engineers Inc.

 ▻View in search results format

     All Export  Print  E-mail  Save to PDF Create bibliography

1

https://www.forcepoint.com/content/2015-industry-drill-downreport

2

https://www.fireeye.com/content/dam/collateral/en/mtrends-2018.pdf

3

4

5

http://dissertationrecipes.com/wp-content/uploads/2011/04/Role-ofthe-Researcher.pdf

6
Cited 36654 times

7

http://www.westeastinstitute.com/wp-content/uploads/2012/10/ZG12-191-Mohammed-Ibrahim-Alhojailan-
Full-Paper.pdf

8

Learning in the Twenty-First-Century Workplace

Cited 79
times
http://www.annualreviews.org.ezproxy.um.edu.my/journal/orgpsych

View at Publisher

  

Find more related documents in
Scopus based on:

View all related documents based
on references

 ▻Authors  ▻Keywords

https://www-scopus-com.ezproxy.um.edu.my/search/submit/references.uri?sort=plf-f&src=r&imp=t&sid=cc5e5b951b61c4ac8e2593d5529d9443&sot=rec&sdt=citedreferences&sl=23&s=EID%282-s2.0-85062716265%29&origin=recordpage&citeCnt=1&citingId=2-s2.0-85062716265
https://www.forcepoint.com/content/2015-industry-drill-downreport
https://www.fireeye.com/content/dam/collateral/en/mtrends-2018.pdf
http://dissertationrecipes.com/wp-content/uploads/2011/04/Role-ofthe-Researcher.pdf
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85062716265&refeid=2-s2.0-0003784156&src=s&origin=reflist&refstat=dummy
http://www.westeastinstitute.com/wp-content/uploads/2012/10/ZG12-191-Mohammed-Ibrahim-Alhojailan-Full-Paper.pdf
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?eid=2-s2.0-84955073854&origin=reflist&sort=plf-f&src=s&st1=Advanced+Persistent+Threats+Awareness+and+Readiness&st2=&sid=fc41ffd4b7b7518e5aca80bac3424532&sot=b&sdt=b&sl=58&s=TITLE%28Advanced+Persistent+Threats+Awareness+and+Readiness%29&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-85062716265&refeid=2-s2.0-84955073854&src=s&origin=reflist&refstat=core
http://www.annualreviews.org.ezproxy.um.edu.my/journal/orgpsych
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1146%2fannurev-orgpsych-031413-091321&locationID=3&categoryID=4&eid=2-s2.0-84955073854&issn=23270608&linkType=ViewAtPublisher&year=2014&origin=reflist&dig=701995be94160275174b75b3d154178f&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85062716265&src=s&all=true&origin=recordpage&method=ref&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85062716265&src=s&all=true&origin=recordpage&method=aut&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-85062716265&src=s&all=true&origin=recordpage&method=key&zone=relatedDocuments

