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Abstract

An evidently dominant problem in the software development domain is that software security is not consistently addressed
from the initial phase of software development which escalates security concerns, results in insecure software
development. Several secure software development methodologies were introduced in literature and recommended to the
industry but they are usually ignored by the developers and software practitioners. In this research paper, an extensive
literature review is performed to find out factors influencing implementation of secure software development practices in
industry. Secondly, Based on Unified Theory of Acceptance and Use of Technology model 2 (UTAUT2), this study proposes a
model to investigate the factors influencing adoption of secure software development practices among software
developers.

Keywords

Author Keywords: behavioral intention; secure software development; software security; UTAUT2; influencing factors

Author Information
Reprint Address: Shah, A (reprint author)

+ IntlIslamic Univ Malaysia, Fac Informat & Commun Technol, Kuala Lumpur, Malaysia.
Addresses:

+ [1]IntlIslamic Univ Malaysia, Fac Informat & Commun Technol, Kuala Lumpur, Malaysia

+ [2]Sindh Agr Univ, Informat Technol Ctr, Tandojam, Pakistan

E-mail Addresses: zamaher@gmail.com; humaiz_shaikh@hotmail.com; mshadab_k@yahoo.co.in; moor010@hotmail.com;
asadullah@iium.edu.my

Publisher
IEEE, 345 E 47TH ST, NEW YORK, NY 10017 USA

Categories / Classification
Research Areas: Computer Science; Engineering

Web of Science Categories: Computer Science, Theory & Methods; Engineering, Electrical & Electronic

See more data fields

Cited References: 20

Web of Science [v.5.32] - Web of Science Core Collection Full Record

Signin v Help ¥  English v

2 Clarivate
Analytics

Search  Search Results Tools v Searchesand alerts v Search History Marked List

4 1of1 »

Citation Network

In Web of Science Core Collection

0

Times Cited

‘ Create Citation Alert

20

Cited References

View Related Records

Use in Web of Science

Web of Science Usage Count

0 0

Last 180 Days Since 2013

Learn more

This record is from:

Web of Science Core Collection

- Conference Proceedings Citation Index-
Science

Suggest a correction
Ifyou would like to improve the quality of

the data in this record, please suggest a
correction.

4 10f1 P

apps.webofknowledge.com.ezproxy.um.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=18&SID=E4LAJjpHn6z5nkoWjZ6&...  1/3


http://apps.webofknowledge.com.ezproxy.um.edu.my/home.do?SID=E4LAJjpHn6z5nkoWjZ6
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&author_name=Maher,%20ZA&dais_id=13910194&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000460476900035-1')
javascript:sup_focus('addressWOS:000460476900035-2')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&author_name=Shaikh,%20H&dais_id=23481482&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000460476900035-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&author_name=Khan,%20MS&dais_id=29806142&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000460476900035-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&author_name=Arbaaeen,%20A&dais_id=29828185&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000460476900035-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/DaisyOneClickSearch.do?product=WOS&search_mode=DaisyOneClickSearch&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&author_name=Shah,%20A&dais_id=986943&excludeEventConfig=ExcludeIfFromFullRecPage
javascript:sup_focus('addressWOS:000460476900035-1')
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&colName=WOS&excludeEventConfig=ExcludeIfFromFullRecPage&SID=E4LAJjpHn6z5nkoWjZ6&field=GP&value=IEEE
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&field=TS&value=behavioral+intention&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&field=TS&value=secure+software+development&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&field=TS&value=software+security&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&field=TS&value=UTAUT2&uncondQuotes=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/OneClickSearch.do?product=WOS&search_mode=OneClickSearch&excludeEventConfig=ExcludeIfFromFullRecPage&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&field=TS&value=influencing+factors&uncondQuotes=true
javascript:hide_show('reprint_pref_org_exp_link_1', 'inline');hide_show('show_reprint_pref_org_exp_link_1', 'none');hide_show('hide_reprint_pref_org_exp_link_1', 'inline')
javascript:hide_show('research_pref_org_exp_link_1', 'inline');hide_show('show_research_pref_org_exp_link_1', 'none');hide_show('hide_research_pref_org_exp_link_1', 'inline')
javascript:hide_show('research_pref_org_exp_link_2', 'inline');hide_show('show_research_pref_org_exp_link_2', 'none');hide_show('hide_research_pref_org_exp_link_2', 'inline')
mailto:zamaher@gmail.com
mailto:humaiz_shaikh@hotmail.com
mailto:mshadab_k@yahoo.co.in
mailto:moor010@hotmail.com
mailto:asadullah@iium.edu.my
javascript:csiovl('PCTAdd', '/OutboundService.do?action=go&mode=PCTAdd&product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&component=pct&forwardTo=None&qid=18&doc=1&colName=WOS&num_cited=0');
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d18%26log_event%3dyes%26product%3dWOS%26SID%3dE4LAJjpHn6z5nkoWjZ6%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000460476900035&search_mode=CitedRefList&SID=E4LAJjpHn6z5nkoWjZ6&parentProduct=WOS&parentQid=18&parentDoc=1&recid=WOS:000460476900035&PREC_REFCOUNT=20&fromRightPanel=true
http://apps.webofknowledge.com.ezproxy.um.edu.my/InterService.do?product=WOS&toPID=WOS&action=AllCitationService&isLinks=yes&highlighted_tab=WOS&last_prod=WOS&fromPID=WOS&returnLink=http%3a%2f%2fapps.webofknowledge.com%2ffull_record.do%3fhighlighted_tab%3dWOS%26last_prod%3dWOS%26search_mode%3dGeneralSearch%26qid%3d18%26log_event%3dyes%26product%3dWOS%26SID%3dE4LAJjpHn6z5nkoWjZ6%26viewType%3dfullRecord%26doc%3d1%26page%3d1&srcDesc=RET2WOS&srcAlt=Back+to+Web+of+Science&UT=WOS:000460476900035&parentProduct=WOS&parentQid=18&search_mode=RelatedRecords&SID=E4LAJjpHn6z5nkoWjZ6&parentDoc=1
javascript:;
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=18&parentDoc=1&qid=19&SID=E4LAJjpHn6z5nkoWjZ6&colName=WOS&page=1
javascript:;
javascript: void('InCites')
javascript: void('JCR')
javascript: void('ESI')
javascript: void('EndNote')
javascript: void('PUBLONS')
https://kopernio.com/?utm_source=WOS_home&utm_medium=web&utm_campaign=kopernio_wos_product&ref=wos
javascript:void(0);
javascript:void(0)
javascript: void(0)
javascript: void(0)
javascript: void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_CombineSearches_input.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CombineSearches
http://apps.webofknowledge.com.ezproxy.um.edu.my/ViewMarkedList.do?action=Search&product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&mark_id=UDB&search_mode=MarkedList&colName=WOS&entry_prod=WOS
javascript: void(0)
javascript: void('Next Page')
http://apps.webofknowledge.com.ezproxy.um.edu.my/WOS_GeneralSearch_input.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=GeneralSearch
http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&search_mode=GeneralSearch&qid=18&SID=E4LAJjpHn6z5nkoWjZ6&page=

6/14/2019

Showing 20 of 20 View Allin Cited References page (from Web of Science Core Collection)

10.

11.

022,

13.

apps.webofknowledge.com.ezproxy.um.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=18&SID=E4LAJjpHN6z5nkoWjZ6&...

Web of Science [v.5.32] - Web of Science Core Collection Full Record

Remote access of SCADA with online video streaming Times Cited:

By: Ahmed, Syed Faiz.
COMP SCI ED ICCSE 20 Published: 2013
Publisher: IEEE

SCRIStUDIO: A security pattern integration tool Times Cited:

By: Bouaziz, R.; Kammoun, S.
INF TECHN ORG DEV IT Pages: 1-6 Published: 2016

Towards a Better Integration of Patterns in Secure Component-Based Systems Design Times Cited:

By: Bouaziz, Rahma; Hamid, Brahim; Desnos, Nicolas

COMPUTATIONAL SCIENCE AND ITS APPLICATIONS - ICCSA 2011, PTV Book Series: Lecture Notes in Computer Science Volume: 6786 Pages: 607-
621 Published: 2011

Security Patterns and a Methodology to Apply them Times Cited:

By: Fernandez, Eduardo B.

SECURITY AND DEPENDABILITY FOR AMBIENT INTELLIGENCE Book Series: Advances in Information Security Volume: 45 Pages: 37-46
Published: 2009

clasp: A conflict-driven answer set solver Times Cited:

By: Gebser, Martin; Kaufmann, Benjamin; Neumann, Andre; et al.

LOGIC PROGRAMMING AND NONMONOTONIC REASONING, PROCEEDINGS Book Series: Lecture Notes in Computer Science Volume: 4483 Pages:
260-+ Published: 2007

Are Companies Actually Using Secure Development Life Cycles? Times Cited:

By: Geer, David
COMPUTER Volume: 43 Issue: 6 Pages: 12-16 Published: JUN 2010

Title: [not available] Times Cited:

By: Howard, M.; Lipner, S.
The security development lifecycle Published: 2009
Publisher: O'Reilly Media, Incorporated

Title: [not available] Times Cited:

By: Kanniah, S. L.; Mahrin, M. N. R.

A Review on Factors Influencing Implementation of Secure Software Development Practices

Secure Software Development Practice Adoption Model: A Delphi Study Times Cited:

By: Kanniah, S. L.; Mahrin, M. N. R.
Journal of Telecommunication, Electronic and Computer Engineering (JTEC) Volume: 10 Pages: 71-75 Published: 2018

TESEM: A Tool for Verifying Security Design Pattern Applications by Model Testing Times Cited:

By: Kobashi, T.; Yoshizawa, M.; Washizaki, H.; et al.
STUD NAT PROD CHEM Pages: 1-8 Published: 2015
[Show additional data]

Designing system security with UML misuse deployment diagrams Times Cited:

By: Lincke, S.J.; Knautz, T.H.; Lowery, M.D.
2012 International Conference on Software Security and Reliability Companion Pages: 57-61 Published: 2012

SecureUML: a UML-based modeling language for model-driven security Times Cited:

By: Lodderstedt, T.; Basin, D.; Doser, J.
LNCS Volume: 2460 Pages: 426-441 Published: 2002
Publisher: Springer, Heidelberg

Title: [not available] Times Cited:

By: McGraw, G.

105

2/3


http://apps.webofknowledge.com.ezproxy.um.edu.my/summary.do?product=WOS&parentProduct=WOS&search_mode=CitedRefList&parentQid=18&parentDoc=1&qid=19&SID=E4LAJjpHn6z5nkoWjZ6&colName=WOS&page=1
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=1&REFID=580202323&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=2&REFID=580202325&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitedFullRecord&isickref=WOS:000305831700049
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=3&REFID=434852477&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitedFullRecord&isickref=WOS:000267242200003
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=4&REFID=346260566&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitedFullRecord&isickref=WOS:000246497500021
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=5&REFID=81617803&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitedFullRecord.do?product=WOS&colName=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitedFullRecord&isickref=WOS:000278621000002
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=6&REFID=317279953&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=7&REFID=502702501&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=8&REFID=580202327&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=9&REFID=580202330&excludeEventConfig=ExcludeIfFromNonInterProduct
javascript:$('#cited-refs-full-record #FCR_NORMAL_DATA_10 .fcr-data-normal').hide(1000);$('#cited-refs-full-record #FCR_NORMAL_DATA_10 .fcr-data-additional').css('display', 'inline');$('#cited-refs-full-record #FCR_NORMAL_DATA_10 .fcr-data-additional').show('fast');void(0)
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=10&REFID=511105286&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=11&REFID=436243793&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=12&REFID=52163145&excludeEventConfig=ExcludeIfFromNonInterProduct
http://apps.webofknowledge.com.ezproxy.um.edu.my/CitingArticles.do?product=WOS&SID=E4LAJjpHn6z5nkoWjZ6&search_mode=CitingArticles&parentProduct=WOS&parentQid=19&parentDoc=13&REFID=475124410&excludeEventConfig=ExcludeIfFromNonInterProduct

