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Abstract v View references (68)

Steganography is the art and science of producing covert communications by concealing secret messages in
apparently innocent media, while steganalysis is the art and science of detecting the existence of these. This
manuscript proposes a novel blind statistical steganalysis technique to detect Least Significant Bit ( LSB ) flipping

image steganography. It shows that the technique has a number of major advantages. First, a novel method of pixel
color correlativity analysis in Pixel Similarity Weight ( PSW ). Second, filtering out image pixels according to their
statistically detected suspiciousness, thereby excluding neutral pixels from the steganalysis process. Third, ranking
suspicious pixels according to their statistically detected suspiciousness and determining the influence of such pixels
based on the level of detected anomalies. Fourth, the capability to classify and analyze pixels in three pixel classes of
flat, smooth and edgy, thereby enhancing the sensitivity of the steganalysis . Fifth, achieving an extremely high
efficiency level of 98.049% in detecting 0.25bpp stego images with only a single dimension analysis. © 2016, Springer
Science+Business Media New York.

Author keywords

(Blind steganalysis ) (Color correlativity) (Flipping steganography) ( Image  steganalysis ) ( LSB ) (Machine |earning>
(Pixel similarity) ( Statistical ~ steganalysis ) (Support vector machine)

Indexed keywords

Engineering
controlled terms:

( Image analysis) (Learning systems) (Steganography) (Support vector machines)

Engineering
uncontrolled terms

(Blind steganalysis ) (Correlativity analysis) (Covert communications) ( Image steganalysis )

( Image steganography) (Least significant bits) (Pixel similarities) ( Statistical ~ steganalysis )

Engineering main

heading:

Pixels

ISSN: 13807501

CODEN: MTAPF

Source Type: Journal
Original language: English

DOI: 10.1007/s11042-016-4273-6
Document Type: Article
Publisher: Springer New York LLC

View in search results format »

References (68)

Metrics @

0 Citations in Scopus

0 Field-Weighted

Citation Impact

F

PlumX Metrics v

Usage, Captures, Mentions,
Social Media and Citations
beyond Scopus.

Cited by 0 documents

Inform me when this document
is cited in Scopus:

Set citation alert >

Set citation feed >

Related documents

Block structure chi-(p,q)
steganalysis method

Agaian, S.S. , Perez, J.P.
(2010) 2006 IEEE Region 5
Conference

Feedback steganalysis decision
making system

Agaian, S.S., Chen, C.L.P.,
Perez, J.P.

(2007) Conference Proceedings -
IEEE International Conference
on Systems, Man and
Cybernetics

A LSB Steganography approach
against pixels sample pairs
steganalysis

Luo, X., Liu, F., Lu, P.

(2007) International Journal of
Innovative Computing,
Information and Control

View all related documents based
on references

Find more related documents in
Scopus based on:


https://www.scopus.com/home.uri?zone=header&origin=searchbasic
https://www.scopus.com/results/results.uri?sort=plf-f&src=s&st1=PSW+statistical+LSB+image+steganalysis&st2=&sid=2f4387440d211915e2a9278fc0bf1799&sot=b&sdt=b&sl=53&s=TITLE-ABS-KEY%28PSW+statistical+LSB+image+steganalysis%29&offset=1&origin=recordpage
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2fs11042-016-4273-6&locationID=1&categoryID=4&eid=2-s2.0-85008210963&issn=13807501&linkType=TemplateLinking&year=2018&zone=outwardlinks&origin=recordpage&dig=cf65a9a2dbe167df71fc4c25db6a3a76&recordRank=
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2fs11042-016-4273-6&locationID=1&categoryID=4&eid=2-s2.0-85008210963&issn=13807501&linkType=ViewAtPublisher&year=2018&origin=recordpage&dig=4a6d677f6e47e0bc607f1c4c144ca1d8&recordRank=
https://www.scopus.com/sourceid/25627?origin=recordpage
https://www.scopus.com/authid/detail.uri?authorId=57192816634&amp;eid=2-s2.0-85008210963
mailto:saman_shoja@yahoo.com
https://www.scopus.com/authid/detail.uri?authorId=56451265800&amp;eid=2-s2.0-85008210963
mailto:mazdak@utm.my
https://www.scopus.com/authid/detail.uri?authorId=35609249400&amp;eid=2-s2.0-85008210963
mailto:azizaham.kl@utm.my
https://www.scopus.com/authid/detail.uri?authorId=24780175900&amp;eid=2-s2.0-85008210963
mailto:akramzeki@iium.edu.my
https://www.scopus.com/search/submit/references.uri?sort=plf-f&src=r&imp=t&sid=afbdaebd6e95bc76eb11e2251d45af78&sot=rec&sdt=citedreferences&sl=23&s=EID%282-s2.0-85008210963%29&origin=recordpage&citeCnt=1&citingId=2-s2.0-85008210963
https://www.scopus.com/standard/help.uri?topic=12031
https://plu.mx/plum/a/?elsevier_id=2-s2.0-85008210963&theme=plum-scopus-theme
https://www.scopus.com/results/rss/handler.uri?citeEid=2-s2.0-85008210963
https://www.scopus.com/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-77955595285&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=PSW+statistical+LSB+image+steganalysis&st2=&sid=2f4387440d211915e2a9278fc0bf1799&sot=b&sdt=b&sl=53&s=TITLE-ABS-KEY%28PSW+statistical+LSB+image+steganalysis%29&relpos=0
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=7003395533&zone=relatedDocuments
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=56317373500&zone=relatedDocuments
https://www.scopus.com/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-40949113111&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=PSW+statistical+LSB+image+steganalysis&st2=&sid=2f4387440d211915e2a9278fc0bf1799&sot=b&sdt=b&sl=53&s=TITLE-ABS-KEY%28PSW+statistical+LSB+image+steganalysis%29&relpos=1
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=7003395533&zone=relatedDocuments
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=56076014100&zone=relatedDocuments
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=56317373500&zone=relatedDocuments
https://www.scopus.com/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-63649157726&citeCnt=0&noHighlight=false&sort=plf-f&src=s&st1=PSW+statistical+LSB+image+steganalysis&st2=&sid=2f4387440d211915e2a9278fc0bf1799&sot=b&sdt=b&sl=53&s=TITLE-ABS-KEY%28PSW+statistical+LSB+image+steganalysis%29&relpos=2
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=8976166200&zone=relatedDocuments
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=8856731300&zone=relatedDocuments
https://www.scopus.com/authid/detail.uri?origin=recordpage&authorId=7402292840&zone=relatedDocuments
https://www.scopus.com/search/submit/mlt.uri?eid=2-s2.0-85008210963&src=s&all=true&origin=recordpage&method=ref&zone=relatedDocuments
https://www.scopus.com/search/submit/mlt.uri?eid=2-s2.0-85008210963&src=s&all=true&origin=recordpage&method=aut&zone=relatedDocuments
https://www.scopus.com/search/submit/mlt.uri?eid=2-s2.0-85008210963&src=s&all=true&origin=recordpage&method=key&zone=relatedDocuments

Auth K d
All Export (=pPrint X E-mail Saveto PDF  Create bibliography uthors > Reywords >

Abdullah, S.M., Manaf, A.A., Zamani, M.

Capacity and quality improvement in reversible image watermarking approach. Proceeding - 6th
International Conference on Networked Computing and Advanced Information Management
(2010) NCM

Altaay, A.A.J., Sahib, S.B., Zamani, M.

An introduction to image steganography techniques. Proceedings - 2012 International Conference on
Advanced Computer Science Applications and Technologies

(2012) ACSAT

Amin, M.M,, Salleh, M., Ibrahim, S., Kitmin, M.R., Shamsuddin, M.Z.I.
Information hiding using steganography. in: 4th Natl. Conf

(2003) on Telecommunication Technology Proceedings

Shah Alam, Malaysia

Avcibas, |., Memon, N., Sankur, B.

Image steganalysis with binary similarity measures

(2002) IEEE International Conference on Image Processing, 3, pp. |11/645-111/648. Cited 49 times.

Benton, R.
Chu H (2005) Soft computing approach to steganalysis of LSB embedding in digital images
(2005) 3rd Int. Conf. on Information Technology Research and Education, 105-109, pp. 27-30.

Celik, M.U., Sharma, G.

Tekalp AM (2004) Universal image steganalysis using rate-distortion curves

(2004) Proc. IST/SPIE 16th Annu. Symp. Electronic Imaging Science Technology, San Jose, CA, pp. 19-
22. Cited 3 times.

Chaeikar, S.S., Razak, S.A., Zeidanloo, H.R., Zamani, M., Jaryani, F.

Interpretative key management (IKM), A novel framework. 2nd International Conference on Computer
Research and Development

(2010) ICCRD

Chandramouli, R., Kharrazi, M., Memon, N.

Image steganography and steganalysis: Concepts and practice

(2004) Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence and
Lecture Notes in Bioinformatics), 2939, pp. 35-49. Cited 81 times.

View at Publisher

Chen, X.-D.
Detect LSB steganography with bit plane randomness tests
(2006) Proc. of 6th World Congress on Intelligent Control and Automation, China, June, 21-23, p. 2006.


https://www.scopus.com/record/display.uri?eid=2-s2.0-0036448130&origin=reflist&sort=plf-f&src=s&st1=PSW+statistical+LSB+image+steganalysis&st2=&sid=2f4387440d211915e2a9278fc0bf1799&sot=b&sdt=b&sl=53&s=TITLE-ABS-KEY%28PSW+statistical+LSB+image+steganalysis%29&recordRank=
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85008210963&refeid=2-s2.0-0036448130&src=s&origin=reflist&refstat=core
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85008210963&refeid=2-s2.0-33744773332&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/record/display.uri?eid=2-s2.0-33847692468&origin=reflist&sort=plf-f&src=s&st1=PSW+statistical+LSB+image+steganalysis&st2=&sid=2f4387440d211915e2a9278fc0bf1799&sot=b&sdt=b&sl=53&s=TITLE-ABS-KEY%28PSW+statistical+LSB+image+steganalysis%29&recordRank=
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85008210963&refeid=2-s2.0-33847692468&src=s&origin=reflist&refstat=core
https://www.scopus.com/redirect/linking.uri?targetURL=http%3a%2f%2fdx.doi.org%2f10.1007%2f978-3-540-24624-4_3&locationID=3&categoryID=4&eid=2-s2.0-33847692468&issn=03029743&linkType=ViewAtPublisher&year=2004&origin=reflist&dig=8dddeb767e506ee4f465be6551e542db&recordRank=
https://www.scopus.com/search/submit/mlt.uri?eid=2-s2.0-85008210963&src=s&all=true&origin=recordpage&method=aut&zone=relatedDocuments
https://www.scopus.com/search/submit/mlt.uri?eid=2-s2.0-85008210963&src=s&all=true&origin=recordpage&method=key&zone=relatedDocuments

