


Preface



Theimpactsofmobiletechnologiesaretremendous.Thesetechnologieswillcontinuetobringchanges
inthewaypeoplecommunicateandinteractwithothersintheyearstocome.Theyhavegivenriseto
increasingexpectationstoberesponsiveamongindividuals,anddevelopersincommunities,businesses
andsocieties.Whilemobiletechnologieshavebroughtamultitudeofbenefitstousersregardlessofage,
theyarealsorecognizedtoposethreatstousers.Notably,issuessurroundingmobilecomputingand
technologieswillcontinuetoprevail.

Thisbooklendsinsightsintosocial,behavioralandtechnicalaspectssurroundingmobilecomput-
ing.Itdiscussesrecentresearchfindingsonmobiletechnologiesfromsocial,behavioralandtechnical
perspectivesofusers,developers,designersandgroupswithspecialneeds.Eachchapterofthebook
acknowledgesspecificchallengesofindividualsincertaincommunities,mobileapplicationbusiness,
environmentalconditions,threatsinthedigitalworldand/ordistinctivesocietiesthatareexpectedto
adhere to religiouspractices in thecourseofusingmobile technologies.Thesechallengesandgaps
identifiedserveasmotivationsforresearch.

Thebookaimsataidingfutureresearchandprovidingrecommendationsandguidelinesforpracticein
mobilecomputing,mobiletechnologyuse,mobileapplicationdevelopmentandmobiletechnologysecu-
rity.CriticalSocio-TechnicalIssuesSurroundingMobileComputingisorganizedintofourteenchapters.

Chapter1and2provideafocusongroupswithspecialneedsforspecificmobileapplication.Notably
inChapter1“ASurveyonIslamicMobileApplicationsforChildren”,FitriaMaulidaMachfudandMurni
MahmudprovideinsightsintoIslamicmobileapplicationsforMuslimchildren.Surveyingthediffer-
entmobileplatformapplicationstores,theynotedissuessurroundingmobileapplicationsforMuslim
children.Buildingontheissues,thechapteroffersconsiderationsfordesigningmobileapplicationsfor
MuslimchildrenthatconformtotheIslamicprinciples(Sharia)andculturalbackground.WhileChap-
ter1focusesonMuslimchildren,Chapter2“AUsableIslamicMobileCalendarforElderlyUsers”by
FarizaHanisAbdulRazakandNurFarhanaAbdullahhighlightsonMuslimelderlyusers.Thechapter
discussesusabledesignofanIslamicmobilecalendarforMuslimelderlyusers.Adoptingauserstudy
withselectedelderlyparticipantsandtwoexistingIslamiccalendarsasprobes,theresearchersdefined
Muslimelderlyuser’srequirementforenhanceddesignofIslamiccalendars.

Thebusinessofmobileapplicationspresentsopportunitiesforresearchersandmobiletechnology
retailerstorethinkaboutcapturingthemarket.Chapter3“SocialandTechnicalPerspectiveofIndividual’s
IntentiontoPurchaseMobileApplication”byIliHawaAhmad,NorshidahMohamedandAbRazakChe
Hussaindiscussesinsightsintoindividuals’purchaseintentionofmobileapplications.Usingexploratory
researchapproach,theyidentifiedfactorsthatlinktoindividual’spurchaseintention.
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Theuseofmobiletechnologiesinlearninghasgivenrisetothenotionofcollaborativemobilelearning.
Chapter4“CollaborativeMobileLearning:ASystematicLiteratureReview”byNorFadzleenSa’don
andNoorminshahIahadpresentsasynthesisofsystematicreviewofpriorresearchesonpatterns,trends
andmethodologiesforcollaborativemobilelearning.

Asmobiletechnologiesbecomepervasive,itseffectspermeatethesocietyatlarge.Thesubsequent
chaptersshareresearchers’insightsintotheapplicationofmobiletechnologiestospecificcommunities.

Challenges abound for designers and developers of wayfinding systems that particularly target
multilingualandmulticulturalusers.Chapter5“DesignofaHospitalInteractiveWayfindingSystem:
Designing forMalaysianUsers”byAshokSivaji,HizbullahKampoRadjo,Mohd-FaizalAminand
MohdAzrinHafizieAbuHashimsharesuser’schallengesinway-findingathospitalsinamultilingual
andmulticulturalsociety.Thechapteradvancesintoadiscussionofdesign,developmentandtestofa
hospitalinteractivewayfindingsystem(HIWS)inovercomingtherecognizedchallenges.Thechapter
concludes with potential enhancements of the HIWS besides immediate and prospective long term
benefitsofthesystem.

WhileChapter5delvesintowayfinding,Chapter6“DevelopingaMobileNavigationAid”byMohamad
ShahirulAzrixMohamed,NoorAfiqWalid,AkramM.Zekipresentsthedevelopmentofanavigation
aidforanacademiccommunity.Auniquefeatureoftheapplicationistheintegrationofnavigationaid
withuser’stasksanddailyprayerreminders.

ApracticaltoolforusabilityassessmentinamobileworkcontextisthefocusofChapter7“System
UsabilityScaleImplementationforInterfacesonMobileTouchScreenDevicesAssessment”contributed
bySvetlanaCicevic,SlobodanMitrović,MilkicaNešićandAndrejaSamčović.Throughtheapplication
ofSystemUsabilityScale(SUS),thechaptershowshowitisappliedtotestTabletPCusability.The
chapterconcludeswithaproposedframeworkforusabilitytestingtoaidpractitionersandresearchers
inimprovingusabilityofinterfacesontouchscreenmobiledevices.

Chapter8“LinguisticLocationAuthority:AnIntricateImperative”byAkeemOlowolayemo,Abu
OsmanMdTapandTeddyMantorooffersanexcellentdiscussionontherequirementsandprospectsof
presentinglocationauthorityinlinguisticform.Attheonset,thechapterreviewstraditionalapproaches
thatincludegeometricanditsextensionintheformoftopologicalorsymboliclocationauthority.Itcon-
cludeswithanidentificationofprospectsandchallengesintheimplementationoflocationbaseddevices.

Chapter9“ManagingStudents’AttendanceUsingNFCEnabledMobilePhones”isanotherchapter
thatdevotestoacademiccommunity.ContributedbyMediaAnugerahAyu,BarroonIsmaeelAhmad
andTeddyMantoro, thechapterpresentsauniqueyetcost-effectiveproposalof studentattendance
management. In this chapter, the researchers suggest the application of Near Field Communication
(NFC)technologythatintegrateswithmobiledevice.ThecombinedapplicationofNFCandmobile
deviceprovidesadistinctivefeaturethatdoesnotrequirefurtherhardwareinstallation;thusbringing
theinvestmentofhardwareforimplementationataminimum.

Chapter10“MobileWaterMeterSysteminAndroidEnvironment”byWiwinWindihastuty,Teddy
MantoroandMediaAnugerahAyusharesaninsightthatismotivatedbyaneedtosolveaproblemin
Indonesia’swatermeterrecording.Theresearchersproposeaframeworkthatischaracterizedbycap-
turingimagesofwaterconsumptionusingasmartphone.Theseimagesareconsequentlyconvertedfor
furtherprocessingbytheRegionalWaterCompany(PAM).

Mobilesecurityisaseriousconcerninmobilecomputing.Mobiledevicesaretargetsofattacksand
suchattackscouldcause lossof information forbusinessand individualusers.Acknowledging this
phenomenon,threechapters(Chapters11,12and13)arededicatedtoadiscussiononmobilesecurity.
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Respondingtoarisingtrendofmobilemalware,OlawaleSurajudeenAdebayoandNormaziahAbdul
AzizinChapter11“TheTrendofMobileMalwaresandEffectiveDetectionTechniques”reviewexist-
ingliteratureonandroidmalwareandprovideananalysisonmobiledetectionapproaches.Guidelines
onmobilemalwareprotectionareofferedattheendofthechapter.

InChapter12,“IssuesRelatedtoNetworkSecurityAttacksinMobileAdHocNetworks(MANET)
Security”,RakeshKumarSinghidentifiestheexistingsecuritythreatsthatanadhocnetworkfaces,
securityservicesrequiredtobeachievedandcountermeasuresforattacksineachlayer.Rakeshusesa
literaturesurveyapproach,makesacomparisontoaddressthreatsindifferentlayersandpresentschal-
lengesandsolutions.

Chapter13“MobileEmbeddedSystem:YourDoorKeyEvolvedwithYourSmartphone:AUser
EvaluationofATwo-FactorAuthentication”contributedbyPei-LeeTeh,Huo-ChongLing,Soon-Nyean
CheongandPervaizK.Ahmedpresentsadesignanddevelopmentofsmartphoneaccesscontrolsystem
usingNearFieldCommunication(NFC)EncryptedSteganographyGraphicalPassword(ESGP).The
systemintegratestoken-based,graphical-passwordauthentication,cryptographyandsteganographyand,
targetsatleveragingthetechnicalcapabilityofNFC-enabledsmartphonesindevelopingatwo-factor
authentication system connecting physical resources and virtual resources. An evaluation of user’s
behavioralintentiontousethesystemprovidesafascinatingsocialperspectivethatcomplementsthe
technicaldiscussionofdesignanddevelopmentofanauthenticationsystem.

Chapter 14 “Unattended Sensors in Marine Environments” contributed by Rizal Mohd Nor and
MikhailNesterenkoconcludesthebookwithanexcellentdiscussionontheuseofunattendedsensors,
theirapplicationinmarineenvironmentandinsightsintochallengesofdesigningamarinesensorinharsh
environments.Buildingonsuchgroundwork,thechapteradvancesonacasestudyinimplementinga
marinesensortostudyhypoxiaand,developmentandtestofasensorbuoysystem.Thechapteroffers
insightsintothepotentialof thesensorbuoysystembasedonitsarchitecturaldesign, technological
components,investmentviabilityandoutcomesofexperimentsconducted.

Thisbookshowsthecommunicationamongtheresearchersthroughtheirrecentresearchfindings
intheareaofmobilecomputing.Recognizingtheon-goingsocialandtechnicalchallengesofmobile
technology,theresearcherspresentopportunitiesforfurtherresearchthattouchuponthesocialaspects
ofpeopleandsocietyandtechnicalaspectsofmobilecomputing.

Thisisahopethatreadersincludingdevelopers,designers,businessesandgroupswithspecialneeds
canusethisbookfortheirfutureresearchandasoneoftheresourcesinpracticingmobilecomputing,
mobiletechnologyuse,mobileapplicationdevelopmentandmobiletechnologysecurity.
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