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RSA cryptosystem is an information security algorithm used for encrypting and decrypting of digital data in order to protect the content of the datz and to
enzure its privacy. Prior research studies have shown that RSA algorithm is very successful in protecting enterprises commercial services and systerns as well
as weh servers and browsers to secure web traffic. In an email application, it's utilized to ensure the privacy and authenticity of email message. Some studies
have alzo shown the efficiency of RSA algorithm in securing remote login sessions, and electronic credit-card payment systems. Generally R5A algorithm gain
a security support because of it's frequently use in most applications where security of digital data is mostly a concern. Its strength lies with its ability of
withstanding many forms of attacks_ While many studies focus on proving that R5A algorithm is breakable under certain cryptanalytic attacks, yet there are
some confrontations on the dreumstances of applying those attacks. This paper presents the issues and challenges on some key aspects of cryptanalytic
attacks on RSA algorithm. The paper also explores the perceived vulnerabilities of implementing RSA algorithm which can render a cryptanalyst easier means
of attack. (T) 2005 - 2014 ATIT & LLS. All rights reserved.

Author keywords

Cryptanslysic  Cryptanakytic attacks ~ R5A cryptosystam

IS5M: 19928645
Source Type: Journal
Original language: Englizh

Docurment Types Article
Fublisher: Asian Research Publishing Metwork (aRPM)

Wiew all metrics »

Metrics &

2 "ﬂ Citatiens in Scopus
Stk Percertile

0.68 Field-Weighted Citation
e

mpact

Plum Metrics w
$ Us=ge, Captures, Martions,
Saocial Media and Ceations

byond Scopus.

Cited by 2 documents

A comprehensive literaturs review of
asymmetric key cryptography algorithms for
establishment of the existing gap
Gaithuru, .M. , Bakhtiari, M. , Salleh, M.
(2016) 2015 $th Malaysian Software
Engineenng Conference, MySEC 2015
Randomized text encryption: A new dimension
in cryptography

Meman, |. , Abd Rozan, M.Z. , Uddin, M.

(2014) infarnational Review on Computers and
Software

View all 2 dting documents

Infarm me when this document is cited in
Scopus:







