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Preface

Traditional security mechanisms restrict access to authorized users only,
in order to protect resources from malicious users. However, in many con-
texts, we must protect ourselves from those who offer resources, so that the
problem is in fact reversed. This improper usage cannot be addressed by
traditional security mechanisms, and the issues relate more to trustwor-
thiness than security. Trust is a vital factor in our daily coexistence with
other people, who can be unpredictable. Trust helps to reduce the uncer-
tainty caused by this unpredictability to an acceptable level. The notion of
trust includes trust management systems. These systems gather informa-
tion required for creating a trust relationship and dynamically monitor
and fine-tune present relationships. Thus, trust management provides a
basis for cooperation to develop. The schemes include both centralized and
distributed approaches.

The main aim of this book is to provide relevant theoretical frame-
works and the latest research findings in the area of trust management.
This includes cross-disciplinary examination of fundamental issues
underpinning computational trust models. The book thoroughly discusses
various trust management processes for dynamic open systems and their
applications. Moreover, most of the chapters are written in a tutorial style
so that even readers without a specialized knowledge of the subject can
easily grasp some of the ideas in this area. There are 21 chapters in this
book which discuss trust and security in cloud computing, peer-to-peer
(P2P) networks, autonomic networks, multiagent systems, vehicular ad hoc
networks, digital rights management, e-commerce, e-governance, embed-
ded computing, and a number of other topics. The intended audience of
this book mainly consists of graduate students, researchers, academics,
and industry practitioners working in areas such as distributed comput-
ing and Internet technologies. The book is not written in textbook style.
Most of its content is based on the latest research findings. It also discusses
future research directions in trust management. It is hoped that this book
will influence more individuals to pursue high-quality research on trust
management.

We acknowledge and thank many people for our success in complet-
ing this task. We convey our appreciation to all contributors, including the
authors. In addition, we are deeply indebted to the reviewers. We thank
CRC Press Project Coordinator David Fausel and the CRC Press Editorial
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support staff for the excellent editing and formatting. Many thanks go to
Aastha Sharma, Commissioning Editor at Taylor & Francis India, for her
help and cooperation.

Dr. Sabu M. Thampi
Indian Institute of Information Technology and Management-Kerala

Dr. Bharat Bhargava
Purdue University

Dr. Pradeep K. Atrey
University of Winnipeg
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