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ABSTRACT

Software piracy in the Muslim countries is a prevailing issue. It has been estimated based
on BSA by 2009 that more than 90% of software in Yemen is pirated, followed by Libya 88%,
Indonesia 86%, and Iraq 85%. UAE has the lowest rate for software piracy, which is 36%.
While in the Middle East area, the piracy rate is around 59% with total commercial value
of $2,887 Million. Furthermore, the software piracy remains a critical issue in Asia Pacific,
with the region accounting for the highest dollar losses in the world from the use of unlicensed
software. The survey of software piracy around the world, which is collaboration between
the Business Software Alliance (BSA) and IDC, indicates that software piracy on personal
computers in the Asia Pacific region in November 2009 was 61 percent, worth 15,000
million U.S. dollars (BSA, 2009; IDC Global PC). The purpose of this study is to understand
the software piracy from Islamic perspective and finding the recommendations, solutions of
this problem to deter software piracy as much as possible. Focusing on the Islamic rule,
evidence and argument relating to copyright infringement especially software piracy in the
Islamic world; additionally, the effect of software piracy.
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Withtherapid changesin the globa businessenvironment and the Western
chancein expanding markets, protection of intellectual property and prevention of
software piracy are among the most important international problemsfacingthe
softwareindustries. The PC softwareindustriesestimatesthat it loses$3 billiona
year toillegal copiesintheUS, $5.3 billion ayear in Europe, and several billion
morein East Asamarkets.

Digital piracy isheavily debated in mediatoday. Closeto al new software,
music and movies are made available on the Internet by people who feel that
information should befree. Piracy hasbeen around sincethe dawn of software but
theindustry hasbeen rather slow to react. Anti-piracy groups have been founded
and funded by themanufacturersof softwareand digital mediaand they haveshown
quite good resultswhen combeating piracy within corporations.
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Figure 1: Microsoft Software Products

Software piracy hasreached an epidemicleve intheWorld. Many countries
need or even don’t have amodern copyright law, or they do not enforceit. TheUS
and Western countries are putting pressure on those countriesto introduce and
enforcelegidationstoimprovetheir intellectual property protection.( Thisreport
evaluatesthe current situation and important factors concerning software piracy.
Such aswhat is software piracy? Itshistory, types, originsand finally aproposed
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solution. Mainly focusing, ontheldamic perspectiveasamotivation for writing this
paper.

THE HISTORY OFDIGITAL & SOFTWARE PIRACY

When persona computers madetheir entry onthemarket inthelate 1970’s,
thenotion of softwarewasonly afew yearsold. Thereforetherewasno established
legislation concerning software although one could argue that the software was
protected in the sameway asapublished entity or asintellectual property. Before
thearrival of personal computers another form of piracy played amajor partin
society, “ Bootlegging” “Copying” of recordswas commonplace but notinthesame
extent astoday with CD- burners and peer-to-peer networks.

Figure 2: Cassette Deck

Thearriva of the cassette deck was another major leap towardswidespread
piracy. Music could now easily be copied and distributed inthe small format that
cassettetapesoffered. Severa of theearly persona computersalso used cassettes
asstorage devices. The software piracy sceneflourished at thetime and cassettes
were swapped and copied, many times because of the prices but al so because of
thelack of availability fromretailers.

The next storage devicethat followed wasthefloppy disc. Inthe beginning
they could only contain around 170K B of databut astime passed, thefloppy discs
grew to acapacity of 1,44MB. Thisincrease in capacity was joined by a new
generation of persona computers. Themost popular among them wastheAmiga,
especialy theAmiga500. Floppy discshad by thistimebecome standard and were
widely used to spread copies of gamesand software.

\Vol.7 No.1 - September 2013




ISSN: 1978 - 8282

Figure 3: Early 170 KB Floppy Desk

Themovieindustry feared for their very existencewhen the VCR (Video
Cassette Recorder) wasfirst released in 1977. Many argued that thiswastheend
for themovieindustry, especialy when Sony wona

landmark casein 1984 which established video recorder owners' right to
tapefilmsbroadcast on TV. Instead, the V CR created ahuge new market for video
saleand rental which hasremained prosperousup to thisdate.

Figure 4: VHS Tape Player (VCR)

During thisperiod intime cracking groupsemerged inlarge numbersand they
used aswell asmailing and personally BBSs (Bulletin Board Systems) to trade
softwaretrading floppy discs. A vast mgority of the softwarein end userspossession
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waspirated and it waswidely accepted among the usersthat duplicating software
was acceptable. Computers had gone down in price and modems were also
affordable. BBSs becamethe meeting place of all young peoplewithaninterestin
computers. Piracy wascommon, but the BBSswerea so aperfect placefor people
to exchangeideas and gain knowledge of very narrow fields by discussing with
other users.

Figure 5: (BBS) Bulletin Board Systems Interface

BBSshad their golden years during the 1980’ sand they emerged inlarge
numbers especially during thelatter part of the decade. While computer software
waspiratedin alarger extent than ever before, the musicindustry released anew
system called CD (Compact Disc).( The sound quality had improved alot and
cassettetapeswere starting to lose ground. CDswere difficult to copy since CD-
writersweren't yet availablein every home. Onthecontrary, they werevery expensive
andthemgjority of pirated CD’ swere sold by pirateswho produced large quantities
of popular titles.

The CD proved to beavery cost effectivereliable storage system and was
soon incorporated in the computer world. Instead of using severa floppy discs, a
CD could now beused to distribute software. Personal Computershad now moved
intothenext generation conssting of Macintosh and acollection of different machines
under the name PC. They had been around for quite some time already but
Macintosh’sand PC'sdidn’t get very common in homesuntil now, whentheprices
wereaffordable.
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Figure 6: The Compact Disc (CD)

Inthemid 1990's, CD-writersfor home use started to appear and another
revolutionintermsof piracy began. Internet started to find itsway into people’s
homes and MP3 songswere steadily onthe move. The BBS swhich earlier had
served asrather local meeting placesnow started to transfer tothe Internet tojoin
forceswith all the other BBS's. CD’ swere copied more and more frequently and
theindustry had ahard time protecting its products.

Audio CD’slacked any kind of copy protection and alot of peopleborrowed

recordsand copied themin the privacy of their own homes. Copy protection for
computer softwarewas common at thetime, which didn’ t discouragethe now more
organized cracking groups. Internet had becomewell devel oped and the groups
could movesubstantial amountsof dataover theweb, instead of relying on swapping
or mailing floppy discsand CD-ROM's.
Piracy had up to this place been common, and everyonewith aslight interest in
computershad been ableto get hold of illegally duplicated software. The event that
redlly got theball moving wastherel ease of Napster, aprogram written by astudent
named Shawn Fanning that allows usersto share music with each other.

It didn’t take long until Napster wastheword on everyone’smouth and the
amount of downloaded MP3'swas larger than ever. The music industry stood
flabbergasted and struggled to resolve the problem. Meanwhile, record sales
surprised everybody asthey kept pointing up with the exception of singlesthat
declined.
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Figure 7: Napster Interface

Napster paved theway for several clonesand more sophisticated types of
file-sharing systems. These became grouped together under the name Peer-to-peer.
Thismeant that fileswere swapped between usersin adecentralized syssemwhere
noillegal datawashosted on acentralized server. Peer-to-peer has since continued
togrow andis, aswe speak, themost popul ar method of file-sharing amongst the
public. Lately, movies have become more and more popular and with broadband
widely available, downloading amovieoften takesashorter amount of timethanto

gorent one.

Withtherelease of DV D-writers, copying of DV D movieshasstarted to take
off. Thishasopened up anew market for copy protection systemssincetheorigina
scrambling system for DVD (CSS) was cracked by aNorwegian boy who wanted

to create an open-source software DV D-player for Linux.

Figure 8: Digital Video Disc (DVD)
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WHAT ISSOFTWARE PIRACY?

Software piracy isthe unauthorized copying, use, or distribution of software
product, protected by Copyright Law. On average, for every authorized copy of
PC softwarein use, at |east one unauthorized copy ismade. In some countries, up
to 99 unauthorized copies are madefor every Software piracy authorized copy in
use.

Software Piracy harmsall software companiesand ultimately theend-user. It
results in higher prices for licensed users, reduced levels of support, reduced
investment in the devel opment of new productsand areduction in product support
andtraining.( Piracy isconsidered aliving nightmarefor all software publishers,
regardiessof their Sze. Software devel opersspend literdly yearsdeve oping software
for the publicto use. A portion of purchasing original every dollar spent in software
isfunneled back into research and devel opment so that better, more advanced when
software products can be produced.

Figure 9: Pirated DVDs Prepped For Disposal

When the Software is pirated the developer receives no compensation
whatsoever. Software piracy threatensthe continued growth of not only thewestern
based software publishing industry, but al so software devel opersaround theworld.
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TYPES OF SOFTWARE PIRACY

According to Business Software association (BSA) therearefive common
types of software piracy. Understanding each one of themwill help usersavoid
problemsassociated withillegal softwareissues.

1. End User Piracy

Thisoccurswhen acompany employeereproduces copiesof softwarewithout
authorization, such asusing onelicensed copy to install aprogram on multiple
computers, or Copying disksfor installation and distribution, for example; when
extracopiesof aprogram are made within an organization for employeesto use.
Disk swapping among friends and associates outside of abusinessenvironmentis
asoincludedinthiscategory.

2. Client-Server Overuse

Thisoccurswhen too many employeeson anetwork areusing acentral copy
of aprogram a thesametime. Thisform of piracy occurswhen copyrighted software
isdownl oaded to users connected viaamodem to an el ectronic bulletin board.
Piracy of copyrighted softwareviaan e ectronic bulletin board should not be confused
with sharing public domain softwareor providing sharewarewhichisasoftwarethat
may or may not be copyrighted but isspecifically offered by the author for nearly
unrestricted use, including copying or sharing with others.

3. Internet Piracy

This occurs when software is downloaded from the Internet. The same
purchasing rules should apply to online software purchase asfor those bought in
traditiond ways.

4. Hard-Disk Loading

Thisoccurswhen abusinesswho sellsnew computersloadsillega copiesof
software onto the hard disksto makethe purchase of the machinesmoreattractive.
Some computer deal ersload unauthorized copiesof software onto the hard disks of
the computers they offer for sale as an incentive for an end-user to purchase a
computer from that particular degler.

5. Software Counterfeiting
Vol.7 No.1 - September 2013
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Thistypeof piracy istheillegal duplication and sale of copyrighted material
with theintent of directly imitating the copyrighted product. Thistypeof illega
duplication and sale of copyrighted software, ofteninaform designed to makethe
product appear legitimate.( Software counterfeitersoperate purely for profit, and
money aways changeshands. Software counterfeiting al so occurswhen obviousy
illegitimate products such asthose containing inferior or hand- written label sfolded
into aplastic bag are sold over the counter or on the street.

WHY SOFTWARE PIRACY?

The simplest, and most direct, answer isbecauseit iseasy. With thea most
complete elimination of “product locks’ inthemid-1980'sduetologistical and
support concerns, creeting duplicate copiesof asoftwareprogram becameardatively
easy task. Using afew simplekeystrokes, any functioning PC had - and has - the
ability to create aduplicate copy of asoftware programinamatter of minutes.

However, smplicity isnot theonly answer. Inadequate copyright laws, lack
of government commitment to enforcement, and unfamiliarity with the advantages of
origind software useareamong thefactors contributing to thehigh rates of software
piracy around theworld.( Software piracy not only deniesthe software developer
itsrightful revenue, it also harmsthelocal and nationa economies. Fewer legitimate
softwaresalesresultinlost tax revenue and decreased empl oyment. Softwarepiracy
gregtly hindersthedevel opment of loca softwarecommunities. If software publishers
cannot sl their productsinthelegitimate market, they havenoincentiveto continue
devel oping programs. Many software publisherssimply won't enter marketswhere
thepiracy ratesaretoo high becausethey will not beableto recover their devel opment
costs.

Figure 10: Pirated & Cheep Software

[ 68 | \Vol.7 No.1 - September 2013




ISSN: 1978 - 8282

Inadditionto thefact that technol ogy has made software piracy assmpleas
connecting the I nternet, downl oading the appli cation and burning the applicationto
aCD, thereare other reasonswhy softwareispirated.( Crackersliketoresdll the
application through an online auction at asubstantially reduced price or takethe
time to increase their personal expertise on a specific application and provide
knowledgetransfer for financia gain.

Crackerscan pirate gpplicationsto stedl featuresand includethesefeaturesin
their own products. Ex- employees can have issueswith a specific coworker or
their ex-employer and break an application, distributing the softwarefor free or
perhapsgaining notoriety themsel vesby damaging the credibility of themanufacturer
or theapplication.

Figure 11: Crackers Can Cause Some Serious Damages

I ndividua sand organizationsmay be unwilling to pay what they perceiveas
high pricesfor additional licensesor there may be no money |eft in the budget and
they feel aneedto copy or crack the gpplication. The application may be copiedfor
ashort-term sol ution to an existing problem such asaproject overrun of scopeand
budget. Inthiscase, individua sor organizationscan copy and deploy the software,
whichalowsthehiring of additiona resource(s) to completethe project within scope.

Hackers perceive breaking the application asapersonal challenge and get
personal satisfaction when they’ ve hacked the application. Hackers have broken
into applicationsto highlight the applicationswesknessin hopesthat the software
devel oper rectifiestheidentified weaknesses and producesamore secure product.
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Figure 12: Pirated Software Ready for Sale

Convenienceisoften afactor for individual sand organi zationsthat will copy
an gpplication for immediate use, making the copying processmore convenient than
obtaining anew license. Whilebdieving thisoneoff event will not haveany ethica or
financial impact, the accumulation of these eventsleadsto severe piracy issues
worldwide.

Figure 13: Original Software & High Prices Dilemma
ISLAMIC WORLDVIEW

On avery breezy evening, an old man walking from the north passed by a
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group of childrenwho weresitting on awooden bench. Thechildrenwhowerebusy
talking to themselves did not notice the poor old man. Suddenly, the old man
approached them and asked avery smplequestion, while pointing hisforefinger to
abigtree: “What doyou see?’ Thefirst child answered: “Itisatree’. Theold man
nodded hishead. Then, the second child answered: “Itisatreewhichwill dieafter
sometimes’. Theold man smileand nodded hishead againto agreewith him. Then
thelast child, after thinking for awhile, heopened hismouthand said: “Itisatree. It
has been created by theAlmighty. Therest of itslife hasbeen spent toworshipits
Creator until oneday whenthetimehascome, itwill die, leavingthisworld. Likewise
thetree, thesamegoesto humanlikeus. Theonly different isthat therewill bealife
after our death whereal our actionsand deedsin thisworld will becounted”. The
old manwasvery surprised and tapped the child’ sshoulder and said: “ Yes, you are
truel”

What makesthe children gave different answersto theold man?1sit because
thethird childismore mature than the others? Maybe, but |et assumethat their level
of maturity arethe same sincethey arejust children of asame age. Onereasonfor
that iswhat Chapra[10] called worldview. Worldview is“aset of implicit and explicit
assumptions about the origin of theuniverseand the nature of humanlife’. In other
words, worldview is*theway in which aperson seesand explainstheworld and his
placeinit” [14]. Asabuilding with itsfoundation, worldview servesasan essential
basefor man sincetheway hethinks, acts, behaves and hisreflectionstowards
everything aredirectly influenced by hisworldview [14]; [10]. Thedifferent answers
provided by the 3 children previoudy might also asaresult of different worldview.
Meanwhile, the sources of worldview might vary. Some acquiresit fromreligions
[14]; [7], while others perhapsinherited from their ethnicswhich they belong to or
maybethey just blindly follow others. Ascompared to the* materialist fundamental
secularism” [16] of the Western worldview, Islam sees this world from dual
perspectives. In essence, “ I amic ontology presentsadual worldview, thisworld
(universe) and the hereafter” [16].

THE ISSUE OF SOFTWARE PIRACY AND COPYRIGHT
INFRINGEMENT

Software piracy inthe Muslim countriesisaprevailingissue. It hasbeen
estimated based on BSA by 2009 that more than 90% of softwarein Yemenis
pirated, followed by Libya 88%, Indonesia 86%, and Irag 85%. UAE hasthe
lowest ratefor software piracy, whichis36%. Whileinthe Middle East area, the
pirecy rateisaround 59% withtotal commercid vaueof $2,887 Million. Furthermore,
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the software piracy remainsacritical issueinAsiaPacific, with theregion accounting
for the highest dollar lossesin theworld from the use of unlicensed software. The
survey of software piracy around theworld, whichis collaboration between the
Business SoftwareAlliance (BSA) and IDC, indicates that software piracy on
personal computersintheAsiaPacific regionin November 2009 was 61 percent,
worth 15,000 million U.S. dollars (BSA, 2009; IDC Global PC).

The copyright facemany problemssuch as software piracy. Software piracy
violates existing copyright laws. Software devel opers protected by lawswhere
unauthorized useand distribution of copiesof softwarewithout their permissonare
illegal. However, the devel opment of software copyright law hasarelatively short
history compared with lawsthat aim to protect tangible property. With tangible
property, ownershipisusually obvious. Physical objectsmust not be used without
the consent of the owners (or the possessors) of the objects. There have been
severd legd casesconcerning whether copyright and patent rightsapply to computer
software[13].

These problems add weight to West’s suggestion that attitudes towards
software piracy will not beeasily changed by regulation or legidation. Intellectual
property protectionisexpensiveand inefficient. It isapparent that the problem of
softwarepiracy isnot sSmply alega problem, and will not be solved by legal means.
Nor isit adeficiency inthe protection of intellectual property generally [17].

According to many researchers, there are many factors affecting the
phenomenaof software piracy. Al- Fadhli [4] highlighted that among thosefactors
aretechnical factors, regulatory factors, economicfactors, and socid/cultural factors.
Therefore, the reasons and factorsthat may |ead peopleto buy pirated software
are; first of all, theprice of pirated software; for example, cheap priceslet peopleto
buy softwarepiracy comparing with expensiveorigina copy, sohigh priceof origina
copy contributesto the behavior of using pirated ones. Secondly, easy to get it due
toavailability of high storagemediaat |ow cost, and high- speed Internet connections
at low cost; additionally, Software piracy ismore prevaent in nationswith aweak
IT infrastructure since the quality of available software is lower. Next,
misunderstanding from Idamic point of view about buying software piracy isone of
important factorsand might bealack of monitoring fromthegovernmentin Mudim
countries; lack of penaltiesfor buying pirated softwareisa so areason for piracy
growth; for example. Findly, themost sgnificant factorseffecting softwarepiracy is
the social/cultural factorswhichisoften viewed asacultural practicerather than
immord action [4].

INTELLECTUALPROPERTY FROM ISLAMIC VIEWPOINT
Musdlim soci eties have normsand regul ationsthat make themselvesunique
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from other societies. All Muslims are requested to behave based on the Shari’ a.
Idam hasadifferent view of property, whichincludesintellectual property rights.
Accordingto[18] and[4] therearetwo maintendenciesamong |damic researchers
concerning this issue which is traditional and contemporary? Contemporary
Intellectua property issueswerenot addressed during thetime of the Prophet and
the Caliphswhere Scholarsat that timelimited the definition of property only to
tangible assets. Fatwasthat have been issued doesnot includeintellectual property
like other forms of tangible property. The mainstream among traditional 1slamic
scholarswasthat intellectual worksare public property. Therefore, it should not be
treated like any other tangible properties.

Nowadays, |damic society hasdifferent viewsonintellectual property issue
concerning software copyright. Those who adhere to the position of traditional
scholarsrefusethisconcept. Theresearchersarguethat knowledge should beavailable
for public use and share. On the other hand, there are scholarswho acknowledge
intellectual property. They believed that ideas can be owned, and it is protected by
the Shari’ a Thescholarsconsider aviolator benefitsfrom the owner’ swork without
compensating them. Therefore, they prohibit software piracy dueto violation of the
rightsof theowner [4].

Software Piracy: An |slamic Perspective( From an Islamic Point of View,
recording computer programsvideos or othersisforbidden unless permitted by
their owner: “Itisunlawful to make copiesof programswhoserightsarereservedto
their ownersexcept with the permission of theseowners. TheProphet Said: “Mudims
are bound by the conditionsthey set amongst themselves’. [Al - Hakeem].( The
Prophet Also Said: “Nobody ispermitted to take the property of aMuslim unless
theMudim permitshimvoluntarily todo so”. [Al - Daragutny].( The Prophet Also
Said: “Whoever takes hold of alawful thing before others, he hasmoreright to
possessit than others’ [Abu Dawood]. So, it isforbidden to copy these programs
without the permission of their ownersregardlessof their being Muslimsor non-
Mudims. So, if theowner of these programsforbidsonly public copying and alows
private one, the person can copy the programfor private useasstipulated. But if he
forbids both public and private copying it becomesthen absolutely forbidden to
copy these programs. Some companies put asign meaning, “| swear not to abuse
your program or usean unauthorized copy of it”. So, if the person does not comply
with hisoath thatisamgjor sin. Thereisdisagreement among contemporary Mudim
scholars concerning copying CDsthat whoserightsare reserved by their owners.
Some scholarsdo not legalize copying CDs. And thisisthe opinion of the permanent
committeefor Fatwain Saudi Arabia Their answer isasfollows: ‘Itisnot permissble
to copy these CDswithout permission of owners. The Prophet Mohammad PBUH
Said: “Mudimsarerequired to honor conditionsthat they haveagreed upon”. [Abu
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Dawood and Al-Saiyouti regardsthisHadith assound].( Another Hadith Reads: “A
Muslim’s property does not become Hala without hisconsent” [Al-Tirmizi who
said good and sound]. A third Hadith reads: “Whoever antecedes (others) to
something Hala, hebecomesmoreentitled to possessit” [ Abu Dawood, Al-Magdis
regardsit sound]. Thereisno differenceonthisruling whether an ownerisaMudim
or non-Mudim. If theowner Satesthat copying for benefit isnot alowed, thismeans
itispermitted to have somespecia copy for privateuse. But, if hedoesnot giveany
permission, thenitisHaram to copy by any meansand ways. Other scholarsbelieve
that itisHala to copy these CDsaslong asfor privateand not for trading purposes,
especially for studentswho need these CDs and do not find the original copy or
eventhe money to buy them. However, the safest positionfor aMudimistoavoid
buying or using copied CDs, nor to copy them. If it becomes difficult to find the
original copies, then thereisno harm to buy copied ones, provided that does not
lead oneto vow falsdly.

SOFTWARE PIRACY PROPOSED SOLUTION: DIFFERENT
STRATEGIES FOR DIFFERENT CULTURES!

A pricelesstool in combating piracy isthe understanding of different cultures
and how their socia ruleswork. M ost countermeasuresfor dealing with software
piracy arefocusing onthewestern, individualistic, cultures. On the other hand, we
havethemost collectivistic cultureswhere sharing isavirtue and isexpected by the
membersof thegroup.

Softwareisno exception. A few salesaremade, and then copiesof theorigina
software are passed on to others. Some even claim that no legitimate copiesare
needed at all to supply an entire country with asoftware package.

Instead of trying toimposelawsinspired by western cultureit would probably
provemoreeffectiveto dter themethod of payment for softwarefor morecollectivigtic
cultures. Many online computer games have applied amonthly subscription fee,
whichissomething that could also be applied to any other software package and
instead reduce or completely removetheinitial cost of purchase.

By taking thismeasure, the useful ness of the software packageislimited to
theindividua purchasing the product and without imposing any new piracy lawsand
regulationswhichintheend will minimizethe act of software piracy among these
societies.
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Figure 14: In Some Regions, Pirated Software Is a Way Of Life
CONCLUSION & FINAL THOUGHTS

Software piracy isaseriousissuethat impactsthe bottom linefor software
developers. By implementing a security plan for software protection, software
devel opersgainthe benefitsof protection from piracy aswell asobtaintheability to
implement additional licensemodds.( A security implementation planthat balances
thetime and resourceswith the desired outcomeis possi ble given thewiderange of
security options. Devel opers can additionally choose a phased approach to the
security implementationif timeor resourcesare constrained in the short term.

Throughout this paper we have taken acloselook at software and digital
mediapiracy bothfrom ahistorica perspectiveaswell asthemodern situation. The
publicscraving for softwareand digital mediahasnever been greater and | fed that
theindustry should embracetheinterest and focuson diminating thehostility towards
the gigantic corporations. Instead, they should strivetowards creating afeeling of
unity with the public and makethe customer fed important rather than being considered
apotentia thief.
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