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Abstract— The frequency of natural disasters has been
increasing for the last 30 years in the world, having caused
great damages/losses. Among those damages/losses, about 90 %
are concentrated in the Asian region where natural disasters
are one of the serious issues not only for humanitarian but also
for economic and industrial point of view. These bring about
the loss of lives, property, employment and damage to the
physical infrastructure and the environment. Disaster
management (DM) including risk reduction efforts aim to
minimize or avoid the potential losses from hazards, assure
prompt and appropriate assistance to victims of disaster, and
achieve rapid and effective recovery. While information,
knowledge and resources sharing can enhance the process of
DM, there is a perceived gap in government collaboration and
coordination within the context of natural DM. ldentifying
potential success factors will be an enabler in managing
disasters. The objective of this paper is to present the literature
findings on success factors that ensure government information
sharing quality in supporting effectively DM. Accordingly the
identified factors were classified into major categories, namely
political leadership support, inter-agency collaboration,
individual agency capacity including ICT, and agency benefits.

I. INTRODUCTION

Billions of people across more than 100 countries are
periodically exposed to at least one natural disaster [1],
where around 30 natural disasters world-wide have been
identified [2]. There is evidence that the frequency and
extent of natural disasters are increasing on a global scale
[3]. In the decade 1900-1909, natural disasters occurred 73
times, but in the period 2000-2005 the number of
occurrences rose to 2,788 [4].

Natural disasters claim many human lives, damage a
great deal of property, have devastating impacts on economy
and environment [5]. For example, on December 2004, a
massive earthquake of magnitude 9.0 struck the coastal area
of northern Sumatra in Indonesia and this triggered the
tsunami that affected Indonesia, Thailand, Sri Lanka, India,
Maldives, Bangladesh, Malaysia, Myanmar and Somalia [6]
[7]. It is identified as one of the deadliest and costliest
disasters in history [8] [9] which caused an estimated US $
9.9 hillion worth of damages [10]. The death toll is estimated
to be between 200,000 and 300,000 [11]. Haiti earthquake
and Pakistan floods in 2010 record the latest deadliest

disasters. The total cost of natural disasters in 2008 was US$
181 billion [12].

Malaysia has also experienced some devastating natural
disasters. In 2007 alone, 29 people had been killed and more
than 166,000 people had been affected by floods, with
economic damage amounting to USD 968 million [13]. From
December 2010 to February 2011, the northern and southern
states of Malaysia experienced devastating floods, where
flood is the most significant natural hazard in Malaysia [13].
In terms of landslides in Malaysia, based on the National
Slope Master Plan 2009-2023[14], about 440 landslide cases
were reported from 1960 to 2007. Of these, 25 cases were
considered as major landslides in which sizeable number of
fatalities, serious injuries and substantial property damage
had been reported. The total economic loss associated with
landslides from 1960 to 2007 was about RM 3.0 billion [14].
In the December 2008 Bukit Antarabangsa landslide tragedy,
four residents were killed with many injured. The recent 21
May 2011 Ulu Langat and 7 August 2011 Cameron
Highlands landslide tragedies where 16 dead/ 9 injured and 7
dead/3 injured respectively had been reported. This is
despite of the fact that Guidelines for Slopes has been widely
applied to minimize risks in slope failure disasters, based on
the “National progress report on the implementation of the
Hyogo Framework for Action (2009-2011)” [13].

Therefore the need to reduce disaster risks [1] and
develop a resilient community is of increasing concern in
many countries [15]. This demand for a comprehensive
disaster management (DM) including risk reduction program
covering a wide range of disciplines, sectors and
organizations, calling for diverse and expanded forms of
partnerships [16]. The achievements from networking and
collaboration can be far more powerful than individual or
specialist contributions. According to the theory of
organizational learning, inter-organizational information and
knowledge sharing is important, because no single
organization can have all the resources necessary to run its
activities without inputs from other organizations [17]. Thus,
inter-organizational information sharing and collaboration
have been termed “the core” of DM [18]. In the context of
disaster reduction in Malaysia, for an example the prediction
of landslides occurrences as well as for adequate mitigation/
preparedness planning and decision-making, the Public
Work Department requires multiple climatic and non-
climatic data from other government agencies such as
Department of Irrigation and Drainage, Meteorological



Department, Agency of Remote Sensing, Town Planning
Department, local councils, agriculture department and
forestry department [14]. Furthermore, with the advent of
ICT and information systems, sharing information through
creating networks between government agencies, the public,
the private sector and professional bodies is technically
feasible.

However, an important challenge is to develop
sustainable mechanisms and policies to link these DM-
related-organizations. These networks and collaboration can
only be successful if these wide ranges of participants
display the same commitment to share their information,
knowledge, experiences and expertise [16]. It is observed
that a perceived gap in information and knowledge sharing
between government agencies exists within the context of
DM [19] [20]. In addressing challenges of inter-government
collaboration, government agencies tend to behave as
separate organizations, rather than operate under the whole-
of-government concept [21] and the lack of commitment on
behalf of government officials [22].

Hence, this research aims to identify what are the
success factors which best promote sustainable and effective
government information sharing (GIS) and collaboration in
DM. With regard to this study, this paper presents the
literature findings on success factors which support
successful GIS and collaboration in natural DM. Future
studies shall involve the formulation of a research framework
and research instrument, and as well as interviews with
experts who are responsible in Malaysian DM.

Il. NATURAL DISASTER MANAGEMENT (DM)
A. Natural Disaster

A disaster is defined by the International Strategy for
Disaster Reduction [23] as: “A serious disruption of the
functioning of society, causing widespread human, material
or environmental losses which exceed the ability of affected
society to cope using only its own resources”. Disaster types
and definitions have been discussed by Turner et al. [24], the
World Health Organization [25] and the Federal Emergency
Management Agency[26]. The types of disaster have been
reviewed, and it was found that natural, man-made and
hybrid disasters cover all types of disastrous events. Natural
disasters are catastrophic events resulting from natural
hazards. Natural disasters result from internal (beneath the
Earth’s surface), external (topographical), weather-related
(meteorological/ hydrological) and biological phenomena.
Natural disasters are beyond human control. Natural
disasters are often termed an “Act of God”. Federal
Emergency Management Agency, USA has classified natural
disasters into earthquakes; extreme heat; floods and flash
floods; hurricanes; landslides and mud flows; thunderstorms
and lightning; tornadoes; tsunamis; volcanoes; and wild fires.
The Malaysian National Security Council Directive 20 [27]
classified natural disasters into floods, storms, drought, shore
erosion, landslides or any other disaster due to strong winds
and heavy rain.

On the other hand, man-made disasters are those
catastrophic events that result from human decisions and

actions. Man-made disasters can be sudden or long-term
disasters. Sudden man-made disasters are known as socio-
technical disasters. It is also highlighted that socio-technical
disasters occur in at least four types of organizational
situations. These are plant and factory failures (major
accidents); transport failures; stadia or other “public place”
failures; and production failures. The Center for Research on
the Epidemiology of Disasters (CRED) has established
criteria for defining disasters qualified to be entered into its
disaster databases, i.e. at least one of the following criteria
has to be fulfilled, either ten or more people has been
reported killed, or 100 people has been reported affected or a
call for international assistance has been made; or a state of
emergency has been declared [28]. This paper focuses on
natural disasters.

B. DM and Disaster Risks Reduction

It is generally agreeable that there is no way of
eliminating all adverse impacts and consequences resulted
from natural disasters. However, plans and actions can be
made in order to minimize their adverse impacts. In this
regard, effective DM including risks reduction is a key
element in good governance [29]. DM efforts aim to reduce
or avoid the potential losses from hazards, promote prompt
and appropriate assistance to victims of disasters, and seek to
achieve rapid and effective recovery. DM involves plans,
structures, and arrangements established to engage the
normal endeavors of governments, voluntary and private
agencies in a comprehensive and coordinated way to respond
to the whole spectrum of DM cycle. One of the important
activities is carried out in an urgent manner when there is an
onset of disaster occurrence. All DM activities are centered
at governmental departments and agencies. DM has two (2)
main components, namely Risk Management (before a
disaster strikes) and Crisis Management (after a disaster
strikes). Risk management includes two (2) generic phases,
namely Prevention & Mitigation, and Preparedness —
Prediction & Early Warning System. While Crisis
Management includes two (2) phases, namely Emergency
Response — Search, Rescue & Relief, and Impact
Assessment, Recovery, Rehabilitation & Reconstruction
[27].

Despite the growing understanding in the importance
and acceptance of disaster risk reduction and the increased
disaster response capacities, DM including reduction of risk
continue to pose a global challenge. Sustainable
development, poverty reduction, good governance and
disaster risk reduction are mutually supportive objectives,
and in order to meet the challenges ahead, accelerated efforts
must be made to build the necessary capacities at the
community and national levels in managing and reducing
risks. Such an approach is to be recognized as an important
element for the achievement of national and internationally
agreed development goals. There is now on-going
international agreement that efforts to reduce disaster risks
must be systematically integrated into national policies, plans
and programs for sustainable development and poverty
reduction, and supported through bilateral, regional and



international cooperation, including partnerships. The
importance of DM and disaster risk reduction efforts on the
international, regional, national and local levels has been
recognized in the past few years in a key multilateral
frameworks and declarations [30].

The World Conference on Disaster Reduction, held
from 18 to 22 January 2005 in Kobe, Hyogo, Japan, has
adopted the present Hyogo Framework for Action 2005-
2015: Building the Resilience of Nations and Communities
to Disasters (referred to as the “Hyogo Framework for
Action” or HFA). The Conference provided a unique
opportunity to promote a strategic and systematic approach
to reducing vulnerabilities and risks to hazards and disasters.
It highlighted the criticality and need for, and identified ways
of, building the resilience of nations and communities to
disasters. The HFA is a recognized global guide for
facilitating the effective implementation of disaster risk
reduction at the international, regional, national and local
levels to substantially reduce losses of life and of the social,
economic and environmental assets of communities and
countries [31].

The HFA proposes five priorities for action: (1) ensure
that disaster risk reduction is a national and local priority
with a strong institutional basis for implementation; (2)
identify, assess and monitor disaster risks and enhance early
warning; (3) use knowledge, innovation and education to
build a culture of safety and resilience at all levels; (4)
reduce the underlying risk factors; and (5) strengthen disaster
preparedness for effective response at all levels. The
implementation of the Hyogo Framework entails fostering
national political commitment to integrate disaster risk
reduction into national development planning; evaluating
existing legal and institutional mechanisms and policies and
strengthening the clear distribution of tasks and the
allocation of responsibilities; engaging in dialogue with all
relevant national actors in DM to set up a multi-disciplinary
and multi-stakeholder national coordination mechanism for
disaster risk reduction; and institutionalizing disaster risk
reduction and establishing mainstreaming mechanisms [31].

C. Fundamental Roles of Information Systems in DM

ICT, information systems and inter-agency information
sharing play fundamental roles in supporting the Hyogo
Framework for Action 2005-2015: Building the Resilience of
Nations and Communities to Disasters. This is the main
outcome of the World Conference on Disaster Reduction,
held in Kobe, Japan, in January 2005 [31]. Information
system is essential for building quality information and
knowledge based on risk and disaster risk management;
establishing a hazard monitoring programme that includes
effective, timely and reliable early warning and alert systems
at the national and local levels; integrating remote sensing
and Geographical Information System databases for disaster
risk management; enhancing inter-agencies information
sharing and access to information and knowledge base; and
an understanding of risk and risk management; involving the
media community in risk assessment and risk
communication; and organizing and coordinating emergency

operations, disaster response and recovery capability [31].
DM is information intensive, where access to quality
information is crucial before, during and after disaster strikes
[31].

UN-ISDR [30] says that effective DM depends on the
informed participation of all stakeholders. The exchange and
sharing of quality information with easily accessible
communication practices play key roles. Data, information
and knowledge sharing is crucial for ongoing research,
national planning, monitoring hazards and assessing risks.
The widespread and consistent availability of current and
accurate data is fundamental to all aspects of DM activities.
Information  describes working conditions, provides
reference material and allows access to resources. It also
shapes many productive relationships. Advances in ICT
especially mobile data communications and network
infrastructure, help to capture and disseminate experience,
convey professional knowledge and contribute to well-
informed decision-making processes. Integrating new
developments in information management with established
and more traditional methods can help to create a much
better understanding about hazards and risk at all levels of
responsibility. This information and knowledge can be
disseminated through public awareness and education
programmes. Information sharing is also instrumental in
achieving more comprehensive early warning systems and
effective mitigation efforts.

I1l.  GOVERNMENT INFORMATION SHARING (GIS) IN THE
CONTEXT OF DM

GIS is defined as the capability of government agencies
to access, obtain, possess and apply information and
knowledge in common with other organizations [32] [33]
[34] [35] [36]. GIS is a key capability required for one-stop
and networked government or ‘“Whole-of-Government”
approach, responding to a variety of intra-organizational,
inter-organizational or cross-national needs like sharing
service-related information between parties involved in the
delivery of seamless services, sharing information on
available resources to enable “Whole-of-Government”
response to disasters and emergencies, etc [35]. GIS offers a
real opportunity to share databases and information, thus
enabling well-informed decision-making process [37] [38]
[36]. GIS initiatives attempt to “unlock” data on fragmented
databases or isolated information systems spanning multiple
government agencies, making it readily discoverable and
accessible to authorized users for direct consumption or
further analysis and processing. Contexts for information
sharing range from intra-organizational - for instance sharing
citizen data among functional units within a single
government agency; through inter-organizational - for
instance the delivery of seamless services involving cross
government agencies processes; to inter-governmental - for
instance the exchange of health or security surveillance or
climatic data among neighboring countries or among
different states in a federal government system [35] [36].

In the context of DM and disaster risk reduction
initiative, multiple climatic and non-climatic data are



required to access, analyze and predict the impacts of and
vulnerability to climate change and to work out adaptation
needs. The availability of and timely access to information
and reliable climatic data on rainfall, tropical storms,
temperature, sea surface temperature, sea level rise, and
frequency and intensity of events, among other things, and
non-climatic observational monitoring data on water
resources, agriculture, environment and ecosystems, for
example, from different organizations are critical for
adequate planning and decision-making in the medium and
long term [31]. Hence, GIS is both critical for governments
to effectively discharge their responsibilities and at the same
time poses challenges for them to achieve. Despite its
importance, the GIS capability is not common for
governments due to various technical, organizational,
cultural and other barriers which are generally difficult to
address by individual agencies [35]. Developing such GIS
capabilities is a challenging task which requires government-
wide coordination, explicit policies and strategies, and
concrete implementation frameworks [35] as well as political
commitment to integrate disaster management and risk
reduction into national agenda [31]. Lack of commitment on
behalf of government officials has also been identified as a
hurdle in developing policy that enables a culture of
communities’ resilience [22].

“The rise of intricate inter-organizational service
networks has not only vastly complicated the top-down job
of government management. With programs increasingly
interrelated, government organizations not only face the job
of managing their own programs but also connecting
seamlessly with closely related programs. Focusing narrowly
on an organization’s own programs can undermine effective
government because the more that government tries to
address complex problems and the more it uses a broad
network to do so, the more any organization’s success
depends on its ability to work with others.” [39]. The
weaknesses of program-specific information and knowledge
sharing, implemented in silos or independently, lacks an
overarching framework have been highlighted extensively,
with evidence, particularly in the context of counter-
terrorism efforts [40]. Landsbergen and Wolken [41] also
point out that interoperability across government agencies
actually represents GIS. They claim that, GIS, more holistic
and effective actions can be planned and applied to solve
complex problems, and as an outcome, effectiveness can be
achieved. GIS can stimulate and enhance the capabilities of
integrating strategic data into a standard format to increase
the use of information from different data sources, and
further provide the participating organizations the capability
to have more integrated, diversified, and efficient services to
the public and target customers [37] [17] [42] [52]. In
addition, GIS can lead to significant cost savings and reduce
resource utilization [57] [37] [52] [17]. For digital data, it is
easier to duplicate, reformat, merge and consolidate with
other databases for enquiry, reporting, analysis and well-
informed decision-making. Hence, cost can be optimized and
efficiency is accomplished. Organizations can act more
quickly to identify problems in a more holistic manner and

subsequently provide solutions that are holistic, relevant and
timely [41]. Relationships among the involved organizations
can be improved and intensified, and further cooperation will
be enhanced to share more resources [17]. It is not only
possible to share information and knowledge but also to
share IT infrastructure such as hardware and software which
is another significant way in optimizing IT costs and to
synergize the use of available resources across government
organizations [37] [41] [42]. More and more researchers
have recognized the importance of GIS, especially in the e-
Government research area [37] [52] [17]. While most of the
inter-organizational information-sharing in private sector
literature focuses on supply chain management [21], this
study focuses on public sector literature to discuss success
factors that enhance the quality of information sharing
among government agencies in DM.

However, sharing of information and knowledge can
involve complex interactions between organizations [17]. As
Gil-Garcia et al. [52] point out, an inter-organizational
cooperation to build a capacity of information sharing and
integration is understood to be more complex than an intra-
organizational or enterprise-wide initiative focusing on a
specific problem. In the government sector, information-
sharing projects may cause conflicts in turf, budget and
autonomy between agencies and encounter resistance from
agencies and departments [43]. According to researches,
there are multi-faceted factors which influence cross-
boundary information sharing in government agencies [37]
[53] [44] [17] [42]. They point out that it is a challenge to
integrate information systems of different organizations. In
addition, other critical factors such as relationships between
involved organizations, management issues, privacy concern,
human behaviors, resources in the environment, and
government policy all bring significant weights to influence
inter-organizational information sharing in the public sector.

Collaboration with other organizations, agencies or
authorities is inevitable [45]. Government agencies, normally
as the first and major responders in a disaster [46], when
facing large scale disaster and acting as a single agency can
become ineffective due to insufficient resources and
expertise [47] or limited responsibilities. The U.S. General
Accounting Office [48] recognized this need of government
information and knowledge sharing after September 11,
2001, as well as the U.S. Department of Health and Human
Services building an emergency registration system for
personnel resource collaboration [49].

IV. PROBLEM STATEMENT

Identification of key success factors for government
information sharing (GIS) within the DM and risk reduction
perspective is therefore critically required. This paper is
based on a comprehensive literature survey and review
carried out, to identify the success factors that ensure the
quality of information and knowledge sharing amongst DM-
related government agencies. As a result of this detailed
literature synthesis, a list of success factors within DM
perspective is identified and provided in succeeding section.
Future studies shall involve the formulation of a research



framework, establishing a research instrument, and
conducting interviews with DM experts who are responsible
in Malaysian.

V. SUCCESS FACTORS IN DM GOVERNMENT INFORMATION
SHARING (GIS)

Success factors are truly important matters that must be
considered for the performance of an operation. In the
context of DM, success factors can be defined as;
circumstances, facts, or influences that can directly affect the
quality of disaster management information and knowledge
sharing amongst government agencies. It is currently
underway and this section provides the literature findings on
success factors that need to be verified in ensuring the
quality of GIS in DM. Identified success factors are
classified into several broad categories as (a) Political
Leadership Support - Legislation, Directives & Policy and
Project-wide Champion, (b) Inter-agency Collaboration —
Trust, Relationship, Compatibility, (c) individual Agency
Capacity - Agency Top-management Support, IT Capability,
Costs, and Process Security, and (d) Agency Benefits —
Benefits and Risks.

A. Political Leadership Support

Political leadership or project-wide champion refers to
the existence of an organization that is committed to
implement and oversee GIS initiative at the higher or
national level. Landsbergen & Wolken [41] stated that
interoperability projects among government agencies were
more easily implemented when there was a common
executive leadership. In the context of DM initiative in
Malaysia, the project-wide champion can be the National
Security Division under the Prime Minister Department that
is committed to implement and oversee information and
knowledge is shared by the government agencies such as
Public Works Department, Department of Irrigation &
Drainage, Meteorological Department, Agency of Remote
Sensing, Town & Urban Planning Department, and Minerals
& Geosciences Department.

Legislation and policy have strong influence on the
quality of information and knowledge sharing across
organizations, especially for organizations in the public
sector [37] [53] [52] [41] [42]. According to Wilson [50], in
a complex political environment, government agencies are
influenced and supervised by president and legislatives such
as congress. In addition, government agencies also need to
cope with pressures from citizens and courts, and lobbying
from interest groups [51]. Researchers point out that legal
and policy regulations can facilitate relationship building,
risk reducing, and trust developing in inter-organizational
information sharing projects when specific guidance such as
how to utilize information is proposed [53] [52] [54] [55]
[56]. They also claim that the lack of legislative support to
assure the privacy and confidentiality of shared information
can impede inter-organizational information sharing in the
public sector. A suitable policy to protect information
privacy is critical. The approach will also alleviate the
concerns of general public by increasing their trust in the

interoperability of government projects [41] [42]. In
addition, Bajaj and Ram [57] suggest that multiple players
should be involved when determining what information to
share in the public sector. The multiple players are privacy
advocacy groups, involving government agencies, and
legislatives [57]. Lastly, without support from legislatives
and policy, GIS can lose its priority and lack necessary
funding and resources to make the project sustainable [37]
[58].

B. Inter-agency Collaboration

The formulation, establishing and sustainability of inter-
organizational relationship rely heavily on trust building
between involved organizations [37] [41] [59] [60] [17]. In
addition to incentive and authority, trust is an alternative
approach to achieve inter-organizational information sharing
and collaboration [60]. However, trust in information sharing
and collaboration decreases due to concerns of losing
autonomy and information misusing by other organizations
to incur liabilities [61]. Some organizations are also anxious
that information and knowledge sharing to other
organizations can cause losing of valuable assets and
competitive advantages [17]. The lack of trust between
organizations is common in the private sector and in the
public sector where political conflicts exist [17]. Researches
also propose that the clarity of role and responsibility, the
respect for autonomy, and the appropriate exercise of
authority can help to build trust between participating
organizations in government information sharing [62].
Furthermore, a technology mechanism to build a secured
information sharing environment also helps to increase the
trust among government agencies to share information [63].

Inter-agency relationship or social networks refers an
agency has formed or has been forming close social
relationships with other agencies. Social network researchers
have examined the role of weak versus strong ties in the
acquisition of novel information. Weak ties are more likely
than strong ties to be bridges to socially distant regions of a
network and, therefore, new information. Successful
participation by key DM-related organizations in pre-
disaster, consensus-building emergency planning processes
can lead to strengthening inter-agency relationships that
improve information sharing and the effectiveness of DM
activities [64]. Such inter-agency preparedness can play a
role in the response stage for early warning, evacuation plans
and strategies, and detailed situation reports on ongoing
disasters [65] [66].

Compatibility refers to the degree to which participation
in government information sharing with other agencies is
perceived as being consistent with existing information
systems, tasks, and the current needs and objectives of the
local agency [67]. Caudle [68] found that the integration of
data processing, office automation technologies and
telecommunication networks is required to prevent the
incompatibility of technologies. Researches indicate that
information and knowledge sharing may involve complex
interactions between involving organizations [69] [53] [54]
[17] [60]. They claim that organizations can have different



missions, visions, values, and cultures and may spread in
different geographic areas to make communication difficult
and inefficient. For instance, Drake et al. [69] point out that
cultural difference between government agencies is a barrier
to cross-boundary information and knowledge sharing.
Furthermore, government organizations can have competing
interests. It is not an easy job to have several government
organizations target on one shared objective when they have
diverse organizational values [51] [70]. Researches point out
that, if each organization focuses on respective self-interest,
it is difficult to align the mission, to achieve the agreement,
and to identify the shared goal of inter-organizational
collaborations [51] [62]. They believe that negotiation and
commitment development are critical to foster the inter-
agency compatibility, when conflicts and risks are created
during information and knowledge sharing processes.

C. Individual Agency Capacity

Agency top-management can be utilized as an authority
force to promote cross-boundary collaboration between
organizations [71]. By providing vision, guidance, and
resources, top management support can help to initiate and
implement cross-boundary information sharing [59]. Gil-
Garcia et al. [53] propose how top-management of agency
influences inter-organizational information sharing in the
public sector. They believe that top-management of
government agencies play an important role in dealing with
information sharing initiatives to serve and solve public
problems. In their proposed model, top-management is
exercised and manifested through executive involvement,
formal authority, and informal leadership. Executive
involvement can help information sharing initiatives through
supporting informal leaders, respecting autonomy of
participating organizations, encouraging employees to
participate, and providing financial resource. Formal
authority can help to build agreement among participating
organizations, create an environment to develop appropriate
and effective strategies, and bring key actors to get
continuously committed and involved. Lastly, informal
leaders can help to build trust among participants, facilitate
interactions of participants of various backgrounds, provide
localized solutions to complex problems, and clarify roles
and responsibilities of participants in the collaborative
process [53].

Zhang and Dawes [58] point out that with the
advancement of ICT, the effectiveness and efficiency of
inter-organizational information sharing and collaboration
can be enhanced. Chau et al. [72] claim that with the growth
of the Internet, information among government agencies can
be more easily shared than before. Information and
knowledge becomes an important exchanged asset in the
network of cross-boundary interaction [42]. However,
different organizations may have various types of hardware
and software in their information systems that can cause
challenges in inter-organizational information sharing. It
becomes a very challengeable task to integrate
heterogeneous information systems of different platforms,
data standards, schemas and qualities [72] [37] [51] [53]

[44] [62] [42] [54]. Therefore, methodologies such as XML
standard are applied to help integrate heterogeneous
databases that have inconsistent data structures and
definitions [57].

Furthermore, the lack of resource e.g. budget and staff in
government agencies can also hamper inter-agency
information sharing initiatives [45]. Because of limited
resource, an agency that can be the information provider may
focus on other urgent issues within its own organization
when the immediate benefits of sharing information cannot
be foreseen by the agency [41] [42]. However, although the
short-term cost involved in cross-boundary information
sharing may be high, one of the long-term advantages is
actual cost saving. In addition, Pardo and Tayi [17] point out
that organizations tend to compare reward and risk before
sharing information and knowledge. They claim that, through
the perspective of transaction cost economics theory,
incentive plays an important role to cross-boundary
information sharing. Agencies spent their resources such as
budget, staff, network, and time to collect information and
build up knowledge. Therefore, without appropriate
compensation, agencies often are not willing to share their
information and knowledge with other agencies [72] [17].

In terms of operational processes, the lack of an explicit
mechanism of work management (including monitoring,
control, communication, checking of work procedures, and
sharing and integrating tasks and responsibilities) causes
both internal and external collaborative procedural problems
[45]. Better understanding of the nature of collaboration
across organizations can also produce benefits. It is easy to
confuse between responsiveness with collaboration. The lack
of a definition of accountability for each individual
organization or agency in different levels of jurisdiction of
DM, and unclear agreements among them, causes difficulties
in establishing effective collaborative operational processes
[45]. Disasters will inevitably produce calls for
responsiveness in operations, but an effective response is
unlikely to happen without prior collaboration and sharing of
information [73]. Vigoda [74] helps to clarify this issue
when he argued that New Public Management notions of
responsiveness have also been accompanied by “a lower
willingness to share, participate, elaborate, and partner with
citizens.” Responders can be blinded by their own good
intentions.

D. Agency Benefits

Kolekofski and Heminger [75] claim that organizational
members’ beliefs have impact on their attitude and intention
to share information. Some organizational members may
always question why individuals require the information they
possess, while others always keep an open-mind to the
requests of their own information [75]. According to Willem
and Buelens [71], people are only willing to share their
knowledge when they feel that they are protected against
opportunistic people. Hence, in information and knowledge
sharing, trust between the involved individuals is critical
[42]. Trust can enhance better communication to facilitate
information sharing [76]. Trust can promote efficient sharing



of information and knowledge among organizational
members because of trustworthiness of each other in their
interaction and work ([71]. Jarvenpaa and Staples[77] also
claim that sharing of information and knowledge relies on
trust of the other party without requesting immediate
reciprocal return. The lack of trust among organizational
members can create barriers to information sharing in an
organization [78].

VI. CONCLUSION AND FUTURE WORKS

This study has identified a list of success factors to be
considered as key enablers for ensuring the quality of GIS in
DM and risk reduction. These factors are classified into: a)
Political Leadership Support covering Legislation, Directives
& Policy and Project-wide Champion, (b) Inter-agency
Collaboration encompassing of Trust, Relationship, and
Compatibility, (c) Individual Agency Capacity encompassing
Agency Top-management Support, IT Capability, Costs,
and Process Security, and (d) Agency Benefits — Benefits
and Risks. Future works involve the formulation of a
research model, developing a research instrument, and
conducting interviews with DM experts, where key enablers
can be established in Malaysia. This understanding will
assist the government officials in developing alternatives for
enhancing their inter-agencies information and knowledge
sharing in DM and risk reduction more effectively.
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