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ABSTRACT

In this project, the issued discuss is about design and implementation of
voice security system in MATLAB and JAVA. Voice sccurity in this
proposal will be focusing on two techniques, which are scrambling and
encrypting. The ultimate purpese of this proposal is to differentiate which is
the best technique can be used to cnsurc the confidentiality of the
transmitted audio signal. Beside that, three algorithm will be discussed
further which are consist of scrambler algorithm, naive algorithm and
selective bit encryption algorithm. The standard that will be used to simplify
and accomplish the project is Advanced Encryption Standard. This project is
tested by using MATLAB version 7.6, JavaTM2 SDK, Standard Edition,
v1.4 and Window Sound Recorder.

9.1 [INTRODUCTION

The study of voice security is helping us to utilize all the technologies that
we have especially in sharing information using voice medium. A voice
security system is uscd in order to ensure end-to-end security for speech in
real time communication systems such as GSM system, PGPfone, VolIP,
telephone and radios. In this case, two functions will be defined thoroughly
in this proposal afterward. The functions are scrambling and encrypting,
Basically scrambling is related on the analog signal meanwhile encrypting is
related to discrete signal. Through simulation from Matlab coding, it 1s the
best method in understanding how the audio signal is being scrambled and
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