Past, Present and Future

1
f““01101”11000101011101010101100

11, 010100 0100
19;1019300291111001010101018 ¢

1111110101
00101000 4101000y
11101530 111010101001011000011§}Pnu\\\
1131011 101010001001001010110131 “\um
91010 101011010101 t001y
1017, 501101010001100 1101001010100, 14
11000110101010011011 1000110101010011\)11
| 11010101011000101111101010101100010111

111 >
010101000100111101101010100“100111})11

110101010011011 1010110101000

< PR

<hri Taha Al Sha

11g;  eo20 1010010 10wS
J10100019g; pp10101} é 0110’
0011010110101010% g
10001100 110100127501
015,910011011 100011027040
010100010111110101013001100
oy 11 111101011010101011
1y, Y0g 3000110110101%1000100
19,019;0011110 1101017541050
011933 10101297
010197 110101°
110p1p0 10101




Cryptography: Past, Present and Future

Imad Fakhri Taha Al Shaikhli

IIUM Press



Published by:
ITUM Press

International [slamic University Malaysia

First Edition, 2011

CHUM Press, lTUM

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any
form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without any prior written
permission ol the publisher.

Perpustakaan Negara Malaysia Cataloguing-in-Publication Data

Imad Fakhri Taha Al-Shaikhli
Cryptography: Past, Present and Future
Imad Fakhri Taha Al-Shaikhli

ISBN: 978-967-418-091-1

Member of Majlis Penerbitan [limiah Malavsia - MAPIM
(Malaysian Schaolarly Publishing Council)

Printed by
UM PRINTING SDN. BHD.
No. 1. Jalan Industr Batu Caves 1/3
Taman Perindustrian Batu Caves
Batu Caves Centre Point
68100 Batu Caves
Selangor Darul Ehsan



TABLE OF CONTENTS

Dedication
Preface

Acknowledgement

PART 1 Classical Cryptography i

Chapter One Introduction 3.9
- Imad Fakhri Taha Al Shaikhli

Rusydi Hasan

Nurhidayah Binti Abdulrashid

Faizurimawaty Bt Padzilah

Nabilah Bt Abd Rahman

Chapter Two Monoalphabetic Substitution Cipher
- Imad Fakhri Taha Al Shaikhli

- Rusydi Hasan

- Nurhidayah Binti Abdulrashid
- Faizurimawaty Bt Padvilah

- Nabilah Bt Abd Rahman

Chapter Three Polyalphabetic Subsitution Cipher
- Imad Fakhri Taha Al Shaikhh

- Rusydi Hasan
- Nurhidayah Binti Abdulrashid
- Faizurimawaty Bt Padzilah
- Nabilah Bt Abd Rahman
Chapter Four Machine-Based Cryptography
- Rusydi Hasan
- lmad Fakhri Taha Al Shaikhli
- Nurhidayah Binti Abdulrashid
- Faizurimawaty Bt Padzilah

- Nabilah Bt Abd Raliman
PART Il Modern Symmetric-Key Cryptography

11-16

17-23

Chapter Five Block and Stream Cipher
- Sufyan Salim Mahmood Al Dabbagh 33-38
- hmad Fakhri Taha Al Shaikhli
- Muhammad Fadil Lubis
- Usman bin Mohd Azhar
- Nopan Ziro Ando

Chapter Six Data Eneryption Standard (DES)

- Imad Fakhri Taha Al Shaikhli 39-46



- Sufyan Salim Mahmood Al Dabbagh
- Muhammad Fadil Lubis

- Usman bin Mohd Azhar

- Nopan Ziro Ando

Chapter Seven Advanced Encryption Standard(Rijndael)
- Sufvan Salim Mahmood Al Dabbagh

- Imad Fakhn Taha Al Shaikhli
- Muhammad Fadil Lubis
- Usman bin Mohd Azhar

- Nopan Ziro Ando
Chapter Eight Trivium and Rabbit Stream Cipher
- Imad Fakhri Taha Al Shaikhli,

- Sufyan Salim Mahmood Al Dabbagh
- Muhammad Fadil Lubis
- Usman bin Mohd Azhar
- Nopan Ziro Ando
PART III Hash Functions

Chapter Nine Introduction
- Khanssaa Munthir Abdulmajed
- Imad Fakhri Taha Al Shaikhli
- Sutvan Salim Mahmood Al Dabbagh
- Ahmad IFandr Abdul Matin
- Sibomana Hilali Hussein
Chapter Ten Message Digest (MDX) Family
- Imad Fakhn Taha Al Shaikhh
- Sufyan Salim Mahmood Al Dabbagh
- Khanssaa Munthir Abdulimajed
- Ahmad Faridi Abdul Matin

- Sibomana Hilah Hussein
Chapter Eleven SHA family hash function
- Khanssaa Munthir Abdulmajed

- Imad Fakhn Taha Al Shaikhli
- Sufyan Salim1 Mahmood Al Dabbagh
- Ahmad Fandi Abdul Matin

- Sibomana Hilali Hussein
Chapter Twelve RIPEMD and Chameleon Hash Function

- Sufyan Salim Mahmood Al Dabbagh
- Imad Fakhri Taha Al Shaikhli

- Khanssaa Munthir Abdulmajed

- Ahmad Faridi Abdul Matin

47-52

53-61

63

65-72

73-80

31-87

89-96



- Sibomana Hilali Hussein

PARTIV Public Key & Digital Signature Schemes 97

Chapter Thirteen Rivest-Shamir-Adleman (RSA)
99-105
- Igram Mohammed Hayck

Imad Fakhr Taha Al Shaikhli

Sufyan Salim Mahmood Al Dabbagh

Kusai Abu Hilal

Chapter Fourteen Cryptanalysis of RSA
- Imad Fakhri Taha Al Shaikhli 107-112

- Sufyan Salim Mahmood Al Dabbagh
- lgram Mohammed Hayck

- Kusal Abu [Hilal
Chapter Fifteen Digital Signature Algorithm

- Sufyan Salim Mahmood Al Dabbagh
- Imad Fakhri Taha Al Shaikhli

- Igram Mohammed Hayck

- Kusai Abu Hilal

113-115

Part V Zero-Knowledge Proof 16
Chapter Sixteen Background of Zero-Knowledge Proof
- Imad Fakhri Taha Al Shaikhli
- Rusydi tHasan
- Siti Khairunnisa Mohd Bakri
- Nur Dalilah Bt More Yusoft
- Nur Khairunnisa Bt Juarah

Chapter Seventeen Interactive Proof Systems
- Rusydi Hasan

- Imad Fakhri Taha Al Shaikhh
- St Khainmnisa Mohd 13akn
Nur Dalilah Bt More Yusoft

- Nur Khainunnisa Bt Juarah
Chapter Eighteen Zero-Knowledge Proof
- Imad Fakhri Taha Al Shaikhli 127-132

- Rusydi Hasan

117-120

121-126



- Siti Khairwwtisa Mohd Bakrni
- Nur Datilah Bt More Yusoff

- Nur Khairunnisa Bt Juarah
Chapter Nineteen Feige-Fiat-Shamir Identification Scheme
- Rusydi Hasan

- Imad Fakhri Taha Al Shaikhli

- Siti Khairunnisa Mohd Bakri

- Nur Dalilah Bt More Yusoff

- Nur Khairunnisa Bt Juarah
Part VI Secret Sharing

Chapter Twenty Introduction
- Muhammad Israfil
- Imad Fakhri Taha Al Shaikhh
- Sufyan Salim Mahmood Al Dabbagh
Chapter Twenty One Shamir’s Threshold Scheme
- Imad Fakhri Taha Al Shaikhli
- Sufyan Salim Mahmood Al Dabbagh
- Muhammad Israfil
Chapter Twenty Two Blakely’s Secret Sharing Scheme
- Sufyan Salim Mahmood Al Dabbagh
- Imad Fakhri Taha Al Shaikhli
- Muhammad Israfil

Part VII Quantum Cryptography

Chapter Twenty Three Quantum Cryptography
- Azeddine Messikh

Vi

133-138

139
141-146

147-150



12. RIPEMD and Chameleon Hash Function

Sufyan Salim Mahmood Al Dabbagh

Imad Fakhn Taha Al Shaikhli

Khanssaa Munthir Abdulmajed

Ahmad Fandi Abdul Matin

- Sibomana Hilali Hussein

ABSTRACT

In this article we will talk about the description of RIPEMD and Chameleon llash
Function. Also we will introduce into RIPEMD, RIPEMD-160 and their security. Also.
we will talk about the Chameleon digital signatures property, Process of Chameleon hash

function and the sceurity of Chameleon hash function.

BACKGROUND OF RIPEMD

RIPEMD (Race Integrity Primitives Evaluation) hash valuc algorithm that was based on
the implementation of MD4. Due to its weakness, improved versions were designed Preneel
(1997). The most popular of which is RIPEMD-160. Other versions were developed, notably:
RIPEMD-128. RIPEMD-256, RIPEMD-512. RIPEMD is considered as the first algonthm to

efficiently use the 32-bil processers that were in use at that time.

One unique technique that the RTPEMD uses is that it uses two paralle! versions of MD4
in its compression function. The two versions of MD4 used in the compression function only
differ in round constants uscd by cach MD4 version. At the ending the compression [unction. the

words of right and left halves of the MD4 are added.
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