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28. WEB APPLICATION - WHAT
MAKES IT SECURE OR INSECURE?

Normaziah A, Aziz and Nor Harisah Zainuddin
Department of Computer Science, Kulliyyah of Information and
Communication Technology, International Islamic University Malaysia,
Malaysia

ABSTRACT

Web applications are among technologies that support the efficiency of our
daily activities. Despite the convenience and productivity they can offer, the
applications’ security loopholes may cause us a hefty amount of unpleasant
suffering. Hence, web application developers and users need to understand
what causes the applications to be secure and insecure. This chapter discusses
some of the characteristics of secure and insecure web applications. Having
known these features will make the software development team (designer,
developer and tester) incorporates the important preventive measurements.
As for customers and users, they can benefit the knowledge by knowing what
needs to be in placed to ensure their applications are not vulnerable.

28.1 INTRODUCTION

Our everyday life activities are presently operationalized on computer
network infrastructure, with web as the application platform. Such
advancement of technology has remarkably improved the efficiency and
convenience of business transactions, marketing analysis and forecasting,
research collaborations, and also social networking. Nevertheless, security
obstacles arise as part of a major challenge in the domain of web
applications.Can we make the web a secure platform for us? Surely, we can.
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