
Scopus

Document details

  10 of 10

An analysis  of information  security  awareness  within home and work
environments (Conference Paper)

,  ,   

Centre for Security, Communications and Network Research (CSCAN), University of Plymouth, Plymouth, PL4 8AA,
United Kingdom
International Islamic University Malaysia, Kulliyyah of ICT, Department of IS, P.O. Box 10, 50728, Kuala Lumpur,

Malaysia
School of Computer and Information Science, Edith Cowan University, Perth WA, Canada

Abstract
As technology such as the Internet, computers and mobile devices become ubiquitous throughout society, the need to
ensure our information remains secure is imperative. Unfortunately, it has long been understood that good security
cannot be achieved through technical means alone and a solid understanding of the issues and how to protect
yourself is required from users. Whilst many initiatives, programs and strategies have been proposed to improve the
level of information security awareness, most have been directed at organizations, with a few national programs
focused upon home users. Given people's use of technology is primarily focused upon those two areas: the workplace
and home, this paper seeks to understand the knowledge and practice relationship between these environments.
Through the survey that was developed, it was identified that the majority of the learning about information security
occurred in the workplace, where clear motivations, such as legislation and regulation, existed. It was also found that
user's were more than willing to engage with such awareness raising initiatives. From a comparison of practice
between work and home environments, it was found that this knowledge and practice obtained at the workplace was
transferred to the home environment. Given this positive transferability of knowledge and the willingness to learn
about how to remain secure, an opportunity exists to move away from specific organizational awareness programs and
to move towards awareness raising strategies that, whilst deployed in the organization, will develop an all-round
individual security culture for users independent of the environment within which they are operating. © 2010 IEEE.

SciVal Topic Prominence 

Topic: 

Prominence percentile: 98.250

Author keywords
Information security Information security awareness Security culture Security management

Indexed keywords

Engineering
uncontrolled terms

Awareness raising Home environment Home users Information security

Information security awareness National program Organizational awareness

Security management Work environments

◅ Back to results ◅ Previous

 Export  Download  Print  E-mail  Save to PDF ⋆ Add to List  ▻More...

View at Publisher

ARES 2010 - 5th International Conference on Availability, Reliability, and Security
2010, Article number 5438096, Pages 196-203
5th International Conference on Availability, Reliability, and Security, ARES 2010; Krakow; Poland;
15 February 2010 through 18 February 2010; Category numberP3965; Code 80252

Talib, S.a,b
 Clarke, N.L.a,c

 Furnell, S.M.a,c
 

a

b

c

 View references (32)



Security of data | Societies and institutions | Security compliance



PlumX Metrics
Usage, Captures, Mentions,
Social Media and Citations
beyond Scopus.

Metrics 

37 Citations in Scopus

97th percentile

5.31 Field-Weighted

Citation Impact

Cited by 37 documents

, 
(2020) Advances in Intelligent
Systems and Computing

,  ,

(2019) Conference on Human
Factors in Computing Systems -
Proceedings

,  , 

(2019) Computers in Human
Behavior

Inform me when this document
is cited in Scopus:

 

❓  ▻View all metrics



Cyber resilient behavior:
Integrating human behavioral
models and resilience
engineering capabilities into
cyber security

 van der Kleij, R. Leukfeldt, R.

“If it’s important it will be a
headline”: Cybersecurity
information seeking in older
adults

 Nicholson, J. Coventry, L.
Briggs, P.

Investigating and comparing the
predictors of the intention
towards taking security measures
against malware, scams and
cybercrime in general

 Martens, M. De Wolf, R. De
Marez, L.

View all 37 citing documents

Set citation alert ▻

 ▻Set citation feed

https://www-scopus-com.ezproxy.um.edu.my/home.uri?zone=header&origin=searchbasic
https://www-scopus-com.ezproxy.um.edu.my/results/results.uri?sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&offset=10&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&eid=2-s2.0-84941266573&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=8
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fARES.2010.27&locationID=1&categoryID=4&eid=2-s2.0-77952330680&issn=&linkType=ViewAtPublisher&year=2010&origin=recordpage&dig=5e4d6fa5c58e936eed4167d9ea1210bb&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=36054324400&amp;eid=2-s2.0-77952330680
mailto:shuhaili.talib@plymouth.ac.uk
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=8961310300&amp;eid=2-s2.0-77952330680
mailto:n.clarke@plymouth.ac.uk
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?authorId=7003551084&amp;eid=2-s2.0-77952330680
mailto:s.furnell@plymouth.ac.uk
https://www-scopus-com.ezproxy.um.edu.my/standard/help.uri?topic=12031
javascript:void(0)
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=citedby&eid=2-s2.0-85067489352&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=0
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=24336966400&zone=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=55836421200&zone=
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=citedby&eid=2-s2.0-85067600721&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=1
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=7402205382&zone=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=6505821148&zone=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=56228868300&zone=
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=citedby&eid=2-s2.0-85057199976&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=2
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=57204787348&zone=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=55574885300&zone=
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=citedby&authorId=24830473200&zone=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-77952330680&src=s&origin=recordpage
https://www-scopus-com.ezproxy.um.edu.my/results/rss/handler.uri?citeEid=2-s2.0-77952330680


References (32)

Engineering
controlled terms:

Human engineering Industrial management Laws and legislation Mobile devices

Engineering main
heading:

Security of data

Hinde, S.

(2004) Computer Fraud and Security, 2004 (11), pp. 13-15.  .

doi: 10.1016/S1361-3723(04)00136-8

Richardson, R.
2007 CSI computer crime and security survey
(2007) The 12th Annual Computer Crime and Security Survey.  .
Computer Security Institute

 

Harris interactive
(2009) Online Security and Privacy Study

 

Schneier, B.
(2000) Secrets and Lies.  .
Indiana: Wiley Publishing, Inc.

 

Richardson, R.
(2008) 2008 CSI Computer Crime & Security Survey.  .
Computer Security Institute

 

(2008) The 9th Information Security Breaches Survey.  .
BERR Department for Business Enterprise and Regulatory Reform & Pricewaterhouse Coopers, United
Kingdom

 

ISBN: 978-076953965-2
Source Type: Conference Proceeding
Original language: English

DOI: 10.1109/ARES.2010.27
Document Type: Conference Paper

 ▻View in search results format

     All Export  Print  E-mail  Save to PDF Create bibliography

1

Hacking gains momentum

Cited 3 times
http://www.elsevier.com.ezproxy.um.edu.my/locate/compfraud

View at Publisher

2

Cited 734 times

3

4
Cited 896 times

5
Cited 260 times

6 Cited 38 times

Related documents

,  , 

(2011) International Journal of
Mobile Computing and
Multimedia Communications

, 
(2012) Proceedings of the 2012
4th International Conference on
Computational Aspects of Social
Networks, CASoN 2012

, 
(2013) Conference Proceedings -
2013 2nd National Conference
on Information Assurance, NCIA
2013

 

Find more related documents in
Scopus based on:

Establishing a personalized
information security culture

 Talib, S. Clarke, N.L. Furnell,
S.M.

Study of internet security threats
among home users

 Xavier, U.H.R. Pati, B.P.

Information security awareness:
Comparing perceptions and
training preferences

 Farooq, A. Kakakhel, S.R.U.

View all related documents based
on references

 ▻Authors  ▻Keywords

https://www-scopus-com.ezproxy.um.edu.my/search/submit/references.uri?sort=plf-f&src=r&imp=t&sid=6473800018594a4a47e8ff1a11c0576e&sot=rec&sdt=citedreferences&sl=23&s=EID%282-s2.0-77952330680%29&origin=recordpage&citeCnt=1&citingId=2-s2.0-77952330680
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?eid=2-s2.0-9544241345&origin=reflist&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-77952330680&refeid=2-s2.0-9544241345&src=s&origin=reflist&refstat=core
http://www.elsevier.com.ezproxy.um.edu.my/locate/compfraud
https://www-scopus-com.ezproxy.um.edu.my/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1016%2fS1361-3723%2804%2900136-8&locationID=3&categoryID=4&eid=2-s2.0-9544241345&issn=13613723&linkType=ViewAtPublisher&year=2004&origin=reflist&dig=191de6de828cd6a1b3723c031158f0c4&recordRank=
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-77952330680&refeid=2-s2.0-3242808612&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-77952330680&refeid=2-s2.0-0003487308&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-77952330680&refeid=2-s2.0-0347178887&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/search/submit/citedby.uri?eid=2-s2.0-77952330680&refeid=2-s2.0-78049400376&src=s&origin=reflist&refstat=dummy
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-80052912536&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=0
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=36054324400&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=8961310300&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=7003551084&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-84874063629&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=1
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=55601089900&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=55600394300&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/record/display.uri?origin=recordpage&zone=relatedDocuments&eid=2-s2.0-84897678115&citeCnt=37&noHighlight=false&sort=plf-f&src=s&st1=An+analysis+of+information+security+awareness&st2=&sid=1209d40cbd400baa9bb9a3bde04bd4e9&sot=b&sdt=b&sl=52&s=TITLE%28An+analysis+of+information+security+awareness%29&relpos=2
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56102899800&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/authid/detail.uri?origin=recordpage&authorId=56102294400&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-77952330680&src=s&all=true&origin=recordpage&method=ref&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-77952330680&src=s&all=true&origin=recordpage&method=aut&zone=relatedDocuments
https://www-scopus-com.ezproxy.um.edu.my/search/submit/mlt.uri?eid=2-s2.0-77952330680&src=s&all=true&origin=recordpage&method=key&zone=relatedDocuments

