
Results for DETECTION OF … keyboard_arrow_right Detection of DSCP-based traffic prioritization manipulations and their impa…

Detection of DSCP-based traffic prioritization
manipulations and their impact on network
performance

By Rahman, MMH (Rahman, M. M. Hafizur) ; Alnaeem, M (Alnaeem,
Mohammed) ; Ibrahim, AA (Ibrahim, Adamu Abubakar) 

Citation Network

In Web of Science Core
Collection

0 Citations

46
Cited References

MENU

[1] 
[1] [2]

Web of Science™

English apps Products

 Research AssistantSmart Search Advanced Search Fuziah Arifin

add_alert Create citation alert

of 11

Free Full Text from Publisher View Full Text on ProQuest

Export 
expand_more

Add To Marked List 
expand_more

Cli
k t
vie
w
oth
er
rec
ord
s
tha
t
sh
re
ref
ere

4/8/26, 3:18 PM Detection of DSCP-based traffic prioritization manipulations and their impact on network performance-Web of Science Core Collection

https://www.webofscience.com/wos/woscc/full-record/WOS:001730920400009 1/14

https://www.webofscience.com/wos/woscc/summary/da388add-f247-47cd-8a2f-61d5cb199abc-01ab41d430/relevance/1
https://www.webofscience.com/wos/woscc/general-summary?queryJson=%5B%7B%22rowBoolean%22:null,%22rowField%22:%22AU%22,%22rowText%22:%22Rahman,%20M.%20M.%20Hafizur%22%7D%5D&eventMode=oneClickSearch
https://www.webofscience.com/wos/woscc/general-summary?queryJson=%5B%7B%22rowBoolean%22:null,%22rowField%22:%22AU%22,%22rowText%22:%22Alnaeem,%20Mohammed%22%7D%5D&eventMode=oneClickSearch
https://www.webofscience.com/wos/woscc/general-summary?queryJson=%5B%7B%22rowBoolean%22:null,%22rowField%22:%22AU%22,%22rowText%22:%22Ibrahim,%20Adamu%20Abubakar%22%7D%5D&eventMode=oneClickSearch
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://www.webofscience.com/wos/
https://www.webofscience.com/wos/woscc/smart-search
https://www.webofscience.com/wos/woscc/basic-search
https://www.webofscience.com/api/gateway?GWVersion=2&SrcAuth=GetFTR&SrcApp=WOS&DestURL=https%3A%2F%2Fct.prod.getft.io%2FY2xhcml2YXRlLHNwcmluZ2VyLE1UQXVNVEF6T0M5ek5ERTFPVGd0TURJMkxUUTBNelV3TFRZLFltSTROVGcwT0RBdE1ESmhNUzAwTmprNExXRmhNakl0WldGak5Ua3hOREpsWWpOaCxodHRwOi8vbmF0dXJlLmNvbS9hcnRpY2xlcy9kb2k6MTAuMTAzOC9zNDE1OTgtMDI2LTQ0MzUwLTY_dXRtX3NvdXJjZT1nZXRmdHImdXRtX21lZGl1bT1nZXRmdHImdXRtX2NhbXBhaWduPWdldGZ0cl9waWxvdA.lijjsGw0ud4SPzgiI_FGODB1WxZhD2asRL6jW24Z41s&DestApp=GetFTR&SrcItemId=WOS:001730920400009&SrcAppSID=EUW1ED0C15ZLCPm31mvkC0EOMdeZR&HMAC=afqClF3FajltgGsFHqGBskAiGQ4USCS4dECnBjZMMK0%3D
https://www.webofscience.com/api/gateway?GWVersion=2&SrcAuth=PQPLP&SrcApp=WOS&DestURL=https%3A%2F%2Fwww.proquest.com%2Fdocview%2F3324114236%2Fembedded%2FO9UGYEP3CHS9ZEYG%3Fpq-origsite%3Dwos&DestApp=PQP_ExternalLink&SrcItemId=WOS:001730920400009&SrcAppSID=EUW1ED0C15ZLCPm31mvkC0EOMdeZR&HMAC=VvNG25Iv6t80MIfwuzBq39DYXbCABmQ%2BWZ9PZmIe2jk%3D


Source

Volume: 16 Issue: 1

DOI: 10.1038/s41598-026-44350-6

Article Number 10637

Published MAR 30 2026

Indexed 2026-04-06

Document Type Article

Abstract Differentiated Services Code Point (DSCP) manipulations can distort
bandwidth allocation, expose security risks, and degrade performance,
yet they are difficult to detect in dynamic traffic. Dynamic traffic flows
and sophisticated evasion strategies make such operations difficult to
detect. Rule-based and classical machine learning methods cannot
detect DSCP-based traffic modifications properly. This study employs
deep learning models, including Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), and Long Short-Term Memory (LSTM),
to detect DSCP-based manipulations. A labeled dataset comprising
normal and manipulated traffic patterns was used for training and
validation. An ensemble approach combining CNN, RNN, and LSTM was
implemented to enhance detection accuracy. The model demonstrated
the highest detection accuracy, achieving 99.28% accuracy and making it
the most effective in distinguishing manipulated traffic from legitimate
flows. These findings highlight the potential of deep learning in securing
QoS mechanisms and mitigating DSCP-based traffic manipulation risks.
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The proposed model can enhance real-time traffic monitoring, ensure
fair bandwidth distribution, and prevent malicious exploitation. Future
work should focus on real-world deployment, federated learning for
cross-network adaptability, and explainable AI for improved
interpretability.
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