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Abstract

Abstract

The emergence of {orged enginesring degrees submitied (o the Board of Engineers Malaysia, fake diplomas issued by a lormer
coliege CEO, and online syndicates selling counterfeit academic credentials for RM1,500 to RM4,000 dlearly demonstrates the failure
of current institutional controls and emphasizes the urpent need (or a secure and unified verification system. This paper examines
the potential of blockchain technology as a transformative solution for academic certificate verification. This aligns with Malaysia's
National EdTech Policy and the 2018 rollout of the blockchain-based eScroll by the Ministry of Higher Education and six public
universities, as well as broader national stntegies including MyDIGITAL under the 41R Blueprint and Malaysia Blockchain
Infrastructure. The study reviews current implemeniations and research on blockchain-based systems, including case studies such
ax CredChain, EduTrost, and UTM-BADVES, which demonstrate practical viability and enhanced security. A detailed examination of
the eScroll system, developed by the International Islamic University Malaysia (1TUM), provides insights inio a localized application
ol blockchain for academic credentialing. The eScroll svstem utilizes a permissioned blockchain, enabling only authorized
institution, such as accredited universities and regulatory bodies 1o access, verily, and update academic credentials securely and
transparently. To ensure data integrity and tamper-resistance, the system employs cryptographic hash functions sach as SHA-286,

which generate unigue, immutable digital fngerprints of each credential. While the technology presents clear advantages, including
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