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Iris recognition has emerged as a critical biometric verification method,
valued for its high accuracy and resistance to forgery. However, traditional
convolutional neural network (CNN)-based models, despite their strength in
extracting local iris features, struggle to capture global dependencies, which
limits their generalization across different datasets. Additionally,
conventional classification-based approaches struggle to accurately verify
new individuals with limited training data. Thus, this study proposed a
hybrid CNN-vision transformer (CNN-ViT) model within a Siamese
network to enhance one-shot learning capability by combining CNN’s local
feature extraction with vision transformers (ViT’s) global attention. To
evaluate its performance, the hybrid model was compared with VGG16 and
ResNet under the same training conditions for 20 epochs. VGG16 and
ResNet rely on pre-trained models, whereas the hybrid CNN-VIiT model is
specifically designed to achieve this task with an increment to 98.9%
training accuracy, surpassing the TinySiamese model's benchmark accuracy.
It also attained a recall of 75%, demonstrating strong sensitivity in correctly
identifying positive matches. The hybrid model maintained an excellent
balance between learning and generalization by employing the binary cross
entropy (BCE) loss function. These findings contribute to the development
of efficient iris recognition systems, paving the way for advanced biometric
applications in financial transactions, border control and mobile security.
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1. INTRODUCTION

Iris biometric recognition is a sophisticated technology for identifying individuals based on the
unique patterns in human irises [1], [2]. The full process which comprising iris image acquisition,
segmentation, and feature extraction is crucial, as each phase significantly influences recognition
accuracy [3], [4]. Recent advancements have greatly enhanced the performance of iris recognition systems in
terms of accuracy, reliability, and usability. For instance, modern systems now operate effectively under
challenging conditions such as low-light environments or when the subject is in motion, making them
increasingly suitable for real-world applications [5].

This growing robustness has encouraged widespread adoption across various sectors like healthcare,
retail, and transportation, driving the rapid expansion of the global market for iris recognition access control
systems [6]. Furthermore, the integration of artificial intelligence (Al) and machine learning (ML) has played
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a key role in improving the precision and adaptability of these systems [7]. Innovations such as multimodal
biometrics, continuous authentication, and internet of things (10T) integration have pushed iris recognition
towards becoming a secure and scalable solution for identity verification [8].

In parallel with these developments, the rising computational power has fueled the emergence of
ML techniques like one-shot learning, which are particularly beneficial for biometric recognition tasks where
collecting large datasets is impractical [9], [10]. One-shot learning enables systems to accurately identify
individuals from a single example, significantly enhancing efficiency and applicability in security contexts
with limited training data [11], [12]. A prominent architecture supporting one-shot learning is the Siamese
network, which has proven effective for biometric recognition including iris recognition under data-scarce
conditions [13]. Siamese networks consist of two identical subnetworks that share parameters and are
designed to process pairs of biometric samples. By extracting feature vectors and computing similarity scores
based on the distance between these vectors, the model determines whether two inputs belong to the same
individual [14].

To further improve feature representation in iris recognition, researchers have explored the
integration of self-attention mechanisms into traditional convolutional neural networks (CNNs) [15], [16].
Inspired by human visual perception, these mechanisms help emphasize the most salient features in an image.
When combined with the Siamese architecture, attention-augmented networks enhance the system’s ability to
focus on distinctive iris patterns, thus boosting recognition accuracy. This hybrid approach has shown
promising results across various biometric modalities such as palmprint and facial recognition, underscoring
its versatility and effectiveness [13], [17].

While CNNs have been widely adopted for iris biometric verification due to their powerful feature
extraction capabilities, they still face notable limitations. Traditional CNN-based approaches often struggle to
generalize across varying image conditions such as noise, illumination changes, occlusions, or off-angle iris
images which are common in real-world environments. Moreover, CNNs can be heavily reliant on large-
scale, labeled datasets to learn effective representations, which presents a challenge in biometric contexts
where annotated iris datasets are often limited or imbalanced. These constraints reduce the scalability of
CNN-based systems when deployed in uncontrolled or resource-constrained settings.

To address these challenges, recent studies have turned to Siamese networks, which are particularly
suitable for scenarios with limited training data. The researcher [18], [19] explored the use of Siamese
networks for face recognition, targeting the challenge of acquiring labelled data. These studies adopted a
double-branch architecture and leveraged cross-entropy loss for binary classification, achieving results
comparable to supervised baselines despite utilizing an unsupervised learning setup. Likewise, [20] compared
two approaches for facial detection: one using CNNs combined with the k-nearest neighbours (KNN)
classifier, and the other applying a Siamese network for similarity-based classification. The comparative
results highlighted the flexibility and efficiency of the Siamese network in dealing with real-world variability
and data limitations.

Beyond facial recognition, Siamese networks have also shown strong performance in broader
domains such as image retrieval [21], one-shot learning for object recognition, medical imaging, and even
robotics, proving effective in contexts where traditional models falter due to data scarcity. In visual object
tracking, [14] illustrated how combining Siamese networks with discriminative correlation filters (DCF)
improved tracking accuracy and robustness. Similarly, [22] proposed innovative pair generation techniques
and feature fusion strategies that further enhance Siamese network performance in regression tasks. These
studies collectively emphasize the versatility and adaptability of the Siamese architecture across tasks that
require discriminative learning with limited data.

Despite the effectiveness, the performance of Siamese networks is still dependent on the quality of
the extracted features. To this end, we propose a hybrid CNN-vision transformer (ViT) model integrated
within the Siamese network framework to elevate feature extraction capabilities for iris biometric
verification. While CNNs excel at capturing local texture and spatial hierarchies, ViTs add the power of
global attention mechanisms that can represent long-range dependencies in the image, which is critical for
detecting subtle iris patterns. By combining these two architectures, the hybrid CNN-VIiT model captures
both detailed local features and global structural patterns, leading to more robust and discriminative
embeddings.

In summary, recent research confirms the effectiveness of Siamese networks across diverse domains
[23], showing promising outcomes in limited-data environments. Building on this foundation, the key
contribution of this study is the integration of a novel hybrid CNN-VIT model into a Siamese network
architecture. This approach significantly enhances feature extraction and discriminative learning, thereby
enhancing the system’s performance in real-world iris biometric verification scenarios.
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2. METHOD
This section will go over the Siamese network architecture, datasets, and performance matrix used
in this iris recognition verification.

2.1. Overview of siamese networks architecture

The Siamese networks architecture uses two identical branches of the hybrid CNN-VIT model to
process input iris image pairs illustrated in Figure 1, adopted and re-constructed from studies in [14],
typically used for tasks like similarity learning and verification. The proposed model incorporates a hybrid
CNN and VIiT within the Siamese network architecture, designed to enhance iris biometric recognition. By
integrating the hybrid model, the system combines the local feature extraction capabilities of CNN with the
global attention mechanisms of ViT, addressing challenges such as occlusion, lighting variations and noisy
data.

Encoding

NN fix)

[ —
(@) =g —p Differencing Layer
ris,
* o 5 Similarity
> ~ Score
G

Input

-
- -
Llris, xz_l
Hybrid flx)
CNN-VIT y
Encoding

Figure 1. The Siamese network architecture

a. Input and preprocessing stage

The process begins with two input iris images, x; and x, , which are passed through identical hybrid
CNN-VIT branches to extract feature embedding f(x). Preprocessing includes applying Gaussian Blur to
reduce noise, resizing the images to 128x128 pixels to standardize their dimensions, and normalizing pixel
values to scale them between 0 and 1. These steps ensure the network focuses on meaningful features rather
than irrelevant noise or inconsistencies in image quality. Preprocessing is vital for minimizing the effect of
lighting variations and ensuring uniformity, as any inconsistencies in this phase can propagate errors
throughout the system.

b. Feature extraction with the hybrid CNN-ViIT

The hybrid CNN-VIT model plays a central role in feature extraction, combining the strengths of
CNN and ViT. CNN layers focus on capturing local features such as edges, textures and fine details, while
the VIT layers use self-attention mechanisms to capture global relationships and contextual dependencies
within the iris images. This dual approach allows the hybrid model to address challenges like occlusions and
noisy data more effectively than traditional CNNs. The output of this phase is a high-dimensional embedding
vector, f(x), that represents the essential features of the input iris image in a robust and discriminative form.

c. Siamese architecture design

The Siamese network architecture ensures that both input images are processed identically using
two identical hybrid CNN-ViT branches. This shared-weight design guarantees that the same transformations
are applied to x; and x, , producing embeddings f (x;) and f (x,). By processing the images through identical
branches, the network avoids bias and ensures fair comparison of features. This architecture is key to
enabling the network to learn relationships between the embeddings of genuine pairs (same person) and
imposter pairs (different person) during training.

d. Differencing layer (Euclidean distance calculation)

After feature extraction, the embeddings f (x;) and f (x, ) are passed through a differencing layer to
calculate the similarity. The Euclidean distance, defined as in (1) is used as the similarity metric. A smaller
distance indicates high similarity, suggesting the images are of the same iris, while larger distance implies
dissimilarity. This differencing layer is fundamental to the Siamese network, as it quantifies the closeness of
the two embeddings in the feature space, which directly correlates with the verification decision.

d(xq,x3) = |[f (x1) —f(x2)||2 1)
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e. Similarity score computation

The calculated Euclidean distance is converted into a similarity score, which is compared against a
predefined threshold, T, to classify the input pair. If the distance is below T, the pair is classified as
"genuine," indicating that the two images belong to the same person. Conversely, if the distance exceeds T,
the pair is classified as an "imposter." The threshold T is determined during the validation process and is
critical to balancing the trade-off between false positives (FPs) and false negatives (FNs). This phase enables
real-time decision-making based on the computed similarity score.
f. Loss function

During training, binary cross entropy (BCE) is the loss function, which measures the difference
between the predicted similarity scores and the actual labels. BCE ensures that the network learns to produce
embeddings where genuine pairs are closer together and imposter pairs are farther apart in the feature space.
This training process enables the network to distinguish between similar and dissimilar iris images
effectively.

2.2. Dataset

The Chinese Academy of Science Institute of Automation (CASIA) dataset is a cornerstone in
biometric research, particularly for iris recognition. It offers a comprehensive collection of iris images that
are essential for developing and evaluating advanced iris recognition algorithms [24]. This study utilizes the
CASIA-IrisV1 dataset, a widely recognized subset of the CASIA database, to train and test a Siamese
Network for iris recognition. The dataset’s diversity and high-quality images make it an ideal choice for this
research. CASIA-IrisV1 comprises 756 grayscale images of irises from 108 individuals, with each individual
contributing seven different images of their iris. These images are stored in JPEG format, typically with a
resolution of 320x280 pixels. The dataset was captured using a specially designed sensor under controlled
indoor lighting conditions to ensure high-quality images suitable for biometric analysis. Each image is
annotated with the subject ID and the eye (left or right), providing essential metadata for training and
evaluating iris recognition algorithms. The training process involves creating pairs of images by using the
creates pair function, where each pair consists of either matching (same subject) or non-matching (different
subjects) irises. This pairing strategy helps the model learn to distinguish between unique iris patterns
effectively. The model's performance is assessed using accuracy, equal error rate (EER) and recall.

2.3. Model evaluations

Evaluating the performance of an iris recognition model requires a thorough understanding of
various metrics that provide insights into the model's effectiveness and reliability. In this study, the proposed
model was assessed using accuracy, EER, recall and loss functions. Accuracy provides a general overview of
how well the model distinguishes between similar and dissimilar pairs of iris images. Accuracy can be
measured using in (2):

Accuracy = S L — (2

TP +TN+FP+FN
where, true positive (TP) is the number of correctly identified similar pairs, true negative (TN) is the number
of correctly identified dissimilar pairs, FP is the number of dissimilar pairs incorrectly identified as similar
and FN is the number of similar pairs incorrectly identified as dissimilar. High accuracy implies that the
model correctly identifies most iris pairs, though it does not differentiate between types of errors (FP and
FN).

The EER provides a single value that summarizes the trade-off between security by minimizing
false acceptances and usability by minimizing false rejections [25]. Typically, EER is calculated by plotting
the receiver operating characteristic (ROC) curve, which depicts the trade-off between false acceptance rate
(FAR) and false rejection rate (FRR) at various threshold values. In contrast, recall measures the model’s
ability to correctly identify all true matches. It is the ratio of true positives to the total number of actual
matching pairs. High recall in iris recognition indicates that the model is effective at finding all true matches,
thereby minimizing FNs.

In this study, we also explore how well the model's predictions align with expected outcomes by
investigating the impact of different loss functions on the performance of a Siamese network for iris
recognition. Loss refers to the difference between the predicted output of a model and the actual target
value [26]. Specifically, we examine BCE, triplet loss, and contrastive loss, each of which has unique
characteristics that influence how the network learns to distinguish between similar and dissimilar iris
patterns. BCE is frequently used in binary classification tasks, where the objective is to classify pairs of
inputs as either similar or dissimilar. The network generates a probability between 0 and 1, representing the
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similarity between two inputs, and BCE is then used to calculate the loss between the predicted probability
and the actual label (1 for similar and O for dissimilar).

Triplet and contrastive loss are used in metric learning tasks, where the goal is to learn a distance
metric such that similar inputs are close together in the embedding space, and dissimilar inputs are far apart.
A triplet consists of an anchor, a positive example (identical to the anchor) and a negative example
(dissimilar to the anchor). Triplet loss is designed to ensure that the distance between the anchor and the
positive is smaller than the distance between the anchor and the negative by a specified margin. Whereas
contrastive loss calculates the distance between two embeddings. If the inputs are similar (same class), the
loss function encourages the network to minimize the distance between the embeddings. If the inputs are
dissimilar (different classes), the loss function encourages the network to maximize the distance between the
embeddings, up to a certain margin.

Loss is a critical metric used during the training of ML models to guide the optimization process and
improve the model's predictive performance. By minimizing the loss, the model’s parameters are adjusted
iteratively, leading to better alignment between the predicted outcomes and the actual targets. The choice of
loss function, whether BCE, contrastive loss or triplet loss for fine-grained discrimination, directly impacts
the model's ability to learn and generalize from data. Ultimately, the loss function's effectiveness determines
the model's success in accurately capturing the underlying patterns in the data, thereby enhancing its utility in
real-world applications.

3. RESULTS AND DISCUSSION

This section presents the experimental results of the hybrid CNN-VIiT model implemented within a
Siamese network for iris biometric verification. The discussion includes performance metrics, comparisons
with existing methods, and an analysis of the model’s strengths and limitations in addressing real-world
challenges.

A systematic evaluation approach was adopted to compare the implementation of a Siamese
network using three different models (hybrid CNN-VIT, VGG16, and ResNet). This evaluation involves
training and testing each model under the same conditions to ensure a fair comparison of their performance.
Specifically, a batch size of 16 was chosen for training, which refers to the number of training samples used
in one iteration to update the model’s parameters. This batch size balances memory efficiency and the
stability of gradient updates. Additionally, each model was trained for 20 epochs, where an epoch refers to
one complete pass through the entire training dataset. Training for 20 epochs ensures that the models have
sufficient iterations to learn the underlying patterns in the data without overfitting.

Table 1 compares the performance metrics of three different neural networks across three
performance parameters. The proposed hybrid CNN-VIiT model achieves the highest accuracy at 98.9%,
followed by VGG16 at 96% and ResNet V1 at 94.3%. VGG16 has the lowest EER at 0.0091, indicating the
best balance between false acceptance and rejection rates. Furthermore, the hybrid CNN-VIT has a recall of
0.75, indicating it correctly identifies 75% of the positive instances. In contrast, VGG16 and ResNet V1 have
a recall of 0.44 and 0.11, respectively indicating lower sensitivity in correctly identifying positive cases.
VGG16 shows a balanced performance with low EER, moderate recall, and high accuracy at 96.0%. In
comparison, the proposed model offers the best overall performance for iris recognition because it combines
high accuracy with the best recall, ensuring that most true matches are detected. Although its EER is slightly
higher than VGG16 model, the trade-off is worthwhile given its superior recall. This makes the proposed
model the most balanced and reliable choice for iris recognition, particularly in applications where correctly
identifying matches is crucial.

Table 1. Comparison of performance parameter
Accuracy  EER Recall
VGG16 96.0 0.0091  0.44
ResNet V1 94.3 0.0827 0.1
Hybrid CNN-ViT 98.9 0.0303 075

Table 2 provides a comparative study overview of the accuracy achieved by various biometric
systems using Siamese network architecture. The lip-based biometric system, achieved a notably high
accuracy of 98.24%, highlighting its effectiveness in distinguishing between individuals based on lip
movement or patterns. In contrast, a TinySiamese modality for a biometric system that evaluates fingerprint,
face, and gait recognition, produced various accuracies of 90.13%, 85.87%, and 98.39%, respectively,
demonstrating the strengths and weaknesses of each modality. Face recognition systems, as cited in the study
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[19], showed significant variability, with accuracies of 74.4%, indicating the challenges associated with
facial recognition due to factors like lighting, pose, and facial expressions. Finally, the hybrid CNN-ViT for
iris biometric in this study outperforms all the other approaches, achieving an accuracy of 98.9%, which
suggests that the chosen layers were particularly well-suited to this system. These design choices likely
contributed to its superior performance in biometric recognition, making it a highly effective and reliable
approach.

Table 2. Performance analysis of Siamese network in different biometric
Types of biometric Accuracy (%)

Lip-based [27] 98.24
Fingerprint 90.13
Face 85.87
Gait [28] 98.39
Face recognition [19] 74.4
Hybrid CNN-VIT 98.9

Furthermore, the study evaluated the impact of three distinct loss functions: BCE, contrastive and
triplet loss. Figure 2 shows the BCE (green line) steady and consistent decrease over the epochs, with
minimal fluctuations. The loss starts at 0.08 which is relatively high and quickly drops, stabilizing after a few
epochs. This pattern suggests that the model using BCE loss is efficiently learning the distinctions between
classes, leading to a fast convergence. The steady decline in loss indicates that the model is becoming more
confident in its predictions as training progresses.

Loss over Epochs

0.8 1
— Triplet Loss
0.7 ~ Training Loss
~ Constrastive Loss
0.6 1

0.5 -

0.4 -

Loss

0.3 4
0.2 ]
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Figure 2. Graph of BCE loss, contrastive loss and triplet loss

The contrastive loss graph shown in the red line indicates more fluctuations compared to BCE.
While the loss generally trends downward, there are significant spikes, particularly around the 7th and 8th
epochs. The spikes in this graph suggest that the model encounters challenging pairs of iris images, causing a
temporary increase in loss. However, the overall trends indicate that the model is still learning to differentiate
between similar and dissimilar pairs, with the loss stabilizing towards the later epochs.

The triplet loss represented by the blue line is the most fluctuating among the three loss functions,
with the loss starting at 0.4 and spiking to near 0.8 at the 3rd epochs then decreasing gradually, showing
consistent peaks and throughs throughout the training process. The fluctuating triplet loss suggests that the
model is continuously refining its decision boundaries, particularly for more challenging triplets. The gradual

Bulletin of Electr Eng & Inf, Vol. 14, No. 4, August 2025: 3101-3109



Bulletin of Electr Eng & Inf ISSN: 2302-9285 g 3107

decrease indicates that the model is slowly learning to enforce the margin between similar and dissimilar
pairs, but the process is more complex and requires more time to stabilize.

Based on the analysis of the three loss functions, BCE appears to be the most suitable loss function
for this specific task. The BCE loss demonstrates a steady and consistent decrease indicating that the model is
efficiently learning the distinctions between different iris classes. The quick drop and early stabilization of
the loss suggest that the model is confident in its predictions and converges faster compared to other loss
functions. On the other hand, contrastive loss and Triplet loss exhibit more fluctuations and instability during
training indicating that the models face challenges in consistently differentiating between similar and
dissimilar pairs, which may lead to slower convergence and potential overfitting, especially in a complex
dataset like the CASIA iris database. Therefore, given the stability and faster convergence of the BCE loss, it
is the most appropriate choice for achieving reliable and efficient performance in this iris recognition system.

4. CONCLUSION

The hybrid CNN-VIT model integrated within a Siamese network offers significant performance
improvements over traditional CNN-based approaches for iris biometric recognition. While CNNs are
effective at capturing local features, they often struggle with generalization and robustness, especially in the
presence of limited data, lighting variations, occlusions, and noise. By combining CNNs with ViT, the hybrid
model leverages both local feature extraction and global attention, enabling richer and more discriminative
iris representations. Compared to three baseline CNN models within the same Siamese architecture, the
hybrid CNN-VIT model consistently demonstrated superior generalization, maintaining high accuracy on
validation data and avoiding overfitting. Its efficiency in one-shot learning scenarios makes it ideal for
applications where labelled iris data is limited. Moreover, the model showed greater resilience under
challenging real-world conditions, making it a reliable solution for robust biometric authentication.

Despite its strengths, the model does present some limitations. Notably, the increased complexity
and longer inference time introduced by the ViT component may pose constraints for real-time or resource-
limited edge applications. Additionally, the model's performance, while robust, still depends on careful
preprocessing and balanced input pair generation, which may not always be feasible in uncontrolled
environments. Future work will explore optimization techniques to reduce computational overhead, such as
model pruning or knowledge distillation, to make the architecture more suitable for real-time deployment.
Moreover, incorporating advanced regularization methods and dynamic data augmentation strategies could
further improve generalization and reduce susceptibility to overfitting. Cross-dataset validation and testing
across diverse demographics and sensor types would also help assess the model’s scalability and fairness in
broader deployments.

Importantly, the study demonstrates the practical robustness of this approach for mobile and edge
deployment, where computational efficiency, memory constraints, and real-time performance are critical. By
achieving high verification accuracy in low-data scenarios, the hybrid architecture supports the development
of lightweight, secure, and reliable iris recognition solutions tailored for smartphones, embedded systems,
and loT-enabled security platforms. With targeted refinements such as model enhancement, pruning, or
knowledge sidtillation, this hybrid CNN-ViT Siamese network presents a strong foundation for next-
generation biometric authentication technologies that are not only accurate and robust but also scalable and
deployable in real-world environments.
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