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Preface

In the past decade, cloud computing has transitioned from a disruptive tech-
nology to a foundational infrastructure that underpins nearly every sector of our 
digital society. As organizations increasingly seek flexible, scalable, and efficient 
computing solutions, cloud computing has emerged as the driving force behind 
innovation, operational agility, and digital transformation. This edited volume, 
Cloud Computing’s Transformative Power in Computing Environments, is a compre-
hensive collection of research contributions that explore the evolving architecture, 
deployment strategies, and applications of cloud technologies while addressing the 
ethical, security, and integration challenges posed by emerging technologies such 
as AI, blockchain, IoT, and edge computing.

The goal of this book is twofold: first, to present readers with foundational and 
technical insights into cloud computing; and second, to explore its strategic appli-
cation across industries and disciplines. Each chapter delves into specific aspects 
of cloud computing, from architectural frameworks to AI-​integrated solutions, 
providing a multidisciplinary perspective that bridges theory and practice. The 
book brings together researchers, technologists, and academics from diverse regions 
and disciplines to provide a truly global and contextualized exploration of cloud 
computing’s transformative power.

CHAPTER OVERVIEW

Chapter 1: Essential Concepts in Cloud Computing

Fatima Ahmed Abdalla and Noor Asiah Rashid present a historical and con-
ceptual overview of cloud computing, tracing its roots, technological evolution, 
and foundational models. This chapter serves as a springboard for understanding 
subsequent discussions.



xvi

Chapter 2: Cloud Computing Architecture

This chapter, also authored by Fatima Ahmed Abdalla and Noor Asiah Rashid, 
dives into the structural design of cloud computing, detailing its front-​end and back-​
end components and the internet infrastructure that links them, while discussing 
advantages over legacy systems.

Chapter 3: Cloud Deployment Models

Azana Hafizah Mohd Aman and her co-​authors explore public, private, hybrid, 
and community clouds. The chapter focuses on strategic decision-​making, particularly 
regarding accessibility, scalability, and compliance in enterprise and IoT contexts.

Chapter 4: Cloud Service Models

This chapter outlines the core service models -​ SaaS, PaaS, and IaaS-​ while 
forecasting emerging trends like AI integration and serverless architecture. It equips 
organizations to choose appropriate service models for their evolving needs.

Chapter 5: Cloud Computing's Role in Digital Transformation

Salaheldin Edam illustrates how cloud adoption accelerates innovation across 
industries, including healthcare and manufacturing. He presents real-​world cases 
and forecasts trends such as edge computing and AI-​enabled services.

Chapter 6: Cloud Security and Privacy

Rubi Kadyan and her co-​authors address the pressing issues of data protection, 
regulatory compliance, and multi-​layered security using modern techniques like 
quantum cryptography, machine learning, and blockchain.

Chapter 7: Blockchain-​Based Security for Cloud Data Storage

Mamoon Saeed and colleagues examine how blockchain can be harnessed to 
secure cloud data, using mechanisms like smart contracts and distributed consensus 
to strengthen integrity, confidentiality, and transparency.



xvii

Chapter 8: Smart Clouds: Integrating AI, ML, and Blockchain

C.V. Suresh Babu and Sakthivel K. present an integrated framework for intelli-
gent cloud platforms that combine analytics, blockchain, and automation to meet 
the growing demand for secure and data-​driven cloud services.

Chapter 9: Synergizing Cloud and Blockchain Architectures

Sheraz Maki Mohd Ahmed and collaborators explore the complementarity of 
cloud scalability and blockchain immutability. The chapter provides insights into 
how this synergy can transform sectors like healthcare, finance, and governance.

Chapter 10: Integrated 5G and Edge Computing Framework

Ashok P. and a multidisciplinary team discuss how the convergence of 5G, edge 
computing, and cloud can address latency-​sensitive IoT applications. This chapter 
highlights innovations that redefine network performance and resource management.

Chapter 11: Enhancing IoT through Cloud Computing

Salaheldin Edam and co-​authors examine how cloud computing enhances IoT 
through efficient data handling, global scalability, and real-​time analytics, paving 
the way for resilient and intelligent ecosystems.

Chapter 12: Managing Cloud Services on Sensor 
Nodes for Wireless Energy Harvesting

Muhammed Zaharadeen Ahmed and colleagues highlight the importance of 
energy-​aware cloud service management on sensor nodes. The chapter focuses on 
integrating wireless energy harvesting to extend the lifespan of smart applications.

Chapter 13: Load Balancing in Cloud 
Computing with Genetic Algorithms

Abhipsha Das and her co-​authors delve into optimization techniques, especially 
Genetic Algorithms, for efficient load balancing. This chapter proposes an adaptive 
and scalable approach for handling dynamic cloud workloads.



xviii

Chapter 14: Cloud-​Based Predictive Analytics in Supply Chains

Rehab Ibrahim Ahmed Omer presents the transformative role of predictive 
analytics in supply chain optimization. Through cloud integration, companies gain 
real-​time visibility and improved decision-​making capabilities.

Chapter 15: Unbundling Cloud Computing 
in the Construction Industry

Sururah Bello and co-​authors analyze the interplay of cloud computing and 
emergent technologies such as BIM and IoT in the construction sector. This chapter 
provides a roadmap for digital transformation within one of the world’s largest and 
most traditional industries.

As we navigate an era defined by digitization and rapid technological evolution, 
this book offers a timely, essential resource for students, professionals, and decision-​
makers. We invite readers to explore the nuanced intersections of cloud computing 
with emerging technologies, security challenges, and real-​world applications—and 
to envision the future of computing shaped by the cloud.

Aisha Hassan Abdalla Hashim
International Islamic University, Malaysia

Zeinab E. Ahmed
University of Gezira, Sudan

Othman O. Khalifa
International Islamic University, Malaysia

Rashid A. Saeed
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