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Preface

On July 19, 2024, global IT disruptions sent shockwaves through critical
sectors, underscoring the cyber security issues that plague the world.
A CrowdStrike update caused Microsoft Windows to fail, impacting users
worldwide, including those in Malaysia. While initially claimed as not a
cyberattack, this disruption brought to light the vulnerabilities in critical
sectors. It was only two weeks later that Microsoft confirmed that the
outage was caused by a cyberattack, namely, a Distributed Denial of
Service ("“DDoS") attack* and a failure to defend against it properly.?

Earlier, the company issued an apology for the incident. The DDoS lasted
almost 10 hours and caused thousands of users to report issues with
Microsoft services. Less than two weeks after a major global outage
left around 8.5 million computers using Microsoft systems inaccessible,
impacting healthcare and travel, after a flawed software update by cyber
security firm CrowdStrike. Tony Fernandes, CEO of Capital A or formerly
AirAsia was recorded to demand compensation against Microsoft for the
said cyber security incident? However, there are no public records that
can confirm whether AirAsia is seeking to litigate the matter.

The incident mentioned above is just one of many recent events that
have deeply affected people around the world. Unfortunately, there is

1 Cloudfare, “"How to Prevent DDoS Attacks | Methods and Tools”, Cloudfare (2024),
available at https://www.cloudflare.com/learning/ddos/how-to-prevent-ddos-atta
cks/ (accessed March 28, 2025). A distributed denial-of-service (DDoS) attack disrupts
the operations of a server, service, or network by flooding it with unwanted Internet
traffic. At their worst, these attacks can knock a website or entire network offline for
extended periods of time.

2 Graham Fraser Jodo da Silva, “Microsoft Says Cyber-Attack Triggered Latest Outage”,
BBC News (2024), available at https://www.bbc.com/news/articles/c903e793w740
(accessed March 28, 2025).

3 Lionel Lim, “AirAsia’s Tony Fernandes Wants Microsoft Compensation for the
CrowdStrike Qutage: 'If I Delay My Flight, You Would Come after Me for a Refund’”,
The Star Online (2024), available at https://www.thestar.com.my/tech/tech-news/
2024/07/25/airasias-tony-femandes—wants-micr05oft—compensation-for—the—
crowdstrike-outage-if-i-delay-my-flight-you-would-come-after-me-for-a-refund
(accessed March 28, 2025).
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