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Abstract—The Internet of Things (IoT) is becoming
increasingly important due to its pervasive impact on various
aspects of modern society and its potential to drive significant
advancements in technology, industry, and everyday life. IoT
relies on various technologies, including wireless
communication protocols (e.g., Wi-Fi, Bluetooth, cellular),
sensors and actuators, cloud computing, and data analytics.
Researchers all around the world are working to improve the
performance of the IoT network. Until now, the realization of
full IoT has not been achieved and is not satisfactory
according to its vision. Still, IoT technologies are emerging
and expanding to meet the requirements of evolving new use
cases. This paper reviews state-of-the-art developments on
IoT by researchers, professionals, and IoT organizations. The
article also focuses on the economical, regulatory, and ethical
perspectives regarding the deployment of IoT. The paper also
evaluates and contrasts several IoT research tools such as the
testbed and simulator. At last, the article explores the path of
research on IoT that helps future researchers by providing
useful resources and strategic guidelines.
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1. INTRODUCTION

The Internet of Things refers to the network of physical
objects or ‘things’ embedded with sensors, software,
actuators, and other technologies that enable them to
connect and exchange data with other devices and systems
over the Internet. These devices collect and exchange data
with each other, often with a central server or cloud
platform, enabling them to communicate, interact, and
perform various tasks. The concept behind IoT is to enable
everyday objects to connect and communicate with each
other and the internet, creating a smart and interconnected
ecosystem. These objects can include a wide range of
devices, such as home appliances (e.g., smart thermostats,
refrigerators), wearable devices (e.g., fitness trackers,
smartwatches), industrial equipment, vehicles, and more.

IoT technology enables these devices to gather and
analyze data, monitor and control physical processes, and
automate tasks, leading to improved efficiency,
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convenience, and decision-making. IoT relies on various
technologies, including wireless communication protocols
(such as Wi-Fi, Bluetooth, and cellular networks), sensors
and actuators, cloud computing, and data analytics [1, 2].
It has applications in various domains, including smart
homes, smart cities, healthcare, agriculture, transportation,
manufacturing, and more.

Researchers all around the world are working to
improve the performance of the IoT network. Until now,
the realization of full IoT has not been achieved and is not
satisfactory according to its vision. Still, IoT technologies
are emerging and expanding to meet the requirements of
evolving new use cases. This paper thoroughly
investigates the current state-of-the-art of the Internet of
Things. The article delineates and evaluates several loT
research tools and techniques that would help the
researchers to innovate and validate their model for IoT
networks. The contents of the paper are organized as below.

Section I introduces the Internet of Things networks and
also discusses the contributions of the paper. Section II
describes the challenges and smart use cases of the IoT.
Section III discusses different IoT connectivity
technologies, requirements, and standards. Section IV
reviews the state-of-the-art of recent development of the
IoT and futuristic network. Section V focuses on the
economical, regulatory, and ethical perspectives for
feasible IoT deployment. Section VI discusses research
tools and techniques for the IoT network. Finally, Section
VII concludes the paper.

II. CHALLENGES AND PROMINENT APPLICATIONS

This section elaborates on the challenges and modern
use cases of the Internet of Things. Section II-A
investigates some challenges to deploying the IoT, Section
II-B summarizes prominent IoT use cases, and Section II-
C overviews the key technologies used for different IoT
applications.

A. Major Challenges

Massive deployment of IoT networks brings numerous
opportunities and advancements for the Internet of Things
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(IoT). However, it also introduces several challenges that
need to be addressed. Here are some of the key challenges
that are worth investigating in the future.

Security: With the massive increase in connected
devices, the security of the IoT ecosystem becomes a
critical concern. Future IoT networks (e.g., using 5G, 6G)
need to ensure robust authentication, encryption, and data
privacy mechanisms to protect against cyber threats,
unauthorized access, and data breaches.

Case Study: Securing Smart Home IoT Devices

Smart homes are equipped with IoT devices such as
smart locks, cameras, thermostats, and voice assistants,
which enhance convenience and efficiency. However,
these devices are vulnerable to cyberattacks due to weak
security measures, creating risks for users.

Example: To secure smart home [oT devices users can
take several measures such as using a strong and unique
password, enabling two-factor authentication, keeping
updated the firmware, and monitoring for unusual
activity [3].

Concerns: In smart homes, IoT devices often lack robust
security mechanisms and are vulnerable to:

e Unauthorized access due to weak or default
credentials.
Man-in-the-middle
communication.

° attacks

on  unencrypted
°

Mission-critical applications: Some IoT applications,
such as autonomous vehicles, remote surgery, or industrial
automation, require ultra-low latency and real-time
communication. Future IoT networks must provide
extremely low latency and high reliability to support these
mission-critical applications [4, 5].

Case Study: IoT in Mission-Critical Healthcare —
Remote Patient Monitoring

Mission-critical IoT applications are systems where
failures can lead to severe consequences, such as loss of
life, significant financial loss, or operational disruptions.
In healthcare, IoT plays a vital role in Remote Patient
Monitoring (RPM), ensuring continuous observation of
patients with chronic conditions or during recovery from
surgeries [6].

Example: A hospital has partnered with an IoT vendor
to implement an RPM system for serving patients with
cardiovascular conditions.

Concerns:

e Traditional monitoring is resource-intensive and also
not convenient for patients.
Early signs of critical conditions are often missed
without real-time monitoring.
Manual data collection is tedious and prone to errors
that lead to suboptimal treatment.

Data Management and Analytics: The massive influx of
data generated by IoT devices poses challenges in terms of
data storage, processing, and analytics [7]. Robust IoT
networks should have efficient data management systems,
edge computing capabilities, and advanced analytics tools
to derive valuable insights from the data deluge.

Case Study: IoT Data Management and Analytics in
Smart Agriculture

Data breaches and stealing sensitive user information.
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Agriculture is increasingly employing IoT to increase
productivity, resource utilization, and crop quality. IoT
devices produce a large volume of data, such as weather
conditions, soil quality, temperature, crop health, etc.
Managing and analyzing vast amounts of data effectively
is crucial for decision-making [8].

Example: In order to solve problems like crop diseases,
water shortages, and operational inefficiencies, an
agricultural company in Florida deploys an Internet of
Things-based precision farming system.

Concerns:

e Overwatering and underwatering cause reduced
yields and wasted water.

Responding to unfavorable weather conditions or
insect outbreaks is difficult due to the lack of real-
time information.

The lack of integration between disparate data
sources, such as sensors, drones, and weather stations
cause missing opportunities.

These challenges highlight the complexity and
multifaceted nature of implementing 5G and 6G-based IoT
networks. Addressing these issues will require
collaboration between stakeholders, including network
providers, device manufacturers, policymakers, and
security experts, to ensure a secure, reliable, and efficient
IoT  ecosystem. Since IoT technologies and
communication networks are evolving, it is crucial to
establish standardized protocols, frameworks, and policies
that ensure interoperability, security, and compliance.

B. Prominent Applications

The Internet of Things (IoT) has a wide range of major
applications across various industries and sectors. Fig. 1
shows several smart applications of the Internet of Things.
These applications highlight the versatility and
transformative potential of IoT across multiple sectors,
improving efficiency, safety, and quality of life.

A A

Smart Grid

Smart City

e

Smart Agriculture
i Smart Building
- G

77,48
N

Smart Home

Smart Health

Fig. 1. Internet of things applications.

C. Key Technologies

The applications of IoT are continuously evolving and
expanding as technology advances, providing new
opportunities for efficiency, data-driven decision-making,
and improved quality of life across various sectors. A
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variety of wireless communication technologies and
sensors are used to implement IoT applications. Table I

shows key technologies and sensors for different IoT smart
applications [9-11].

TABLE I. KEY TECHNOLOGIES FOR DIFFERENT IOT APPLICATIONS

Smart Applications Typical Uses Types of Networks Key Technologies IoT Sensors
Smart City —Monitoring air quality and control‘lmg polluFlon MAN, WRAN 5G. Wi-Fi, Satellite Humidity, Air & Qas,
—Traffic management and congestion reduction Level, Water quality
Industrial ToT —Quahty‘ contrql in manufacturing WPAN, WLAN Zigbee, Wi-Fi Cher}m(;al & Gas, Smol.<e,
—Supply chain and inventory management Proximity, Image, Motion
. —Vehicular communication for road safety WRAN, MAN A . Proximity, Piezoelectric
T t > > _F 1 > 11 s
ransportation —Tracking for logistics and delivery services WAN 3G, Wi-Fi, Satellite Ultrasonic, GPS
—Optimize energy distribution Voltage, Temperature,
Smart Grid 'p . &y . . WLAN, WAN 5@, Satellite Outage Detection, Dynamic
—Monitoring power transmission lines Li .
ine Rating
Smart Building ?Utlllty §eW1ce management WLAN Wi-Fi Tempgrature, Image,
—Security, parking, and space management Motion, Contact
Smart Home ~Security & surveillance WLAN, WPAN  Wi-Fi, Bluetooth | emperature, Gas &
— Regulate home appliances Smoke, Image, Infrared
Healthcare ~Remote patient monitoring WAN, WLAN  5G, Satellite, Wi-Fi ~ .mage, Temperature,
—Smart medical devices Pressure, Biomedical
Agriculture —Monitoring soil conditions and crop health WAN, WRAN LoRaWAN, 5G Temperature, Water

—Livestock tracking

Quality, Humidity, Image

II1. IOT TECHNOLOGIES, REQUIREMENTS, AND
STANDARDS

In this section, different [oT connectivity technologies,
cellular requirements, and standards for the IoT are
discussed elaborately.

A. Connectivity Technologies

IoT technologies for connectivity are essential for
enabling communication between loT devices and systems.
These technologies vary in terms of range, bandwidth,
power consumption, and application suitability. There are
several IoT technologies available for connectivity, each
with its own set of advantages and use cases. Here are
some popular IoT connectivity technologies:

Wi-Fi: Wi-Fi is a widely adopted wireless networking
technology that provides high-speed data transmission
over short distances [12, 13]. It is commonly used for IoT
applications within buildings or local areas where power
consumption is not a major concern.

Cellular networks: Cellular networks, such as 2G, 3G,
4G, 5G, and emerging 6G, provide wide-area connectivity
for IoT devices. Cellular networks offer good coverage and
reliability but may have higher power consumption
compared to other technologies [14].

Bluetooth: Bluetooth is a short-range wireless
technology commonly used for connecting IoT devices to
smartphones, tablets, or other nearby devices. Bluetooth
Low Energy (BLE) is particularly suited for low-power
IoT applications, such as wearable devices or sensors [15].

Zigbee: Zigbee is a low-power, low-data-rate wireless
technology designed for short-range communication in
home automation, smart lighting, and industrial
applications [16]. It operates on the IEEE 802.15.4
standard and supports mesh networking, enabling devices
to form self-healing networks.

Z-Wave: Z-Wave is a wireless communication protocol
designed specifically for home automation applications. It
operates in the sub-GHz range, providing good range and
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reliability [17]. Z-Wave devices form a mesh network,
allowing for easy expansion and coverage across a home.

LoRaWAN: LoRaWAN (Long Range Wide Area
Network) is a low-power, wide-area networking
technology that enables long-range communication for IoT
devices. It operates in unlicensed ISM bands (e.g., 868
MHz in Europe, 915 MHz in the US) and provides an
adaptive data rate (i.e., 0.3 kbps to 50 kbps) based on the
distance. It employs a Chirp Spread Spectrum (CSS) that
facilitates high interference resistance and extended range.
The range of LoRaWAN in urban areas is 2—5 km and in
rural areas is 15-20 km. This technology is optimized for
low-power devices that can operate on batteries for 5-10
years. Its payload size is 51-242 bytes and uses AES-128
encryption for secure data transmission. Some use cases of
the LoRaWAN are smart metering, agriculture,
environmental monitoring, and asset tracking [18].

NB-IoT and LTE-M: Narrowband IoT (NB-IoT) and
LTE-M (Long-Term Evolution for Machines) are cellular
technologies specifically designed for IoT devices. They
offer low power consumption, extended coverage, and
support for a massive number of connected devices. They
cater to the requirements of LPWAN applications but
differ in features, capabilities, and ideal use cases. The
bandwidth of NB-IoT and LTE-M are 180 kHz and 1.4
MHz respectively. While LTE-M provides a data rate of
up to 1 Mbps, NB-IoT provides only 2060 kbps. The
latency of LTE-M is very low (i.e., 10—15 ms) comparing
NB-IoT (i.e., 1.6-10 seconds). NB-IoT provides limited
mobility (no handover support) and LTE-M provides
seamless handover support.

NB-IoT is ideal for applications requiring low data rates,
extended battery life, and deep indoor or rural coverage
such as environmental monitoring, agriculture and smart
farming, smart metering, asset and goods tracking, utility
management, smart cities, healthcare, etc. [19]. LTE-M is
designed for applications that require higher data rates,
mobility, lower latency, and voice support such as smart
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transportation and logistics, wearable devices, healthcare
and medical devices, connected vehicles, consumer
electronics, industrial IoT (IIoT), Point-of-Sale (POS)
terminals, public safety and emergency services, etc. [20].
Sigfox: Sigfox is a Low-Power Wide-Area Network

(LPWAN) technology that operates on a dedicated global
network. It provides long-range coverage with low power
consumption, making it suitable for applications requiring
low data rates and long battery life.

TABLE II. COMPARISON OF PERFORMANCE OF DIFFERENT CONNECTIVITY TECHNOLOGIES

Performance
Zig-Bee Blue-tooth Wi-Fi Sigfox LoRaWAN NB-IoT LTE-M References
Criteria
Short-range
Smart homes, IoT Low-power, Low-power, wide-area Cellular [oT Cellular IoT with
Primary Use Case communication, IoT  High-speed internet [21-23]
networks wide-area IoT IoT applications mobility support
devices
Data Rate Up to 250 kbps 1-3 Mbps Up to 1 Gbps ~100 bps ~50 kbps ~250 kbps Up to 1 Mbps [7, 24, 25]
Latency Low (~30 ms) Very low (~10 ms)  Very low (~10 ms)  High (seconds) =~ Moderate (~1-10 s) Low (~1 s) Very low (<50 ms)  [11, 25]
Up to 100 m
~10 km (urban), ~5 km (urban), ~20 km
Range 10-100 m 10-100 m (indoor), >200 m ~10-15 km ~10-15 km [22, 23, 26]
~40 km (rural) (rural)
(outdoor)
Coverage Local Local Local/ Building Nationwide  Regional to nationwide Nationwide Nationwide [24, 27, 28]
ISM bands (868 ISM bands (868 Licensed LTE Licensed LTE
Frequency Band 2.4 GHz 2.4 GHz, 5 GHz 2.4 GHz, 5 GHz [22, 23, 26]
MHz/915 MHz) MHz/915 MHz) spectrum spectrum
Mobility Fixed devices Limited Limited No Limited Yes Yes [29, 30]
Energy
Low Moderate High Ultra-low Ultra-low Low Moderate [7,29]
Consumption
High (requires High (requires
Deployment Cost Low Low Medium Low Low [11,21]
carrier support) carrier support)
Device Cost Low Low Medium Very low Low Moderate Moderate [11,31]
Network Topology Mesh Point-to-point, star Star Star Star Cellular Cellular [21, 22, 26]
Scalability High Limited Medium Very high Very high High High [32,29]
AES encryption,
Strong encryption
Security network-specific WPA/WPA2/WPA3 Limited AES encryption Strong encryption  Strong encryption  [25, 29, 33]

(AES)
keys

These are just a few examples of IoT connectivity
technologies. The choice of technology depends on factors
such as range, power consumption, data rate, scalability,
and cost requirements of the specific IoT application.
Table II shows the comparison of the performance of
different connectivity technologies. Fig. 2 compares the
performance of different protocols graphically using bar
charts. Each bar chart represents one feature with a
normalized score of 0 to 1.

B. 3GPP Cellular MTC

Within the cellular context, the IoT connectivity
solution is referred to as Machine-to-Machine (M2M), and
within the 3GPP standardization body, it is referred to as
Machine-Type Communications (MTC) [29]. 3GPP
Cellular MTC (Machine Type Communication) refers to
the set of specifications developed by the 3rd Generation
Partnership Project (3GPP) for cellular networks to
support IoT devices and Machine-to-Machine (M2M)
communication. These specifications enable cellular
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networks to efficiently handle the unique requirements of
IoT applications, such as low-power devices, low data
rates, and massive device scalability. The 3GPP Cellular
MTC technologies include:

NB-IoT (Narrowband Internet of Things): NB-IoT is a
Low-Power Wide-Area Network (LPWAN) technology
that operates within existing cellular networks [33]. It
offers excellent coverage, long battery life, and the ability
to connect a large number of devices cost-effectively. NB-
IoT is designed for applications such as smart metering,
asset tracking, and agriculture.

LTE-M (Long-Term Evolution for Machines): LTE-M,
also known as Cat-MI, is another LPWAN technology
within the LTE standard [11]. It provides a balance
between data rates, power consumption, and coverage.
LTE-M supports voice, mobility, and other advanced
features, making it suitable for IoT applications like
wearables, industrial monitoring, and tracking devices.



Journal of Communications, vol. 20, no. 1, 2025

Normalized Score

Power Consumption (Inverted)

1.0

0.8

0.6

0.4

Normalized Score

0.2

0.0

+
O

&
&

&
RS
NP

10 Deployment Cost (Inverted)

Normalized Score

Normalized Score Normalized Score

Normalized Score

Data Rate

o

°©
'S

o
N

o
=)

Latency (Inverted)

B
[=]

o
)

o
)

o
>

°©
N

o
<)

Scalability

=
=]

o
©

o
o

o

IS

o
N

o
<)

%

()
<O
\)?/
&

‘2
S

Fig. 2. Graphical comparison of different wireless protocols.

Both NB-IoT and LTE-M technologies operate in
licensed spectrum, offering secure and reliable
connectivity with cellular network infrastructure. 3GPP
Cellular MTC technologies benefit from the existing
cellular infrastructure, including coverage, security, and
network management capabilities. They leverage the
wide-area coverage of cellular networks, making them
ideal for IoT deployments that require connectivity over
large geographic areas or in remote locations.

These technologies are continually evolving within the
3GPP standards to address the diverse needs of IoT
applications. As a result, cellular networks are becoming
more capable of supporting a wide range of IoT use cases,
enabling seamless connectivity, improved efficiency, and
interoperability in the IoT ecosystem.

C. MTC Requirements and Standards

MTC (Machine-Type Communication) refers to
communication between machines or devices in the
context of the Internet of Things (IoT).

D. MTC Requirements

MTC has specific requirements due to the
characteristics and needs of IoT devices. Here are some
common requirements for MTC:

Low Power Consumption: Many IoT devices operate on
limited battery power or have power constraints. Therefore,
MTC solutions need to optimize power consumption to
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ensure long battery life or efficient use of power sources
[11, 34]. This can be achieved through low-power
communication protocols, energy-efficient hardware
design, and power management techniques.

Wide Area Coverage: MTC devices may be deployed in
various locations, including remote or rural areas. To
support widespread IoT deployments, MTC solutions
should provide reliable coverage over a wide area,
including both urban and rural environments [35].

Scalability: IoT deployments often involve a massive
number of devices. MTC solutions need to support
scalability to accommodate a large number of connected
devices, ensuring efficient management, communication,
and data processing [36, 37].

Low Device Cost: 10T devices are often cost-sensitive,
particularly when deployed in large numbers. MTC
solutions should consider cost-effective hardware designs,
efficient communication protocols, and optimization
techniques to reduce the device cost and enable
widespread adoption.

Security and Privacy: MTC solutions need to address
the security and privacy concerns associated with IoT
devices. This includes robust authentication, encryption,
and access control mechanisms to protect against
unauthorized access, data breaches, and tampering [38].

Quality of Service (QoS): Depending on the application,
certain MTC use cases may require specific quality of
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service parameters such as reliability, latency, and
throughput [39, 40]. For example, applications like remote
monitoring or industrial automation may require low
latency and high reliability. MTC solutions should provide
the necessary QoS capabilities to meet the requirements of
different applications.

Interoperability: The IoT ecosystem comprises devices
and platforms from various vendors and manufacturers.
Interoperability is crucial to ensure seamless
communication and integration between different devices
and platforms. Standardized protocols and interfaces play
a significant role in achieving interoperability in MTC [41].

Data Management and Analytics: MTC generates a
massive amount of data, which needs to be efficiently
managed, processed, and analyzed [42]. MTC solutions
should include data management systems, edge computing
capabilities, and analytics tools to derive meaningful
insights from the collected data.

Regulatory Compliance: MTC solutions need to comply
with local regulatory requirements regarding spectrum
allocation, data privacy, security regulations, and other
legal considerations. Compliance with regulations ensures
that MTC deployments adhere to the relevant legal
frameworks.

Addressing these requirements is crucial for the
successful implementation and operation of MTC
solutions in IoT deployments. It requires collaboration
between stakeholders, including network providers, device
manufacturers, standardization bodies, and regulatory
authorities, to develop and adopt MTC technologies that
meet the diverse needs of IoT applications.

E. 3GPP MTC Standardization

3GPP (Third Generation Partnership Project) is a global
standardization organization that develops specifications
for mobile communication systems, including MTC
(Machine-Type Communication) in the context of the
Internet of Things (IoT). 3GPP has played a significant
role in defining the standards for MTC to ensure
interoperability and efficient communication between IoT
devices. Here are some key aspects of 3GPP's MTC
standardization efforts:

Release 13: 3GPP Release 13, published in 2016,
introduced significant enhancements and features specific
to MTC. It included the introduction of Narrowband IoT
(NB-IoT), a low-power, wide-area network technology
designed for IoT devices with low data rate requirements.
NB-IoT provides improved coverage, extended battery life,
and support for a massive number of devices [43].

MTC in LTE: 3GPP has introduced several features and
optimizations in LTE (Long-Term Evolution) networks to
support MTC requirements. This includes power-saving
modes, extended coverage, reduced signaling overhead,
and optimized access schemes for low-data-rate IoT
devices.

MTC in 5G: With the advent of 5G technology, 3GPP
has continued to enhance MTC capabilities. 5G networks
provide enhanced support for massive loT deployments,
including higher device density, Ultra-Reliable Low-
Latency Communication (URLLC), and network slicing
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[44]. 3GPP has developed specifications for 5G New
Radio (NR) to support MTC use cases effectively.

Coexistence with other services: 3GPP standardization
ensures that MTC can coexist with other mobile
communication services, such as voice and data services
for human users. This requires efficient sharing of network
resources, spectrum management, and coordination
mechanisms between MTC and other services to avoid
interference and provide reliable connectivity.

Security and Privacy: 3GPP has also focused on
addressing the security and privacy challenges in MTC
deployments. It has defined security mechanisms,
authentication protocols, encryption algorithms, and
access control mechanisms to protect MTC devices and
their data from unauthorized access and threats.

Interoperability: 3GPP  standardization  ensures
interoperability between different MTC devices, networks,
and platforms. It defines common protocols, interfaces,
and data formats, allowing MTC devices from different
vendors to communicate seamlessly and interoperate with
various networks and services.

Continued Evolution: 3GPP’s work on MTC
standardization is an ongoing process. The organization
continues to evolve the specifications and releases new
versions to address emerging requirements, technology
advancements, and industry needs [45].

The standardization efforts by 3GPP have been
instrumental in enabling the deployment of MTC solutions
worldwide. They provide a foundation for the
interoperability, reliability, and scalability of [oT networks,
facilitating the growth of IoT applications across various
industries and sectors.

IV. RESEARCHES FOR FUTURISTIC NETWORK

Research endeavors are instrumental in shaping the
future landscape of IoT, ensuring its seamless integration
into advanced network infrastructures and addressing the
associated challenges. Research efforts highlight the
multidisciplinary nature of IoT research, spanning
protocol design, data science, and hardware design to build
robust, intelligent, and scalable future networks. The IoT
is rapidly evolving, with current research focusing on
enhancing its integration into futuristic networks. This
section highlights current research on IoT protocol design
and integration of [oT with other technologies for futuristic
networks.

A. Research on IoT Communications

A lot of recent articles have been reviewed to get insight
into the recent progress of the IoT. Table III summarizes
some selected articles on the IoT. These articles primarily
focused on the communication technologies and protocols
for the IoT.

B. Futuristic Network

The Internet of Things (IoT) continues to evolve,
integrating advanced technologies and expanding its
applications across various sectors. Table IV portrays key
emerging trends in the IoT. These trends indicate a future
where IoT systems are more intelligent, efficient, and
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integral to daily life, driving innovation across industries  can help researchers navigate the evolving landscape of
and enhancing user experiences. Addressing these trends  IoT technologies.

TABLE III. PROMINENT RESEARCH ON THE [O0T

References Key Issues

Fuqaha et al. (2015) [46] -Focuses on access networks and enabling technologies
uqaha et al.
4 -Covers reliability, latency, security, and privacy

Motlagh et al. (2016) [47] -Emphasizes the needs and prospects of satellite communications
otlagh et al.
& -Coalesces aerial/satellite technologies with cellular technologies for the future IoT

-Discusses the efficient usage of the NB-IoT for the access networks
Xu et al. (2018) [48] . . . . .
-Emphasizes LPWA solutions to achieve super coverage, low power, low cost, and massive connection.

-Surveying client-controlled heterogenous networks for 5G
Wang et al. (2017) [49] T . .
-Reviewing Radio Access Technologies (RATs)

. -Focuses LPWAN communication as a key enabling technology
Vangelista et al. (2015) [50] L . .
-Highlights LoRaWAN as a promising technology for the wide-area IoT.

-Outlines the prospects and challenges of 5G for the IoT
Akpakwu et al. (2017) [51] . . ] . .
-Presents a comprehensive review of emerging enabling technologies

. -Proposes 6G visions to enhance energy and spectral efficiency, reliability, security, and privacy
Vaezi et al. (2022) [7] . L
-Elaborates satellite communication and access networks

-Studies the physical layer characteristics of recent technologies

Almeida et al. (2019) [52]
-Advanced 5G waveforms such as OFDM, UFMC, FBMC, and GFDM are analyzed

-Designs an architecture of the LPWAN for the IoT

Buurman et al. (2020) [53] . .
-Delineates several use cases for the smart IoT using the LPWAN

-Provides a tutorial on the physical layer (PHY) design of the NB-IoT
Kanj et al. (2020) [54] -Focuses on the scheduling of downlink and uplink physical channels of the NB-IoT base station (BS) side and the
user equipment (UE) side

M ¢ al. (2020) [55] -Outlines the prospects of non-orthogonal multiple access (NOMA) for the future wireless networks
araqa .
aeta -Achieves power efficiency using the NOMA technology

-Presents a comprehensive analysis of the exploitation of network slicing in IoT realization
Wijethilaka e al. (2021) [S6]  -Discusses the role of emerging technologies and concepts, such as blockchain and AI/ML in network slicing and IoT

integration

-Highlights grant-free non-orthogonal multiple access for the IoT
Shahab et al. (2020) [57] A . . .
-Presents various NOMA schemes, their potential, and related practical challenges

-Promises for the NOMA for machine-type communications (MTC)
Elbayoumi et al. (2020) [58] -Provides a comprehensive survey and illustrative simulation results on the application of NOMA to support MTC in
a UDN environment

TABLE IV. KEY EMERGING TRENDS IN THE IOT

Emerging Trends Role of IT Related Articles
Integration of Al improves [oT systems by facilitating autonomous decision-making and real-time data processing. [oT
Artificial Intelligence applications like predictive maintenance and customized user experiences become more intelligent and 6, 59-62]
(A responsive as a result of Al integration.

The interaction between devices, systems, and applications is expected to be completely transformed by
the integration of 6G with IoT networks. 6G-based IoT is expected to provide reduced latency, improved
6G Connectivity  reliability, intelligent computing, seamless communication, and other advantages. Moreover, this [63-66]
integration spurs advances in automation, intelligence, and ubiquitous networking, opening up new
opportunities for businesses, governments, and people.

Latency and bandwidth consumption can be decreased by processing data closer to its source. Edge
Edge Computing  computing enhances real-time analytics and the performance of IoT devices, which is very important for [64—-68]
certain applications such as driverless cars, industrial automation, etc.

The Internet of Things benefitted from machine learning by allowing devices to analyze and learn from
Machine Learning data, thereby improving automation and decision-making. The synergy of [oT and ML creates intelligent,
self-governing, and effective systems that are revolutionizing industries. The foundation for a smarter , 69—
(ML) 1f-g ing, and effective sy h: lutionizing industries. The foundation f [61,69-71]
and more connected future is being laid by this integration, which is propelling innovation in real-time
analytics, automation, customization, and security.

Digital twins are virtual objects of real-world systems or gadgets that are updated in real time using data
from the Internet of Things. Digital twins improve troubleshooting, performance monitoring, and system
design. These agents can be deployed to healthcare simulation, urban planning, and industrial processes.

. . [72-75]
Digital Twins
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Security and Privacy

Software-defined
Internet of Things
(SD-IoT)

Improving security is necessary as [oT devices gather a huge volume of sensitive information. The goal
of cutting-edge technologies like blockchain, Al-based security, and sophisticated encryption methods is
to keep safe IoT networks from cyber-attacks. Moreover, Quantum-resistant cryptography can be
employed to remain secure against attacks from both classical and quantum computers.

It refers to an approach to managing and deploying IoT systems using principles of Software-Defined
Networking (SDN) and virtualization. SD-IoT separates the control logic from physical devices,
providing flexibility, scalability, and centralized control over IoT networks. SD-IoT extends the
traditional IoT framework by introducing programmability, centralized control, and better resource
management.

[69, 71, 76, 77],

[77-81, 40]

Integration of SDN
and Fog-loT

The coalescence of Software-Defined Networking (SDN) and Fog-Internet of Things (IoT) networks
offers an efficient and scalable approach to managing computational and network resources. An SDN-
based task scheduling method can significantly improve performance (e.g., latency, energy consumption,
resource utilization) when combined with optimization techniques like the Arithmetic Optimization
Algorithm (AO) and the Whale Optimization Algorithm (WOA).

[79, 81-83]

Software-defined
Internet of Vehicles

Efficient resource allocation for multimedia streaming in Software-Defined Internet of Vehicles (SD-
IoV) is crucial to ensure a seamless user experience. Multimedia streaming in SD-IoV is highly
demanding due to dynamic vehicular environments, mobility, and heterogeneous Quality of Service

[78, 79, 84-87]

(SD-IoV) (QoS) requirements.

Software-Defined Networking (SDN) has a profound
impact on the Internet of Things [87, 88]. SDN separates
the network's control plane (decision-making) from the
data plane (packet forwarding). This decoupling enables
centralized control and programmability of the network
through controllers, facilitating automation, optimization,
and dynamic configuration. The coalescence of SDN and
IoT networks opens new opportunities and facilities
regarding management, security, scalability, and resource
optimization [89, 90]. However, addressing challenges
such as interoperability and latency is key to realizing the
full potential of SDN in IoT applications. Efficient task
scheduling can improve network efficiency and reduce
latency, which are critical for IoT applications [88]. The
authors in Ref. [88] focus on the SDN-based optimal task
scheduling method in the Fog-loT network using a
combination of Aquila Optimizer (AO) and Whale
Optimization Algorithm (WOA).

Software-Defined Internet of Vehicles (SD-IoV) is a
paradigm that applies the concepts of SDN to the Internet
of Vehicles (IoV), enabling more flexible, intelligent, and
efficient management of vehicular networks [91]. The
term ‘IoV’ refers to a network framework connecting
vehicles, infrastructure, and cloud-based services,
facilitating real-time communication and data exchange
for improved safety, traffic control, and enhanced driving
experiences [92]. Ref. [87] focuses on SDN-based
resource allocation techniques for multimedia streaming
for the Internet of Vehicles. Imanpour et al. [84] proposed
an algorithm termed LSTM (long short-term memory) for
load-balancing servers in software-defined Internet of
multimedia things.

V. ECONOMIC, REGULATORY AND ETHICAL ASPECTS

Deploying IoT solutions involves many implications
across economic, regulatory, and ethical domains. IoT
deployment has to comply with laws, regulations, and
ethics that vary across regions and industries. In this regard,
the collaborative efforts of all stakeholders are crucial to
maximize benefits while minimizing risks. Section V-A
describes the economic impacts, Section V-B illustrates
the regulatory frameworks, and V-C focuses on ethical
issues for IoT deployment.
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A. Economic Perspectives

Economically, the rollout of the Internet of Things has
the potential to revolutionize different industrial sectors by
promoting productivity, creativity, and value generation
[93]. The following are the main financial effects of IoT
deployment:

1) Improved resource management: By applying
predictive maintenance, [oT can prevent downtime in
manufacturing, utilities, and transportation [94]. In
areas like agriculture and energy, IoT optimizes
resource usage, reducing waste and operational costs
by leveraging smart irrigation and smart grids
respectively.

Cost and Labor Savings: The Internet of Things helps
businesses to reduce operational costs. [oT-enabled
system or businesses reduces operational costs by
optimizing resource use and improving efficiency
[95]. For instance, energy efficiency in smart grids
and optimizing routes for IoT-enabled logistics
companies contribute to economic savings. Again, by
automating repetitive tasks, organizations can focus
human resources on higher-value activities thereby
decreasing labor costs.

Market Expansion: IoT creates new markets and
ventures for connected devices, software, and
services. IoT enables new business models such as
subscription-based services (e.g., smart home
devices), mobility as a service (e.g., dynamic ride-
sharing), and pay-as-you-go systems (e.g., smart
utilities). The global IoT market is projected to grow
exponentially, contributing to GDP growth.
Automation and Optimization: [oT devices enable
real-time monitoring and control that leads to
improved process efficiency. For example, in
transportation,  Software-Defined Internet  of
Vehicles (SD-IoV) can reduce downtime of devices,
saving costs and enhancing durability [93].

Business Transformation: IoT transforms industries
like transportation (e.g., autonomous vehicles),
healthcare (e.g., smart medical devices), retail (e.g.,
inventory tracking), and energy (e.g., smart grids),
improving efficiency and reshaping competitive
landscapes. IoT propels Industry 4.0 by automating

2)

3)

4)

3)



6)

7)

8)

9)
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production lines and enabling real-time monitoring.
The projected productivity gains can add 1.5-2
trillion USS$ to the global economy annually.

Data Economy: IoT produces a large volume of data,
leading the growth of data analytics, artificial
intelligence, and cloud computing industries. Insights
derived from IoT data drive business innovations and
customer-centric solutions. Companies collecting
and analyzing IoT data can sell valuable information
to other organizations [96].

Emerging Business Models: IoT drives innovation by
enabling businesses to move from product-based to
service-based models. For instance, mobility as a
service solution for dynamic ride-sharing, smart
agriculture service for weather and soil analysis, etc.
Job Creation: As IoT expands, it creates new job
opportunities across various areas such as firmware
development, security, and data analysis [96]. Many
IoT Engineers are required for designing,
implementing, and maintaining IoT devices and
systems. Data analysts analyze data collected from
different sensors to derive valuable insights.
Firmware developers are required to write and update
software for IoT devices. IoT security specialists are
responsible for ensuring the security of connected
devices and preventing cyberattacks.

Long-Term Economic Impact: The long-term
economic impact of IoT deployment spans various
dimensions such as urban development, economic
sustainability, global supply chains, etc. Smart cities
driven by IoT can improve urban efficiency, reduce
costs, and attract investment. Enhanced visibility,
tracking, and transparency in supply chains reduce
costs and improve efficiency and resilience.
Moreover, IoT fosters economic sustainability by
enabling smarter energy usage, reducing carbon
footprints, and promoting the circular economy [95].

B. Regulatory Frameworks

An effective regulatory framework for IoT deployment

is crucial to address challenges related to data security,
privacy, interoperability, and ethical use. The framework
focuses on a balance between enabling innovation and
ensuring safety, fairness, and accountability. Here are the
key elements and considerations in a regulatory framework
for IoT deployment:

1)

Data Privacy and Security: Clear policies are
required to recognize the owner (i.e., users, device
manufacturers, or service providers) of the IoT data.
Policies must ensure that owners are informed about
how their data is collected, stored, and used. IoT
deployments must comply with existing data
protection laws, such as the GDPR (General Data
Protection Regulation) in the EU, CCPA (California
Consumer Privacy Act) in California, and similar
regulations globally [97]. Non-compliance with
regulations is subject to fines, reputational damage,
and legal challenges. Again, policies should
encourage loT deployers to collect only the data
necessary for their functions.

92

2)

3)

4)

5)

Spectrum Allocation: As IoT devices rely on wireless
communication, efficient spectrum management is
necessary to prevent interferences. It is necessary to
provide reliable connectivity for critical applications
like healthcare and transportation. There are national
and international organizations to regulate and
allocate wireless spectrum for efficient and
uninterrupted communication. Now, international
regulatory bodies allocate unlicensed (e.g., ISM
bands) and licensed spectrum (e.g., NB-IoT) to avoid
interference of wireless signals.

Interoperability and Standardization: A universal
standard for communication, data formats, and
protocols helps interoperability between devices and
technologies. On the other hand, fragmented
standards hinder innovation and market growth.
Therefore, collaboration between governments and
industry bodies is important to provide common
standards globally for IoT communication [98]. Open
standards initiatives can promote open-source
frameworks and APIs for IoT systems. Nowadays,
several international  organizations namely,
International Telecommunication Union (ITU),
International Organization for Standardization (ISO),
Institute of Electrical and Electronics Engineers
(IEEE), Internet Engineering Task Force (IETF),
World Economic Forum (WEF) are working for
setting and developing global standards for [oT.
Liability and Accountability: Regulations should
clearly define the rules of product liability so that the
stakeholders (e.g., device manufacturers, service
providers, software developers, network operators)
can bring under accountability for device failures,
security vulnerabilities, or harm caused by their
products. The regulations should address legal
implications for IoT-related accidents, especially in
high-risk sectors like autonomous vehicles or
industrial IoT. Regulations should require
manufacturers to provide clear documentation on
device use, risks, and maintenance. Al-based IoT
systems (e.g., autonomous vehicles) raise ethical and
legal concerns about accountability for decisions
made without human intervention [99].
Environmental Sustainability: Deploying IoT
devices raises several environmental sustainability
concerns. These include e-waste generation, carbon
footprint, global energy demands, resource depletion
(for mining raw materials e.g., cobalt, lithium),
electromagnetic pollution, and biodiversity impact.
Enforcing eco-friendly manufacturing and energy-
efficient IoT devices can enhance environmental
sustainability [94]. In this regard, EU’s Ecodesign
directives mandate energy-efficient IoT devices to
reduce environmental impact. [oT regulations can
also include provisions for recycling and safe
disposal of IoT devices to minimize environmental
impact. [oT researchers and engineers should focus
on the circular economy so that IoT devices can be
repairable, upgradable, and recyclable.
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C. Ethical Aspects

IoT, connecting billions of devices worldwide, is
transforming the way we live and work. The rapid growth
of IoT devices raises remarkable ethical challenges that
must be addressed to ensure a technology-blessed society
while minimizing adversity [97]. Here is an overview of
the key ethical issues:

1)  Privacy Concerns: [oT devices collect a huge volume
of personal and sensitive data and consumers are

often not fully aware of the purpose of data collection.

Ethical IoT systems must inform users about what
data is collected, how it is used, and with whom it is
shared. The systems should collect minimum
personal data and acquire only those data that are
essential. The IoT systems should focus on
anonymization for data collection and adhere to the
relevant laws such as GDPR in Europe. [oT devices
in homes, offices, and public places can be used for
intrusive monitoring which is also a great concern.
Users should use IoT devices carefully and must
respect other’s privacy.

Data Security and Misuse: IoT systems are
vulnerable to hacking, creating risks of data breaches,
misuse, or manipulation. It is necessary to address
who (e.g., manufacturers, users, service providers,
etc.) is ethically responsible for securing IoT devices.
Behavioral data collected by [oT devices can be used
to influence decisions without users’ awareness.
Organizations and businesses may use loT data
unethically (e.g., discriminatory pricing, and
manipulation).

Digital Divide: The extensive use of loT may
exacerbate existing disparities and raise ethical
concerns about inclusivity. People of different socio-
economic groups have not equal access to IoT
technologies which creates a digital divide. IoT
solutions designed for developed nations may not
address the unique needs of developing regions or
countries. Thus, High costs of IoT devices and
services can exclude low-income populations.
Developing cost-effective solutions is required to
ensure equitable access.

Ethical Al in IoT: Ethical Al in the IoT is an
important issue that focuses on the adoption of Al
into IoT infrastructure in a manner that is responsible,
transparent, and respectful of human rights [99].
Nowadays, a lot of IoT systems employ artificial
intelligence for analytics and automation which
raises unique ethical challenges. In many cases, Al-
based IoT system presents a 'black box' effect to users
and others as they do not know how the system makes
decisions. Decision-making in IoT systems should be
explainable and algorithms must be transparent and
free of bias. It is urged to involve stakeholders in
decision-making processes. Collaboration between
governments, corporations, and society is necessary
for the ethical deployment of IoT in order to establish
a balance between innovation, accountability, and
equality.

2)

3)

4)
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5)  Other Concerns: IoT technologies can affect human
autonomy in different ways. IoT gadgets aimed at
older people or youngsters (such as smart toys) may
take advantage of their limited ability to consent or
understand the technology. Some IoT systems (e.g.,
driverless cars, and smart thermostats) make
decisions without human input. Ethically, this raises
questions about accountability and user control. The
fast and enormous growth of IoT also contributes to
ethical concerns about environmental sustainability.
Ethical designs should focus on environment-
friendly materials in device manufacturing as well as
repairing and recycling products [94]. IoT systems
deployed in mission-critical applications such as
healthcare, transportation, industrial control systems,
public safety, etc. must meet higher ethical standards.
For example, a compromised industrial IoT system
hacked by malicious actors can cause accidents or
disasters. IoT solutions designed for beneficial
purposes may also be used maliciously, raising
ethical dilemmas about development and deployment.

IoT companies face ethical obligations regarding

transparency, fairness, and societal impact [93]. Large loT

ecosystems controlled by several business giants may limit
consumer choices and stifle competition. Organizations
should consider the broader social impact of IoT
deployments, such as the displacement of jobs through
automation. International bodies may establish ethical
standards and encourage fair IoT deployment worldwide.

As IoT systems often operate across jurisdictions, it is also

challenging to enforce ethical practices globally.

VI. IoT RESEARCH TOOLS

Researching the Internet of Things (IoT) involves a
multidisciplinary approach, combining aspects of
hardware, software, networking, simulation, prototyping,
and data analysis. A lot of tools and techniques are used
for IoT research. Section VI-A summarizes popular
hardware and Section VI-B describes common software
used for IoT research. Section VI-C describes and
compares some widely used simulators and testbeds for the
IoT.

A. Hardware Tools

Arduino and Raspberry Pi: Arduino and Raspberry Pi
are two popular platforms in the world of electronics and
DIY (i.e., do it yourself) projects. These are the micro-
controller-based platforms/kits that are widely used for
prototyping and building IoT devices. Arduino which is a
low-price kit is suitable for simple projects. Raspberry Pi
provides more computing power and is comparatively
expensive.

Sensors and Actuators: Various sensors and actuators
are the heart of the wireless sensor network (WSN) and
IoT. These are usually simple and low-price circuitry/chips
that form the basic building block of the IoT hardware.
Sensors (temperature, humidity, pressure, etc.) and
actuators (motors, relays, etc.) are crucial for collecting
data and performing actions in the physical world. Table 1
explores many sensors for loT research.
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Microcontrollers and Development Boards: ESP8266
and ESP32 developed by Espressif Systems are very
popular microcontroller platforms designed for IoT
applications. Both can be programmed using Arduino IDE
and support various programming languages. ESP8266
has a low-cost microcontroller that makes it suitable for
IoT projects. It is very popular because of its affordability,
ease of use, and built-in Wi-Fi facility. ESP32 is an
advanced version of ESP8266 with more features and
capabilities. It provides Bluetooth along with Wi-Fi
connectivity. Besides these, kits provided by some
companies like Intel, Microsoft, etc. often include a set of
tools and hardware components for loT development.

B. Software and Protocols

MQTT and CoAP: MQTT (Message Queuing
Telemetry Transport) and CoAP (Constrained Application
Protocol) are two IoT communication protocols designed
for resource-constrained environments. Both are
lightweight transport layer protocols. However, MQTT
operates on top of TCP/IP which ensures reliable
communication and CoAP operates over UDP which
provides a connectionless communication mechanism.
CoAP is suitable for applications where simplicity, low
overhead, and scalability are important. On the other hand,
MQTT is efficient for ensuring the quality of service,
persistent, and real-time communication.

Node-RED: Node-RED originally developed by IBM is
a visual programming tool for wiring together devices,
APIs, and online services as part of the IoT. It provides a
browser-based canvas that allows connecting different
nodes to create flows, which can be deployed to a runtime
to be executed. It provides a dashboard Ul for monitoring
and controlling IoT devices. Node-RED has built-in
support for popular IoT protocols (e.g., MQTT) to design
IoT applications. It has an active online community that
contributes nodes, flows, and ideas. Node-RED is well-
documented, and there are many resources available,
including tutorials, forums, and a library of contributed
nodes.

Operating systems: IoT operating systems are
specialized operating systems designed to run on resource-
constrained devices in the IoT, embedded, and similar
systems. These operating systems cater to the unique
requirements of IoT devices, which often have limited
processing power, memory, and storage. Contiki [100] and
RIOT [101] are two widely used open-source IoT
operating systems. Contiki supports cooperative
multitasking and requires very low memory to run. It has
built-in support for several IoT protocols like CoAP and
MQTT. RIOT supports real-time functions and consumes
very low energy. It also supports numerous IoT protocols
and IPv6 networking. On top of Contiki and RIOT, there
are some other IoT operating systems namely, Zephyr,
Tizen, TinyOS, FreeRTOS, etc.

Network and security tools: Wireshark [102] is a
powerful network protocol analyzer that allows you to
capture and inspect the data traveling over a network. It is
open-source software used for network troubleshooting
and traffic analysis in real time. Wireshark is also a
valuable tool for analyzing and troubleshooting network
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communication between loT devices. It is a multi-purpose
networking tool and may require complementary tools,
plugins, or techniques for a comprehensive analysis of the
IoT network. The efficiency of Wireshark in the IoT
context depends on the specific devices and corresponding
protocols.

C. Simulators and Testbeds

1) IoT Simulators

An IoT simulator is a software tool that plays an
important role in the development and testing of IoT
applications and devices. It allows the developers and
researchers to emulate various IoT scenarios, test different
conditions, and ensure the reliability and efficiency of their
solutions. There are a variety of IoT simulators each
having its own scopes, features, and capabilities. It is noted
that most of the loT simulators are originally developed for
network and communication simulation [103, 104]. As IoT
technology emerges legacy network simulators
incorporate IoT features and plugins to extend their
services. A brief description of the popular simulators is
given below.

TABLE V. COMPARISON OF THE POPULAR IOT SIMULATORS

Names and Open .
IoT Layers Mobility Best Use
Web Source and
and Scales and Types Cases
References Languages
Perceptual Yes, ToT and WSN-
Cooja, [105] Network, Yes, C/Java  Discrete specific
Small Event research
Perceptual Yes, Protocol
NS-3,[106] Network,  Yes, C++ Discrete development,
Large Event IoT and IP-
based systems
MATLAB/ All ToT N Yes, IoT system
o, . .
Simulink, layers, Continuous  design, data
MATLAB . .
[107] Large and Discrete  analytics
Event
Perceptual Yes, Enterprise-
QualNet, .
[108] Network, No, C/C++ Discrete  level network
Large Event modeling
Perceptual Yes, Academic and
OMNeT++, Network, Yes, C++ Discrete custom
[109] Large Event research
projects

Cooja: Cooja [105] is part of the Contiki OS (Operating
System), an open-source operating system designed for the
IoT. It is a network simulator that supports various IoT
platforms, making it useful for testing and debugging loT
applications. It is a popular simulator for the WSN
(wireless sensor networks) community. Cooja is basically
written in C programming language and its GUI is
developed with Java.

Network Simulator-3: It is a widely used powerful
network simulator that supports IoT simulations [106],
[110]. Installation of NS-3 in the operating system on a
personal computer is quite complex and tedious as lots of
software modules need to be integrated and set up. Since
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NS-3 is an open-source network simulator, it can be
deployed on cloud infrastructure to take advantage of its
scalability and distributed computing capabilities. NS-3 is
written in C++ programming language and Python is used
to write scripts and extensions.

OMNeT++: It is a component-based, modular, and
extensible simulation framework designed for mobile,
wireless communication, and WSN research [108]. This
simulator is suitable for simulating communication
protocols in IoT networks. The framework is extensible
and suitable for various scales of network simulations. It
supports various types of networks and provides numerous
visualization tools to observe and analyze the simulation
results.

QualNet: It is a commercial simulator suitable for
networks comprising heterogeneous components. IoT-
specific simulations can be achieved by using additional
library extensions. QualNet provides a realistic simulation
environment considering various factors such as network
topology, traffic patterns, and application behavior [108].
It has a GUI for designing the model and analyzing
simulation results.

MATLAB/Simulink: Simulink is a MATLAB-based
graphical programming environment for modeling,
simulating, and analyzing dynamic systems [107].
Simulink is an efficient tool that provides a block diagram
interface for building IoT models. MATLAB supports
cloud integration and automated testing that ensure the
reliability and robustness of IoT applications. MATLAB

provides graphical tools for data visualization and analysis.

On top of the above popular simulators, there are some
other simulators used for [oT research such as [111] Azure
IoT Edge Simulator, ThingsBoard, SimulIDE, FIWARE
IoT Agent, and Eclipse Ditto. Table V shows the
comparison of different IoT simulators.

2) IoT testbeds

IoT testbed comprises hardware and software that
simulates real-world scenarios for testing and validating
the performance of IoT systems and applications. It
provides a controlled environment for IoT researchers and
developers to deploy a prototype of their design. The result
or outcome of the testbed is expected to be the target
environment or close to the target environment. Thus, IoT
researchers and professionals can measure the
performance of their intended service/solution and identify
critical issues before implementing their IoT project.

IoT researchers use simulators, testbeds, or both for
measuring, evaluating, and validating the performance of
their concepts, ideas, designs, or models. Network
researchers perform computer simulations with network
simulators for a long time to validate their protocols and
models. Nowadays, IoT, network, and communication
researchers initially use simulators as a proof-of-concept
in the virtual domain. In the next step, they use the testbeds
to design and implement the prototypes of their
model/work/project using real hardware and software,
unlike the simulators.

The IoT testbed serves as a platform for testing the
interoperability, security, scalability, and efficiency of [oT
devices, applications, systems, and solutions. It plays an
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important role in fostering innovation, standardization, and
the development of robust and interoperable IoT systems
and solutions.

VII. CONCLUSION

The Internet of Things Network holds immense
potential for various industry sectors. Research in this area
can explore specific use cases and applications of IoT,
such as smart cities, industrial automation, healthcare,
transportation, and agriculture. By developing innovative
solutions and understanding the economic impact of IoT
deployments, researchers can drive technological
advancements and foster economic growth. As IoT
technologies evolve, it is crucial to establish standardized
protocols, frameworks, and policies that ensure
interoperability, security, and compliance.

In summary, research on IoT plays a vital role in
unlocking the full potential of these technologies. It
enables advancements in connectivity, resource utilization,
security, decision-making, industry applications, and
standardization, ultimately shaping the future of IoT and
contributing to the development of smart and connected
environments. In this paper, the authors explore research
areas, research potentials, research tools and techniques,
and related aspects within the scope of IoT. The authors
also highlight the economical, regulatory, and ethical
aspects of IoT for the successful deployment of IoT
solutions. In the future, the researchers implement an
efficient model for the IoT network that significantly
enhances the performance of IoT networks.
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