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Education is progressing more rapidly than ever due to technological advancements.
Technological advancements have led to two problems: counterfeit transcripts and
degrees, primarily caused by data security vulnerabilities. Despite technological
advancement, many domains have not been sufficiently investigated, and there will
always be room for improvement. This project aims to create a tool that combines two
cutting-edge technologies, machine learning (ML) and blockchain, to combat problems
like degree and transcript forgery. The technology can prevent additional fraud and
uncertainty in student achievements by storing student data on the Blockchain and
leveraging machine learning techniques for precise analysis. It can enable accurate
prediction of future employment opportunities for graduates. Machine learning
algorithms are used to train and make accurate predictions, and the requisite data are
retrieved from a Blockchain ledger. PRECOGNITO will equip the institution with a
decentralised and immutable alumni database that contains verified and transparent
academic records. Additionally, this system provides employers with a means to verify
the validity of their employees’ academic credentials. Moreover, PRECOGNITO allows
students to upload their academic credentials to social media and professional
networking sites like LinkedIn. With this system, recruiters may easily locate verified
student information.

1. Introduction

In today's automated society, the education industry leads in embracing innovative technologies,
particularly blockchain and machine learning, which are seen as transformative forces with uses
across multiple sectors. Blockchain and machine learning, among the most transformative
technologies of the 21st century, are still not fully leveraged in education. This vital sector faces
degree fraud, cybersecurity threats, and the disparity between academic credentials and job

readiness skills.
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To tackle these issues, we proposed and developed a PRECOGNITO system that integrates
blockchain and machine learning to create a secure, transparent platform for storing, managing, and
analysing student records. We hypothesise that this platform can alleviate degree fraud, secure
student data, offer precise performance assessments, and connect students with suitable employers.
By utilising a mixed-methods approach, we seek to assess the feasibility and effectiveness of our
proposed solution.

2. Related Works

Blockchain technology in education has garnered interest, particularly in creating a secure global
assessment platform to store and manage degree information, as noted by Chen et al., [1].
Schwardmann et al., [2] stated that blockchain project inherent data immutability makes it ideal for
safeguarding academic credentials with universities actively exploring blockchain to maintain
students' records and facilitate sharing potential candidates' details with potential employers, as
Shah et al., [3] suggested.

Machine learning (ML) is a distinct area within computer science that utilises recursive learning
processes to glean insights from data [4]. However, Machine learning encounters difficulties due to
unreliable or contaminated data, as stated by Abroyan and Hakobyan [5], highlighting the need for
our suggested framework. This framework combines blockchain’s secure storage capabilities with
machine learning to ensure accurate predictions. This section delves into systems similar to ours,
touching on samples of proposed educational and healthcare improvements. They provide a
comprehensive overview of their diverse and continually growing use cases and the enabling
technologies, including blockchain and machine learning.

Educational institutions are increasingly dealing with degree fraud. For example, Chester Ludlow,
a pug dog, was awarded an online MBA, as noted by GetEducated [6]. Additionally, a "doctor" in
North Carolina faced serious consequences for holding degrees from fake online institutions, as
reported by Collier [7]. Moreover, a cryptographically signed alternative to paper certificates is
proposed by Grather et al. [8], addressing the need to protect the certificate registry and use an open
digital signature standard to verify global digital certificates.

Blockchain technology enhances the validity and security of student data. It facilitates to secure
academic certificate authentication, as demonstrated by Li and Wu [9], along with an electronic
certificate infrastructure suggested by Gopal and Prakash [10], and systems for managing healthcare
records. Cheng et al. [11] introduce blockchain technology for secure and efficient healthcare record
management, utilising smart contracts to ensure data consistency and foster patient-physician
coordination. The system prioritises security, privacy, and real-time health data sharing. Operating
on a blockchain, the system enables digital access to patient records and secure medication history
sharing. Similarly, Han et al. [12] offered a new way for individuals to manage their official transcripts
and easily share them. Their suggested method employs blockchain technology, a decentralised
digital ledger for all cryptographic transactions, to ensure secure and efficient record management
beyond the university level.

Figure 1 shows the overall system architecture of the proposed system by Li and Wu [9], which
consists of four components: the verification applications, the issuing application, the blockchain,
and a local database.
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Fig. 1. System architecture overview [9]
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Figure 2 illustrates the working process of blockchain technology in producing e-certificates for
students in an educational institution. The interaction between the students, the institution, and the
company that manages the e-certificates is the proposed system by Cheng et al., [11]. The process
started with the students applying for an e-certificate, which involved the educational institution
reviewing and approving the list of graduates. A decentralised blockchain database records the e-
certificates for students who have requested e-certificates. Upon completing the procedure detailed
in Figure 2, students will receive a copy of their e-certificates.
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Fig. 2. System overview [11]

Additionally, Bhattacharya et al., [13] explored the transformative power of blockchain in
healthcare, focusing on its impact on health record management, data security, and insurance billing.
It introduces innovative tools and an Access Control Policy Algorithm, emphasising the advantages of
blockchain over traditional Electronic Health Record (EHR) systems in terms of efficiency and security.
The article introduces a blockchain-based Electronic Health Record sharing system and evaluates its
performance and scalability using Hyperledger Fabric and Docker. Findings show that blockchain can
enhance data collection, verification, and overall system security, heralding a potential revolution in
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healthcare systems. Chelladurai and Pandian [14] proposed blockchain technology for secure and
efficient healthcare record management. It utilises smart contracts to ensure data consistency and
foster patient-physician coordination. The system prioritises security, privacy, and real-time health
data sharing. Another example of using blockchain technology for healthcare data management is
MedChain proposed by Shen et al., [15]. This system separates mutable and immutable data to
improve data integrity and security. MedChain allows patients to share their data securely with
various stakeholders using cryptographic keys.

Machine learning predicts student performance by utilising robotic process automation (RPA), as
stated by Qazdar et al., [16] and aids instructional design suggested by Kotsiantis [17], emphasising
the need for comprehensive ML systems tailored to learning centres in the twenty-first century.
Moreover, Siddiqui [18] employs machine learning algorithms to provide foresight into student
performance, utilising Scholar Management System MASSAR data. Figure 3 represents the proposed
framework for predicting students' performance, which starts with collecting and preparing data
from the SMS -Massar (School Management System "MASSAR").

School Management
System MASSAR
Students who will
passlfail the year

oQo

A
PV of Regional ¢ PV of 1st
Exam Semester

Prediction Student
Performance in the
Bac
”| Dataset : Modelling

......................................................

Fig. 3. The proposed framework of MASSAR [18]

While existing literature explores solutions in blockchain and machine learning individually, a
clear gap exists for a comprehensive system that integrates both technologies.

Diverse educational challenges, such as fake degrees, credential forgery, and the absence of a
standardised, secure, and decentralised database, highlight the necessity for a reliable information
delivery system. Leveraging the insights from Grather et al., [8], our proposed solution aims to
address these challenges comprehensively. Our project, PRECOGNITO, addresses the global
challenge of degree fraud by leveraging blockchain and machine learning, building on the foundation
of Lu [19] in enhanced data security. The significance lies in improving data security, streamlining
verification, empowering students with predictive insights, and fostering collaborative stakeholder
engagement. PRECOGNITO represents a transformative solution that reshapes educational record
management and contributes to transparency, security, and informed decision-making in education
and employment verification.
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3. Methodology

The PRECOGNITO system is designed to guide the education sector towards Industry Revolution
4.0 (IR 4.0) by leveraging the strengths of physical security and blockchain technology, specifically
integrating Blockchain with Machine Learning. To ensure that the proposed system meets the needs
of parties involved in the education institutional management and accessibility to academic records
(students, firm employers, colleges, and authorities), the researchers have considered their concerns
about privacy, convenience, and availability. The next two sections explore the elements of the
PRECOGNITO, shown in Figure 4, and the PRECOGNITO process, illustrated in Figure 5.

3.1 The Precognito Components
The system is represented hierarchically for enhanced clarity, with each level comprising a

specific group of stakeholders and their corresponding responsibilities. Figure 4 presents a
diagrammatic representation of the hierarchical structure of the proposed system.

"N\ A

2 Blockchain with ML model
Backend of the proposed system

1 Mining of the block done here by the high-level
authority

University

||
Student | Company

0 Fire queries into the system

Fig. 4. Level hierarchy of the proposed system, the PRECOGNITO
3.1.1 Student or company

At the foundational level of the framework are students and companies representing end-users
engaging with the PRECOGNITO platform. Students can access their academic records, while
companies can query the blockchain for student data, ensuring data accessibility and security.
Students play a pivotal role in the PRECOGNITO framework as the primary beneficiaries. Their active
participation involves entering their academic records into the blockchain. Students uphold the
integrity of their academic achievements by providing dependable and precise data. Furthermore,
they can utilise the insights generated by the machine learning model to make informed decisions
about their career paths. Companies (Employers) constitute another essential stakeholder group in
the PRECOGNITO ecosystem. They gain advantages from the system’s transparent and validated
academic records, simplifying their hiring procedures. Employers are able to access the blockchain
directly to authenticate the educational credentials of potential candidates, confirming the validity
of their qualifications.
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3.1.2 University

The university functions as the administrative authority within the framework. It serves as an
intermediary entity responsible for maintaining the system’s integrity. This role includes providing
the data for the blockchain and verifying student data before it is stored in the blockchain.
Additionally, the university oversees the system’s smooth operation and resolves potential issues.
Moreover, educational institutions, represented by universities and colleges, serve as the custodians
of student records. Their role is vital in maintaining data accuracy and security. Institutions are
responsible for verifying and validating student data transactions on the blockchain. They also
manage the seamless functioning of the system and tackle any technical issues that come up.

3.1.3 Blockchain with ML model

The highest level of the framework is the decentralised database that combines blockchain and
machine learning. This critical component is responsible for processing user-initiated queries,
safeguarding data integrity, and facilitating data retrieval. If this component fails, it could jeopardise
the entire system. Therefore, careful attention is prioritised in its management and upkeep.

Figure 5 illustrates the integration of Blockchain and ML technologies and the roles and
interactions of various stakeholders within the overall system flow. The process flow of this project
commenced with collecting data on students’ transcripts and details of degrees awarded.
Subsequently, the gathered data will be stored in a decentralised blockchain database, which utilises
distributed ledger technology that incorporates smart contracts to retain students’ transcript
information and the degrees conferred upon them. The details of the process are illustrated in Figure
5.

Hig

Student | Company Data Collection

PRECOGNITO

University

ML Model .
Preprocessing

Fig. 5. Flow of the PRECOGNITO proposed system
3.2 Data Collection

The first step in any machine learning project is to collect data that will be used to train the
models. In this project, the survey is used as the data collection instrument, and the population

sample is students who have already graduated from the International Islamic University Malaysia
(HUM). The sample dataset can be found at /dataset on the GitHub repo Murtaj and Yusif [24].
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3.3 Blockchain

In this project, we use Python as the platform to create a smart contract to store and authenticate
the data of students and graduates. Two key data sets include students’ course grades and the
degrees they have earned graduates. In this blockchain module of the project, all data is obtained by
distributing a survey for students to record their grades for courses taken and degrees for those who
have graduated. It should be noted that PRECOGNITO is an independent initiative aimed at
harnessing blockchain and machine learning technologies for the secure storage and management of
degree information, helping to prevent degree forgery.

Additionally, Python is favoured because its language is not limited to specific problems, enabling
the development of a diverse range of programs. Besides the main objective of the smart contract,
which is to store and authenticate the students’ and graduates’ data, the blockchain modules in
PRECOGNITO consist of classes that contain numerous methods, each of which will do a specific
action, such as registering a new block, authenticating the chain, adding a new node, adding
additional transactions, etc. Using the secure hash algorithm 256 is also possible to determine a
block's hash (SHA256). Code for generating a proof of work, authenticating the chain, and adding a
block to the chain is displayed in Figure 6. In this scenario, the transactions are the student records.
The process accepts a Python dictionary as input and produces a newly constructed block that can
be added to the existing chain.

def add_block(self, transactions):
previous_hash = (self.chain[len(self.chain) - 1]).hash
new_block = Block(transactions, previous_hash, str(datetime.datetime.now()))
# calculate nonce
proof = self.proof_of_work(new_block)
# new_block.hash = proof
self.chain.append(new_block)
return proof, new_block

Fig. 6. Code to add a new block to the chain

The type of blockchain used in this project is a private permissioned blockchain based on the
Hyperledger Fabric framework. This blockchain suits the projects’ goal of securely, efficiently and
reliably processing and storing student records [20]. It also enables faster and cheaper transactions,
as it does not need a resource-intensive consensus algorithm like proof of work, according to Seth
[21]. Moreover, it supports smart contracts, which automate the systems’ logic and rules records
[20]. This blockchain has the advantage over other blockchains in security, efficiency, and scalability,
as stated by Seth [21]. It prevents unauthorised access, data tampering, and attacks, as suggested by
MacDonald [22]. It reduces transaction time, cost, and complexity. It handles more transactions and
data without affecting performance and quality [23].

3.4 Data Preparation and Preprocessing

The dataset utilised in this study by Murtaj and Yusif [24] includes 15 independent features and
1 dependent feature, a categorical value. The dataset requires the conversion of three additional
categorical variables into numeric values through factorisation and categorical encoding to
implement a particular machine-learning technique. The future job role of students is the key variable
of interest in this dataset. Hence, the student’s job is the target variable, dependent on the remaining
variables.
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The dataset is collected from current and former IIUM students through a Google Form survey.
The survey also considers information from a student’s permanent records at the university. As a
result, many responses were not consistent. To address this, unwanted spaces were removed using
regular expressions. Instead of deleting rows with duplicate values that were supposed to be unique,
those values were replaced with the correct ones. For instance, the pandas DataFrame's "loc"
method is utilised to locate rows in the "JOB ROLE" column that contain the value "Network
engineer." After selecting these rows, the value "Network engineer" in the "JOB ROLE" column is
updated to "Network engineer." This is a case correction operation, where all instances of "Network
engineer" in the specified column of the DataFrame "df" are changed to "Network Engineer."

3.5 Machine Learning: Model Training, Selection and Evaluation

This section describes the model training process and the rationale behind selecting the random
forest (RF) algorithm as our primary machine-learning approach. We also provide an overview of the
other models considered and their respective performance metrics.

3.5.1 Data splitting

Before delving into the details of model training and selection, it is essential to clarify the division
of our dataset into training and testing subsets. To ensure an unbiased model performance
evaluation, we randomly split our dataset into two portions: a training set and a testing set. The
training set comprised 70% of the dataset, allowing our models to learn from a substantial portion.
This larger training set size contributed to robust model training and feature learning. The remaining
30% of the dataset was dedicated to the testing set. The distinct testing set evaluated how well our
models generalise, assessing their performance on unseen data.

3.5.2 Model selection

Choosing an appropriate machine learning algorithm is pivotal in achieving accurate and reliable
results. After careful consideration and a review of the literature, we opted for the Random Forest
(RF) algorithm as our primary modelling approach. RF is a widely acknowledged ensemble learning
technique known for its robustness and effectiveness in diverse domains, as stated by Breiman [25].
The decision to use RF is supported by numerous studies demonstrating its superiority over other
algorithms in classification tasks, as presented in Breiman [25].

RF is particularly adept at managing high-dimensional data and is less susceptible to overfitting
than individual decision trees. It combines the predictions of multiple decision trees, each trained on
a different subset of the data, resulting in an ensemble model that generalises well to unseen data.
Additionally, RF provides important insights into feature importance, which can aid in understanding
the underlying factors contributing to the classification results, as presented in Breiman [25]. the
model’s performance metrics, including accuracy, precision, recall, and F1-score, demonstrate the
effectiveness of RF in our dataset. Achieving an accuracy of 0.936 (as shown in Table 1) alongside
remarkable precision and recall values, RF showcases its proficiency in classifying instances, which is
essential for our application.
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3.5.3 Model evaluation

We employed a range of performance metrics to evaluate the models, including accuracy,
precision, recall, and the Fl-score. These metrics provide a comprehensive view of each model’s
ability to classify instances accurately and deal with imbalanced data, which is often the case in
classification problems. Figure 7 illustrates the connection between the two variables as measured
by the Pearson correlation coefficient described by Benesty et al., [26]. Linear dependence gauges
how closely two variables are related. The correlation value ranges from -1 to 1, influenced by these
factors: A correlation of -1 signifies a negative linear relationship between the two variables.
Conversely, if both values are 0, no linear relationship exists between them. If the correlation
coefficient between two variables is 1, it indicates a perfect linear link between them. The correlation
coefficient’s distance from zero reflects the strength of the relationship among the variables.
Additionally, individuals who dedicate more time to solving coding challenges on Codeforces—a
platform designed for organising and discussing programming contests—tend to engage more in
these contests. This is evidenced by the figure showing a correlation of 0.83 between "P_contest"
and "Code_Force_PRACTICE."
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Fig. 7. Correlation matrix of the dataset
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Figure 8 represents the ML model's top 10 most important features. The "specialisation" feature
is most important in the ML model, indicating that a student’s area of specialisation significantly
impacts the target variable "JOB_ROLE."

3.6 Integration of Machine Learning and Blockchain

The fusion of machine learning (ML) and Blockchain technologies through a flask-based
Application Programming Interface (API) signifies a pivotal step toward creating innovative, secure,
and efficient data-driven applications. This integration bridges two transformative technologies:
Blockchain, known for its data integrity and security, and ML, renowned for its data analysis and
prediction capabilities. The Flask API is a vital conduit for seamless communication between these
technologies. The key objectives include using ML to enhance data analysis within the Blockchain
ecosystem. This integration enables real-time fraud detection, market trend prediction, and the
execution of smart contracts powered by ML models.

In essence, this Flask-based APl opens doors to a new era of intelligent, data-driven applications,
leveraging the strengths of both ML and Blockchain while maintaining efficiency and security.

Top 10 important features

Specialization

Completed_projects

Study_Hours_PER_DAY

Code_Force_PRACTICE

goout

freetime

Self_Learning_SCORE

Programming_CONTEST

Memory_Capability_ SCORE

NUMBER_OF _INTERNSHIP

0.075 0.100 0125 0.150 0175
Relative Importance

0.050

Fig. 8. Top 10 most important features
3.7 Testing

The testing phase will commence post-implementation and encompass all functional tests. Its
purpose is to verify that the requirements are fulfilled and that the system operates as intended. For
blockchain-based components, the features tested are:

i.  Functional testing: It is a comprehensive process that assesses the performance of the
Blockchain’s functional components.
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ii.  Application Programming Interface (API) testing examines how applications interact in the
blockchain environment. It verifies that APl requests and responses are appropriately
structured and handled.

iii. Performance testing detects performance bottlenecks, proposes ways to fine-tune the
system, and determines whether the programmer is ready to go live.

iv. Node testing is performed to ensure smooth cooperation; therefore, all heterogeneous nodes
on the network must be assessed independently.

4. Results and Discussion

The PRECOGNITO system is a transformative and comprehensive solution that emerges two
technologies, blockchain and machine learning, in a new era in educational record management. This
section explores the key findings and deep insights revealed through our thorough investigation of
the system’s complex components, intricate stakeholder relationships, and advanced technology
implementations. This comprehensive analysis underscores the system’s pivotal role in reshaping
conventional paradigms of educational record management. By merging blockchain and machine
learning technologies, PRECOGNITO introduces a groundbreaking approach to address the
longstanding challenges in this domain.

The blockchain is a component of PRECOGNITO that runs the smart contract to store students’
and graduates' data. Blockchain ensures that the data is immutable and decentralised, and the
distributed ledger technology allows the transactions to be transparent. However, with certain
restrictions in access due to the confidentially of the data stored in the blockchain module, in
PRECOGNITO, the modules are being developed as permissioned.

A robust validation process was employed to ensure the reliability and accuracy of the machine
learning (ML) model. We utilised a k-fold cross-validation technique, specifically a 5-fold validation,
to assess the model’s performance. This method involves dividing the dataset into five subsets,
training the model on four subsets and validating the remaining one in each iteration. The process
was repeated five times, and the average performance metrics were computed. Applying k-fold
cross-validation enhances the model’s robustness by providing a more comprehensive evaluation
across different subsets of the data, minimising the risk of overfitting.

After performing a comparative analysis with other models, such as Stacking Classifier, Logistic
Regression, and Gradient Boost, the Random Forest classifier was chosen for our machine learning
model. The rationale behind selecting the Random Forest classifier lies in its ability to handle complex
relationships in the data, mitigate overfitting, and deliver high accuracy across diverse datasets. This
careful consideration of alternative models supports our decision to employ Random Forest as the
most suitable choice among the models evaluated. The comparative results demonstrated that the
Random Forest classifier outperformed the alternative models’ accuracy. This superiority can be
attributed to its ensemble learning approach, which aggregates predictions from multiple decision
trees, resulting in a more robust and accurate predictive model.

Table 1 summarises our machine-learning models’ accuracy, precision, recall, and F1 score before
incorporating cross-validation techniques.
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Table 1

Accuracy, precision, recall, F1-score of machine learning models

Model Name Accuracy Precision Recall Fl-score
Random Forest 0.936 0.973 0.960 0.960
Stacking Classifier ~ 0.852 0.731 0.776 0.842
Logistic 0.404 0.169 0.190 0.334
Gradient Boost 0.904 0.925 0.948 0.924

We applied Stratified K-Fold Cross-Validation to assess the models’ robustness. The results
demonstrated a mean accuracy of 0.975 with a low standard deviation of 0.011, indicating consistent
and reliable performance across varied data subsets.

Comparing model performance metrics before and after cross-validation revealed a marginal
increase in mean accuracy and a reduction in standard deviation. This enhancement signifies

improved stability

and reliability of our models.

Figure 9 showcases the results of an APl request, exemplifying the system’s functionality. The
/predict route processes a post request, yielding a JSON response predicting 'Web Developer' for the
'id' '1891881'. This amalgamation of blockchain and machine learning technologies establishes a
secure and innovative alternative to centralised database systems, emphasising the significance of
authentic data for model training.

POST w /| http://127.0.0.

Query Headers2  Auth

Qu

Send

:5000/predict

Body!  Tests Response

A

"id" 1891881",

"cgpa

"sl_score

"mc_score

"p_contest 0",
"cf_practice": "0",
"kaggle_practice": "0",
"sh_per_day" 10",
"number_of_internship "
"specialization”

"completed_projects”

Format

Status: 200 OK

Form-encode G Job

_ ¥

Size: 38

Bytes Time: 1.06 s

Results

Fig. 9. POST request sent from thunder client to the flask server’s predict route

Within the ML testing domain, our analysis utilised a dataset of 1177 students, employing 11
independent features and 1 dependent feature. The Random Forest classifier demonstrated notable
accuracy, as detailed in Table 2.
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Table 2

ML model testing
Input

Student Data

Status
93% accuracy

Expected result
Predicting Jobs

Table 3 presents the results of our performance testing scenarios, which aimed to evaluate the
scalability and efficiency of our system under different workloads and database sizes. We used
various parameters, tools, and metrics to simulate and measure the system’s behaviour in realistic
situations. The table shows that our system can handle low to high user activity, sudden load bursts,
peak usage, and extended duration without significant response or query time degradation. The table
also demonstrates that our system can process large volumes of data efficiently, as the query time
does not vary much with the database size. These findings suggest that our system is scalable and
efficient, meeting users’ expectations.

Table 3
Scalability and performance analysis
Scenario Objective Parameters Tools Metrics
1. Low Workload Evaluate system Simulated a low JMeter o Average Response Time: 20
behaviour under number of ms
minimal user concurrent users e Minimum Response Time: 15
activity. (e.g., 10). ms
e Maximum Response Time: 25
ms
2. Burst Load Assess how the Rapidly increased LoadRunner o Average Response Time: 150
system handles the number of ms
sudden spikes in concurrent users e Minimum Response Time:
user activity. (e.g., from 10 to 120 ms
1000). e Maximum Response Time:
180 ms
3. Peak Usage Mimic scenarios Set workload Gatling. o Average Response Time: 180
where the system patterns to simulate ms
experiences peak hours (e.g., e Minimum Response Time:
maximum usage. 1000 users for 1 160 ms
hour). e Maximum Response Time:
200 ms
4. Extended Measure the Run tests for an JMeter o Average Response Time: 220
Duration system’s extended duration ms
performance over (e.g., 24 hours) and e Minimum Response Time:
an extended period.  monitor for 200 ms
resource e Maximum Response Time:
exhaustion or 240 ms
degradation.
5. Database Size Evaluate the impact  Used datasets of Gatling o Average Response Time: 30

Impact

of different
database sizes on
system

varying sizes (e.g.,
10 MB, 100 MB, 1
GB, 10 GB, etc.).

ms

Minimum Query Time: 25 ms
Maximum Query Time: 35 ms

performance.

Incorporating these insights into our academic discourse enriches our understanding of the
validation process, model performance, and the system's scalability, contributing to the broader
discourse on educational record management systems.
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5. Conclusion

PRECOGNITO offers a comprehensive system that emerges blockchain and machine learning to
address critical challenges in the education sector. The primary contribution lies in the holistic
PRECOGNITO system, where the emergence of two remarkable technologies sets the stage for a
paradigm shift in educational management. By integrating blockchain as a secure foundation and
leveraging machine learning for predictive analytics, PRECOGNITO provides a multifaceted solution.
Blockchain enhances academic record security, fortifying the credibility of certifications while
simplifying the verification process. At the same time, machine learning provides students with
predictive insights regarding future career opportunities tied to their academic performance.

At the heart of our vision is developing a decentralised student data management system
powered by blockchain technology. This system aims to provide efficiency and transparency for all
stakeholders, including students, academic institutions, employers, and industries, ensuring access
to accurate graduate data. PRECOGNITO showcases the deep connection between blockchain and
machine learning, providing real advantages to students, educational organisations, and employers.
It encapsulates a transformative step towards a more secure, data-driven, and future-oriented
educational landscape.

The current work contributes to the ongoing discourse on the advancement of educational
technologies. Looking ahead, PRECOGNITO is foreseen as an indispensable tool in shaping the future
of education, with trust being instilled and students being empowered to make well-informed
decisions about their career paths.

Despite the project's limitations and challenges, improvements to the current model can be
achieved by employing new algorithms such as SVM, neural networks, and ensemble methods
(AdaBoost), which may lead to better results or accuracy. The system requires further testing and
evaluation from stakeholders, including students, educators, and employers, to ensure its usability
and effectiveness. A high-fidelity system prototype is planned for development and distribution to
stakeholders for feedback and validation. Additionally, a mobile app version of the system is intended
to enhance user convenience and accessibility. These are potential future enhancements and
directions for our system development.
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