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Abstract
As the number of Internet of Things (IoT) devices being connected to the internet continues to rise, the security of these devices is
becoming an increasingly pressing concern. With the increasing number of IoT devices in homes, businesses, and industrial
settings, the potential for cyber-attacks targeting these devices has also increased. Although there are many methods of ensuring
network security in IoT, such as using encryption, firewalls, and intrusion detection systems, the issue of security is still not been fully
solved. Data encryption is one of the most implemented cybersecurity solutions as it provide data protection from being stolen by
unauthorized parties. This paper presents the design, simulation, and performance measurement of Simon encryption algorithm in
IoT environment. Simon algorithm is a lightweight encryption algorithm which suitable for resource constraint environment like IoT
devices. The performance metric used to measure the performance are time duration for a complete process and CPU utilization. In
future work, the algorithm can still be optimized to offer better performance. As we are transitioning into fully digital environment, a
robust cybersecurity solution is demanded. © 2024 IEEE.
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