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Abstract— The security of one's residence or property is an 
essential consideration that warrants careful attention to 
safeguard the premises and its contents. It has become 
increasingly apparent today that physical key door locks are 
susceptible to damage and can be compromised by unauthorized 
individuals. The inherent vulnerability of physical key door locks 
stems from their susceptibility to misplaced keys and duplication, 
as individuals are required to always carry them. This work 
presents a novel Internet of Things (IoT) enabled smart door 
access system designed to improve the security of homes or 
premises. The system offers keyless access to individuals who have 
been granted authorization. The system's architectural design 
incorporates the utilization of a NodeMCU ESP 8266 
microcontroller to oversee door operations. Access control 
functionality is facilitated through the implementation of the 
Virtuino IoT application, which enables the unlocking of doors 
using smartphones. Additionally, a MQTT broker, specifically the 
HiveMQ, is implemented to facilitate effective machine-to- 
machine communication within the IoT components. The 
rationale behind the adoption of this IoT-based solution stems 
from the inherent weaknesses of traditional physical key door 
locks, which are prone to damage and replication, consequently 
jeopardizing security measures. The proposed system aims to 
address these limitations by rendering traditional keys obsolete, 
thereby improving both security and convenience for users. The 
system has undergone comprehensive development, testing, and 
operationalization, resulting in a highly functional system. The 
success rate of all functions has consistently achieved a 100% level, 
which serves as an indication of the system's robustness and 
effectiveness. In addition, the practical implementation of the 
system in the Centre of Excellence for Cybersecurity (CoExCys) 
office at Kuliyyah of ICT HUM exhibited smooth operation and 
the absence of any operational challenges throughout a trial 
period lasting one week. The findings highlight the potential of the 
system as a feasible solution for enhancing security and regulating 
access in diverse environments.

Keywords—Smart door access system; NodeMCU ESP 8266; 
Virtuino IoT; MQTT; HiveMQ,

I. In t r o d u c t io n

The main concern of a door locking system is its 
accessibility and security. Traditionally, people use keys to lock 
their houses and offices. However, physical keys and their locks 
provide limited security as they can be easily duplicated 
providing access to anyone who has the key. Furthermore, the 
key door locks are easy to break, and the keys can be misplaced 
since the keys are often carried everywhere [1], Due to this 
concern, people nowadays are implementing keyless door lock 
systems as they can provide a better secure environment for the 
workplace and home [2],

Moving toward Industrial Revolution 4.0 (IR4.0) and 
wireless technology generation, the implementation of the 
Internet of Things (IoT) can give better security to the door 
system. It can offer a reliable door access protection system by 
providing multiple layers of security on its software program 
and hardware sensors, enhance people's productivity as they do 
not need to bring physical keys with them anymore, and can 
monitor and control the door access remotely using Wi-Fi and 
Bluetooth and the usage of sensors [2], Therefore, the 
implementation of IoT IoT-based smart door access system 
should be an essential thing. People should ensure better security 
and a safe environment for their workplaces and houses.

This work proposes the implementation of an IoT- 
based smart door access system that can provide wireless and 
keyless control of door access using a smartphone. In this project, 
NodeMCU is used as it can support a Wi-Fi connection between 
the hardware and the software. Virtuino IoT is used as an 
application to control the door access on the mobile device with 
Message Queuing Telemetry Transport (MQTT) to provide 
machine-to-machine communication.

This paper is arranged as follows: Section I gives a 
brief introduction to the concept and purpose of the 
implementation of a smart door access system. Section II 
focuses on the study and implementation of existing smart door 
development and research. Section III describes the proposed 
model for this paper. Section IV shows the testing of the model 
and its results. Finally, section V summarizes and concludes this 
paper.
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II. L it e r a t u r e  r e v ie w

A. Recent Trends on IoT  Applications on Smart Door Access 
Systems
Over the past decade, IoT development and application have 

experienced robust growth, driven by the advancement of 
technology that enables effortless connectivity and also the 
adoption by various industries. Cisco estimated that there will 
be 50 billion IoT connections in 2020, while Huawei predicted 
that the number o f IoT connections will reach 100 billion by 
2025 [3]. For IoT applications in smart door systems alone, 
records almost a thousand studies on this project as shown in Fig. 
1.

Previous W ork of IoT S m art Door 
Access System

250

2018 2019 2020 2021 2022 2023

Year (until J u ly  2023)

Fig. 1. Studies were done on IoT-based Smart Door Systems from 2018 until 
July 2023

The preliminary phase o f IoT development, which has been 
discussed in the article, represents the previous work in this field 
[4-7].

B. Smart Door Access System
Smart door systems have undergone significant 

advancement in recent years to enhance the security of the 
system. This includes the implementation o f multiple layers and 
phases o f security in the smart door design through many 
technologies from the basic Bluetooth and Wi-Fi technology 
system to the variation o f the usage o f smartphone devices, 
embedded systems, sensors, and actuators. This variation creates 
various types o f smart door systems as in Table I:

TABLE I. LEST OF SMART DOOR SYSTEM

Type of smart 
door system

Description Advantage & 
Drawback

Wireless smart 
door lock

Mobile applications axe 
implemented as a medium to 
lock and unlock the door[2], 
[8-12]. The mobile 
application transmits a signal 
via Wireless Fidelity (Wi-Fi) 
or Bluetooth, and the door 
will respond accordingly 
based on die signal received 
from the mobile application.

Advantage:
Convenience,
Enhance security. 
Remote access 
Management 
Keyless.

Drawback: 
Connectivity and 
power source 
dependence 
Cybersecurity concerns 
Potential malfunction

Biometric 
recognition door 
lock

This system relies on 
biometric technology, which 
utilizes human biology 
characteristics to initiate the 
signal to unlock the door. 
The system will recognize 
the users by identifying their 
fingerprints facial features or 
voices. Upon successful 
identification, the system 
will transmit the signal to the 
lock mechanism.

Advantage:
Enhance security 
Reduce the risk of 
identity theft 
Fast and convenient

Drawback:
False biometric 
detection,
Environmental factors 
may reduce accuracy 
Privacy and data 
security concerns

RPID card door 
lock

This system implements the 
usage of Radio Frequency 
Identification (RFID) to 
access the lock 
mechanismfl 1]. The system 
will detect the ID card with 
an RFID chip planted inside 
it. When the system 
recognizes the ID card, it 
requires the user to insert a 
password using the keypad. 
Once both authentications 
are successful, the system 
will transmit the signal to the 
door lock

Advantage:
Durable and scalable 
Enable audit trails 
Enable user access 
management

Drawback:
Risk of card loss 
Power source 
dependency 
Vulnerable to cloning 
and spoofing attacks

QR-based door 
lock

This system implements the 
Quick Respond (QR) 
barcode to access the 
door[13]. The user is 
required to register for 
his/her ID before obtaining 
the generated QR code. Then 
the system will detect if  the 
QR is identical to the system. 
When the QR detection is 
successful, the system will 
send a signal to open the 
door.

Advantage:
Easy to use 
Cost-effective 
Enable temporary 
access

Drawback:
Limited range,
Smartphone
dependency
Require internet
connectivity

Visible Light 
Communication 
(VLC) LED 
color-coded door 
lock

This system operates by the 
user device recognizing the 
LED that transmits a grid 
color-coded pattern from the 
facility, then it will recognize 
the user authentication code 
and send a response signal to 
the door lock camera sensor. 
The door lock camera sensor 
then will recognize the grid 
color pattern from the user 
device before enabling the 
door access to the user [10].

Advantage:
Secure communication 
Fast
High accuracy 
Energy efficient

Drawback:
Complex 
implementation 
Indoor use only 
Distance limitation 
Limited adoption 
Compatibility

C. Microcontroller
Microcontrollers play a significant role in developing IoT 

systems. Microcontroller functions to connect the electrical 
hardware parts and the software system. It consists o f CPU, 
memory, and Input/Output (I/O) peripherals as the main parts. 
The microcontrollers work by processing the data and 
information received from the I/O and processing it in the CPU 
before transmitting the signal to control the device. The 
memory will store the temporary information received by the 
microcontroller to be accessed by the processor to process the
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incoming data. Table II explains various types of controllers 
that are usually used in developing IoT systems.

TABLE II. LIST OF MICROCONTROLLERS

Type of
microcontroller

Description Key Feature

NodeMCU 
ESP8266 / ESP 
32

NodeMCU ESP8266 is an open- 
source board development that is 
widely used in Internet of Things 
(IoT) projects and can be 
programmed using Arduino IDE[2], 
[14], It also incorporates firmware 
designed to run on the ESP8266 Wi
Fi system-on-a-chip (SoC) from 
Espressif System. NodeMCU also 
provides a convenient platform for 
building IoT projects as it combines 
the microcontroller unit (MCU) 
with built-in Wi-Fi that makes it 
easy to connect with the internet and 
communicate with other devices.

1. Wi-Fi 
connectivity
2. Low cost
3. GPIO pin 
availability

Raspberry Pi Raspberry Pi (RPi) is an affordable 
computer alternative that operates 
on the Linux Operating System [10], 
[13], It offers a set of General 
hrput/Output (GPIO) pins that allow 
users to connect and control a wide 
array of devices and peripherals. 
Raspberry Pi is often used in IoT 
projects due to its versatility which 
makes it suitable for a diverse range 
of projects and applications.

1. Runs on Linux 
OS environment
2. GPIO and other 
interfaces' pin 
availability
3. HDMI output 
availability
4. Extensive 
software support
5. Expensive

Arduino UNO Arduino UNO is a popular 
microcontroller board from the 
Arduino family that is widely used 
for prototyping and DIY electronics 
projects [8][11][15]. The board 
features an ATmega328P 
microcontroller as its core, along 
with digital input/output pins, 
analog input pins, and other 
dedicated pins for specific 
functionalities making it accessible 
even for electronics and 
programming field beginners.

1 .Beginner- 
friendly
2. Cheap
3. Compatible 
with various 
shield
4,Open source
5. Wide variety of 
sensors and 
actuators
6. Not support 
Wi-Fi.

STM 32 STM 32 is a microcontroller 
developed by STMicroelectronics 
and based on ARM Cortex-M 
processor cores. It is widely used in 
embedded systems and IoT 
applications due to its wide range of 
integrated peripherals including 
GPIO, communication interface, 
timers, analog-to-digital converters, 
and others.

1. Arm Cortex-M 
cores
2. Rich
peripherals set.
3 .Comprehensive 
development 
ecosystem 
4.Enable low 
power mode.

Silicon Labs 
EFM32

Silicon Labs Energy Friendly 
Microcontroller (EFM) 32 is 
developed for energy efficient and 
low energy operation which is 
suitable for battery-operated IoT 
applications.

1 .Ultra-low 
power
2.Support Gecko 
Technology
3. Advanced 
peripherals 
integration
4. Comprehensive 
software 
development 
tools and libraries

III. M e t h o d o l o g y

This project consists of two parts which are the software part 
and the hardware part. The software parts focus on the coding of 
the NodeMCU to create a topic and subscription for 
communication between the application and the IoT device 
using HiveMQ protocol. The hardware part consists of a 
combination of the power supply, the hardware connection 
between NodeMCU with buzzer, touch switch, front desk switch, 
kill switch, and electromagnetic door.

A. Software Parts
The system will operate when the Virtuino IoT application 

detects the smart door via the internet network. Once the mobile 
is connected to the smart door, the door status will be shown 
whether it is open, closed or door initialized. The user who has 
access to the project file on the apps can control the operation of 
the door by simply touching the key icon to open the door the 
door will then open and give access for the user to enter and in 
10 seconds the door will automatically be locked. The function 
process is explained in Fig. 2 below.

Fig. 2. Process flowchart of the door access 

B. Hardware Parts
For the hardware parts, the NodeMCU is connected to the 

power source to provide voltage to lock the electromagnetic 
door. The hardware part also consists of a combination of kill 
switches outside the premises for emergency and maintenance 
purposes which will cut the voltage supply to the right door 
which will open the door. The hardware design also includes a 
touch switch and front desk switch located inside the premises 
to ease people inside to open the door or give access to 
unauthorized users, and a buzzer to indicate the door is unlocked. 
Fig. 3 and Fig. 4 show the block diagram for the connection with 
the NodeMCU and the hardware parts.

Authorized licensed use limited to: UNIVERSITY PUTRA MALAYSIA. Downloaded on February 20,2024 at 14:07:26 UTC from IEEE Xplore.  Restrictions apply. 



Fig. 3. Block diagram of NodeMCU connection

IN
Adapter

IN
Wall

Fig. 4. Block diagram of the prototype hardware

C. Operation Block Diagram
Fig. 5 shows the UML for the use case combining the 

operation of the door access between the hardware and 
software parts.

User
(stuaen+s/ 
Outsider/ 

Without OeAMiorO

Fig. 5. Block diagram for full operation

The figure illustrates that only the actor (user) can utilize 
access to the door wirelessly via a mobile application. On the 
contrary, an unauthorized user would require permission from 
the people inside the premises and access is given through the 
use of a touch switch or a front desk switch. Alternatively, they 
can also use the mobile application to give access to 
unauthorized users. In emergency cases, only the technician is 
authorized to use the kill switch for emergency and 
maintenance purposes.

D. List o f Materials
This IoT work is delivered through its controlling device that 

controls door access using a mobile application. A 
microcontroller is programmed to make communication 
between the public protocol and to initiate the signal of the 
sensor, electromagnetic door, and all switches by connecting it 
all to the microcontroller. Table HI provides the details o f the 
list of main materials and components.

TABLE in. LIST OF MATERIAL

Component Function Specification

NodeMCU ESP 
8266

Act as a backbone and 
connector between the 
hardware components and 
software devices. It can be 
connected to the internet 
without aid from other 
electronic components.

Open-source firmware 
and development kit that 
was widely used to build 
IoT prototypes. It 
includes firmware that 
runs on ESP8266 Wi-Fi 
SoC by Espressif System.

Virtuino IoT 
Application

Act as an IoT platform to 
control door lock 
mechanisms. The user 
interface is created and 
customized based on the IoT 
application's suitability. 
These apps are used to open 
the door wirelessly and 
enable the door to unlock for 
10 seconds before it 
automatically locks again

An application where 
users build their 
interface, widgets, and 
dashboard that is suitable 
for IoT projects. Supports 
various communication 
protocols for information 
transfer.

HiveMQ The MQTT broker for a 
communication protocol for 
IoT applications. Follows a 
publish-subseribe 
architecture. Enabling 
devices and applications to 
publish messages to 
designated topics such as 
“Door Initialized” when the 
door is unlocked, which are 
then received by subscribed 
devices or applications.

Provide a Publish- 
Subscribe Architecture 
model that can handle 
control and deliver 
messages between 
devices.

Buzzer To alert the user when the 
door is unlocked

5V buzzer that can give 
sound ranging from 
70dB-100dB

TTP223 Touch 
Switch & Front 
Desk Switch

Switch to open the door 
manually from the inside to 
allow visitors who have no 
access to enter. Both the left 
and right doors will open for 
10 second

An embedded touch 
switch that installed on 
the hardware box. Utilize 
capacitive touch sensing 
technology. Able to 
detect the touch input and 
trigger the output in 
milliseconds

Electromagnetic
Door

The door is locked when the 
power voltage is supplied 
and unlocked when the is no 
power voltage supplied to 
the door

Require 24V voltage 
power to provide a strong 
holding force of the 
electromagnetic to lock 
the door

Kill Switch To shut down the smart door 
system for maintenance and 
emergency purposes. Enable 
the right door to open until 
the switch is off

Switching off to 
disconnect the 
connection of the circuit 
to the door
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IV . R e s u l t  a n d  d is c u s s io nE. Topology
In this study, MQTT is being implemented to connect 

mobile apps and ESP8266 that control door operation. MQTT 
works by using the topic publish-subscribe concept where the 
publisher needs to send data to the receiver (publish) and the 
receiver receives the data (subscribe).

In Fig. 6, the connection and communication process 
between the private Wi-Fi and Cloud HiveMQ is shown. It 
functions as follows: Virtuino IoT sends an operation signal to 
open the left right or both doors using the key button on the 
application. The Virtuino IoT itself acts as a MQTT client and 
publishes a topic as an operation message to open the door and 
to receive the door update whether it is unlocked or locked to 
the Cloud HiveMQ. HiveMQ operates as an MQTT broker and 
routes messages to the private Wi-Fi connection to distribute 
the message to the electromagnetic door that also acts as a 
MQTT client. The electromagnetic door will subscribe to the 
messages and operate as requested to unlock the door and 
consequently send back a MQTT message of the door status to 
the Virtuino IoT application.

KICT VPN Network
192.xx.x124

UIA Local N e tw ork10.X.X.X18
Fig. 6. Topology connection between Wi-Fi and Cloud HiveMQ

F. Software Development
To develop all the instructions for the IoT device, 

NodeMCU ESP 8266 is programmed using Arduino IDE. 
The program codes include the establishment and 
connection from the Wi-Fi with the NodeMCU of the smart 
door to enable the whole smart door to function. After the 
connection is established, the other operation and function 
controlled by the NodeMCU to unlock and auto-lock the 
door will be functioning. The program includes the coding 
of IoT devices to connect to the premise Wi-Fi as in Fig. 7.
// Wifi Setup 
void. setupWifi () (

//Init WifiManager 
WiFiManager WifiManager;
Serial *print("\n\nConnecting Wifi: ”) ;
//wifiManager.resetSettings();
WifiManager . autoConnect ( "SDAKICT : WiFi Setup*'); 
Serial.print("Wifi Status: Connected");

}

Fig. 7. Coding to establish the connection between the IoT device to Wi-Fi

The development of smart door access is tested and 
objectively successful. In the IoT environment, door access can 
communicate and function well. The button function, and door 
status update on the Virtuino IoT working perfectly. Meanwhile, 
the hardware parts which include the touch switch, front desk 
switch, and kill switch button also work as what has been 
proposed and programmed. Table IV below explains the results 
of the input and output functions of the door access using the 
mobile application.

TABLE IV. PROTOTYPE OUTPUT

Input Output

Fig. 8. Virtuino IoT user interface

Fig. 9. Virtuino IoT did not detect 
the door

Fig. 11. The door button becomes 
green indicating “open”

Fig. 10. Virtuino IoT detects the 
door and the “Door Online” 
status is updated.

Door Status 
CoExCys Door Right OPEN

Door Status
CoExCys Door Right CLOSED

Fig. 12. (a) “Door Open” status 
updated; (b) “Door Close” 
status updated after 10 seconds.

TABLE V. TESTING RESULT

Testing Function Specification

Number of 
Testing

Success Success Rate 
(%)

Virtuino IoT left key button 10 10 100

Virtuino IoT right key button 10 10 100

Touch Switch 10 10 100

Front desk Switch 10 10 100

Kill Switch 10 10 100
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According to Table V, all functions reach a 100% success 
rate indicating the whole system is working well. The door is 
also already being implemented in the Centre of Excellence for 
Cybersecurity (CoExCys) office in Kuliyyah of ICTIIUM for a 
week and the result also shows the system is working without 
any arising issues. Fig. 13 shows the IoT smart door circuit box 
that has been installed at CoExCys office KICT IIUM to control 
the whole door access system.

Fig. 13. (a) smart door hardware circuit box. (b) The installation of smart door 
circuit box at CoExCys office.

Several initiatives will be undertaken, guided by the 
following principles: Initially, an examination will be 
conducted regarding alternative microcontrollers or IoT 
platforms that can be utilized in smart door access systems. 
Furthermore, a comprehensive examination will be conducted 
to explore supplementary security measures aimed at enhancing 
the overall security of smart door access systems. Furthermore, 
a comprehensive evaluation of the proposed system will be 
carried out in various contexts to determine its performance and 
efficacy. Furthermore, the development of a mobile application 
will be undertaken to provide users with an enhanced and 
intuitive interface for the smart door access system. There will 
be endeavors to integrate the intelligent door access system 
with additional IoT devices or systems, to establish a 
comprehensive smart home or smart building solution.

V . C o n c l u sio n

To conclude, the study and development of IoT-based smart 
door access systems enable to provide a more secure 
environment for the premises and ease users to not use the 
physical key anymore. The study gave a better understanding of 
how to develop door access using the NodeMCU ESP 8266 
microcontroller, Virtuino IoT application with the 
implementation of HiveMQ public protocol. The study also 
gave a better grasp of how IoT works and its implementation of 
door access. The outcome of this study and work has fulfilled 
the objective where the NodeMCU ESP8266 integrated with 
Virtuino IoT has been implemented to enhance the security of 
the door access system. This work is preliminary to understand 
the implementation of IoT smart door access that allows keyless 
access for the staff and authorizes users. In future development, 
the improvement of this work will be made to reduce its errors 
and enhance its security, smoothness of door operation, and 
improve its function.
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