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Abstract

Artificial Intelligence has largely occupied various sectors in the world. A huge number of business companies have
incorporated several machine learning algorithms for day-to-day decision making. With increasing applications of Al
algorithms, the concerns regarding its outcomes have also increased due to bias. In Al algorithms, bias occurs due to
multiple reasons including incomplete data, skewed data, human error and so on. These algorithms have the tendency to
amplify partially and discrimination in the results instead of benefiting them. This makes it compulsory for the algorithms to
be audited. Currently, Al algorithm auditing processes have several challenges including tendency of biases to be deeply
ingrained into the system, making these difficult to mitigate; lack of transparency in decision making and many more. This
study presents the emerging technology of blockchains to be a viable solution to the existing problem. It comprehensively
discusses the suitability of blockchains for transparency in the process of algorithm auditing which is bound to easily capture
the issue and the layer consisting it. Consequently, the process of algorithm auditing will be more convenient and more
productive. Moreover, this review also discusses some potential challenges that need to be addressed and some future
recommendations for this integration. © 2023 IEEE.

Author Keywords
Algorithm Auditing; Algorithmic Bias; Blockchain Networks; Digital Transparency; Fairness in Al

Index Keywords

Blockchain, Decision making, Learning algorithms, Machine learning; Al algorithms, Algorithm auditing, Algorithmic
bias, Algorithmics, Block-chain, Blockchain network, Business companies, Decisions makings, Digital
transparency, Fairness in Al; Transparency

References

« Kordzadeh, N., Ghasemaghaei, M.
Algorithmic bias: review, synthesis, and future research directions
(2022) Eur. J. Inf. Syst., 31 (3), pp. 388-409.

« Brown, S., Davidovic, J., Hasan, A.
The algorithm audit: Scoring the algorithms that score us
(2021) Big Data Soc., 8 (1), p. 98386.
Jan.

« Junejo, A.Z., Ahmed Hashmani, M., Abdulrehman Alabdulatif, A.
Blockchain Privacy Preservation by Limiting Verifying Nodes' During Transaction
Broadcasting
(2021) 2021 International Conference on Electrical, Communication, and Computer
Engineering (ICECCE), pp. 1-6.
Kuala Lumpur, Malaysia: IEEE, Jun.

« Teutsch, J., Reitwiel3ner, C.
(2023) A scalable verification solution for blockchains,
arXiv, Aug. 12 2019, Accessed Oct. 18

« Srivastava, G., Parizi, R.M., Dehghantanha, A., Choo, K.-K.R.
Data Sharing and Privacy for Patient loT Devices Using Blockchain



(2019) Smart City and Informatization, pp. 334-348.
G. Wang, A. El Saddik, X. Lai, G. Martinez Perez, and K.-K. R. Choo, Eds., Singapore:
Springer Singapore

Meshcheryakoy, Y., Melman, A., Evsutin, O., Morozov, V., Koucheryavy, Y.

On Performance of PBFT Blockchain Consensus Algorithm for loT-Applications
With Constrained Devices

(2021) IEEE Access, 9, pp. 80559-80570.

Jiang, S., Jakobsen, K., Bueie, J., Li, J., Haro, P.H.

A Tertiary Review on Blockchain and Sustainability With Focus on Sustainable
Development Goals

(2022) IEEE Access, 10, pp. 114975-115006.

Kaya, B.C.
The Role of Artificial Intelligence In Corporate Governance
(2022) SSRN Electron. J.,

Géron, A.

(2017) Hands-On Machine Learning with Scikit-Learn and TensorFlow: Concepts, Tools,
and Techniques to Build Intelligent Systems,

O'Reilly Media

Koshiyama, A.

Towards Algorithm Auditing: A Survey on Managing Legal, Ethical and
Technological Risks of Al, ML and Associated Algorithms

(2021) SSRN Electron. J.,

Demestichas, K., Peppes, N., Alexakis, T., Adamopoulou, E.
Blockchain in Agriculture Traceability Systems: A Review
(2020) Appl. Sci., 10 (12), p. 4113.

Jun.

Junejo, A.Z., Hashmani, M.A., Memon, M.M.

Empirical Evaluation of Privacy Efficiency in Blockchain Networks: Review and
Open Challenges

(2021) Appl. Sci., 11 (15), p. 7013.

Jul.

Zikratov, I., Kuzmin, A., Akimenko, V., Niculichev, V., Yalansky, L.

Ensuring data integrity using blockchain technology

(2017) 2017 20th Conference of Open Innovations Association (FRUCT), pp. 534-539.
St-Petersburg, Russia: IEEE, Apr.

Agrawal, T.K., Kumar, V., Pal, R., Wang, L., Chen, Y.

Blockchain-based framework for supply chain traceability: A case example of textile
and clothing industry

(2021) Comput. Ind. Eng., 154, p. 107130.

Apr.

Han, H., Shiwakoti, R.K., Jarvis, R., Mordi, C., Botchie, D.

Accounting and auditing with blockchain technology and artificial Intelligence: A
literature review

(2023) Int. J. Account. Inf. Syst., 48, p. 100598.

Mar.

Cha, S.-C., Meng, W., Li, W.-W., Yeh, K.-H.

A blockchain-enabled loT auditing management system complying with ISO/IEC
15408-2

(2023) Comput. Ind. Eng., 178, p. 109091.

Apr.



+ Altas, H., Dalkilig, G., Cabuk, U.C.
Data immutability and event management via blockchain in the Internet of things
(2022) Turk. J. Electr. Eng. Comput. Sci., 30 (2), pp. 451-468.
Feb.

« Bodkhe, U.
Blockchain for Industry 4. 0: A Comprehensive Review
(2020) IEEE Access, 8, pp. 79764-79800.

« Neisse, R., Steri, G., Nai-Fovino, I.
(2023) A Blockchain-based Approach for Data Accountability and Provenance Tracking,
arXiv, Jun. 14, 2017, Accessed Oct. 18

+ Salah, K., Rehman, M.H.U., Nizamuddin, N., Al-Fugaha, A.
Blockchain for Al: Review and Open Research Challenges
(2019) IEEE Access, 7, pp. 10127-10149.

« Sanka, A.l.,, Cheung, R.C.C.
A systematic review of blockchain scalability: Issues, solutions, analysis and future
research
(2021) J. Netw. Comput. Appl., 195, p. 103232.
Dec.

« Khan, D., Jung, L.T., Hashmani, M.A.
Systematic Literature Review of Challenges in Blockchain Scalability
(2021) Appl. Sci., 11 (20).

« Alfandi, O., Khanji, S., Ahmad, L., Khattak, A.
A survey on boosting loT security and privacy through blockchain: Exploration,
requirements, and open issues
(2021) Clust. Comput., 24 (1), pp. 37-55.
Mar.

« Junejo, A.Z., Ahmed, M., Abdulrehman, A.
A Survey on Privacy Vulnerabilities in Permissionless Blockchains
(2020) Int. J. Adv. Comput. Sci. Appl., 11 (9).

« Atzei, N., Bartoletti, M., Cimoli, T.
A survey of attacks on Ethereum smart contracts,

« Bach, L.M., Mihaljevic, B., Zagar, M.
Comparative analysis of blockchain consensus algorithms
(2018) 2018 41st International Convention on Information and Communication Technology,
Electronics and Microelectronics (MIPRO), pp. 1545-1550.
Opatija: IEEE, May

Publisher: Institute of Electrical and Electronics Engineers Inc.

Conference name: 8th IEEE International Conference on Engineering Technologies and Applied Sciences, ICETAS 2023
Conference date: 25 October 2023 through 27 October 2023
Conference code: 195634

ISBN: 9798350327090

Language of Original Document: English

Abbreviated Source Title: Int. Conf. Eng. Technol. Appl. Sci.: Shap. Future Technol. through Smart Comput. Eng., ICETAS
2-s2.0-85182265517

Document Type: Conference Paper

Publication Stage: Final

Source: Scopus



ELSEVIER Copyright © 2024 Elsevier B.V. All rights reserved. Scopus® is a registered
trademark of Elsevier B.V. G_RELX Group™



