
  1 of 2

Proceedings of the 2023 17th International Conference on Ubiquitous Information Management and Communication,

IMCOM 2023  • 2023 • 17th International Conference on Ubiquitous Information Management and Communication, IMCOM

2023  • Seoul  • 3 January 2023through 5 January 2023  • Code 186610

◅ Back to results ◅ Previous

 Download  Print  Save to PDF ⋆ Save to list   Create bibliography

Document type

Conference Paper

Source type

Conference Proceedings

ISBN

978-166545348-6

DOI

10.1109/IMCOM56909.2023.10035569

View less 

Publisher

Institute of Electrical and Electronics Engineers Inc.

Original language

English

Volume Editors

Lee S., Choo H., Ismail R.

CIA-based Analysis for E-Leaming Systems Threats

and Countermeasures in Malaysian Higher

Education: Review Paper

Aborujilah, Abdulaziz ; Adamu, Jibril ; Mokhtar, Shamsul Anuar ;

Al-Othmani, Abdulaleem Z. ; Al-Alwi, Elham Yahya ; Yahya Al-Hidabi, Dawood Abdulmalek

Save all to author list

a a a

b c c

Malaysian Institute of Information Technology, Universiti Kuala Lumpur, Cybersecurity & Technological
Convergence Department, Malaysia

Cyber Technology Institute (CTI,), De Montfort University Leicester, United Kingdom

International Islamic University, Kulliyyah of Education, Malaysia

a 

b 

c 

Full text options Export

Abstract

Author keywords

Indexed keywords

Sustainable Development Goals 2023

SciVal Topics

Metrics

Abstract

In Malaysia, the early days of e-learning implementations can be traced back to the late 1990s.

However, the development and use of such systems are fraught with security issues, concerns about

the security of personal data, and content-related security flaws, confidentiality, integrity, availability,
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authentication, and deliberate attacks are the list of security issues that are identified in the e-learning

systems. More attention has been given to course creation and delivery and technology adoption.

However, user privacy and security in the context of e-learning security have not been studied well. In

this paper, an in-depth review has been conducted regarding security threats and their remedies to the

e-learning systems, which consequently lead Malaysia's higher education to take precautionary

measures to facilitate learners with a secure learning environment. © 2023 IEEE.

Author keywords

countermeasures techniques; E-learning Systems; Malaysia higher education; Security threats

Indexed keywords

Sustainable Development Goals 2023 New

SciVal Topics

Metrics

References (38)

Barhoom, T.S., Azaiza, R.J.

(2016) International Journal of Computing and Digital Systems, 5 (5), pp. 421-
430.  .

doi: 10.12785/IJCDS/050507

Aissaoui Matsi, K., Azizi Matsi, M.

(2017) ACM International Conference Proceeding Series, Part F129474, art.
no. 96.  .

ISBN: 978-145034852-2
doi: 10.1145/3090354.3090452

Rotas, E.
Does threat knowledge influence protective behaviors of students in the
context of cyber security in remote learning amid COVID-19 crisis
(2021) J. Pedagog. Sociol. Psychol., 3 (1), pp. 45-53.  .

 

Ibrahim, H., Karabatak, S., Abdullahi, A.A.

(2020) 8th International Symposium on Digital Forensics and Security, ISDFS
2020, art. no. 9116415.  .

ISBN: 978-172816939-2
doi: 10.1109/ISDFS49300.2020.9116415

 ▻View in search results format

    

All

Export  Print  E-mail  Save to PDF Create bibliography

1

Enhance MOODLE security against XSS vulnerabilities

Cited 4 times
https://journal.uob.edu.bh/handle/123456789/324

View at Publisher

2

El-security: E-learning systems security checker plug-in

Cited 3 times
http://portal.acm.org/

View at Publisher

3

Cited 5 times

4

A Study on Cybersecurity Challenges in E-learning and
Database Management System

Cited 9 times
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=9113131

View at Publisher

https://www.scopus.com/search/submit/references.uri?sort=plf-f&src=r&imp=t&sid=80d4734343d6efd4d439529eeb6d744e&sot=rec&sdt=citedreferences&sl=23&s=EID%282-s2.0-85148613297%29&origin=recordpage&citeCnt=1&citingId=2-s2.0-85148613297
https://www.scopus.com/record/display.uri?eid=2-s2.0-85073503450&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85073503450&src=s&origin=reflist&refstat=core
https://journal.uob.edu.bh/handle/123456789/324
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.12785%2fIJCDS%2f050507&locationID=3&categoryID=4&eid=2-s2.0-85073503450&issn=2210142X&linkType=ViewAtPublisher&year=2016&origin=reflist&dig=285849ff3fdb834c766895e969fea7b4
https://www.scopus.com/record/display.uri?eid=2-s2.0-85028454227&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85028454227&src=s&origin=reflist&refstat=core
http://portal.acm.org/
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1145%2f3090354.3090452&locationID=3&categoryID=4&eid=2-s2.0-85028454227&issn=&linkType=ViewAtPublisher&year=2017&origin=reflist&dig=a4197be2e86692281ff879105f49ed1c
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85131407320&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/record/display.uri?eid=2-s2.0-85087636782&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85087636782&src=s&origin=reflist&refstat=core
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=9113131
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fISDFS49300.2020.9116415&locationID=3&categoryID=4&eid=2-s2.0-85087636782&issn=&linkType=ViewAtPublisher&year=2020&origin=reflist&dig=e325df34fbd042e764d2c51c6dd22230


Shersad, F., Salam, S.
Managing Risks of E-learning During COVID-19
(2020) Int. J. Innov. Res. Educ. Sci., 7 (4), pp. 2349-5219.  .

 

Bhatia, M., Maitra, J.K.

(2019) 2018 International Conference on Computational and Characterization
Techniques in Engineering and Sciences, CCTES 2018, art. no. 8674115, pp.
276-285.  .

ISBN: 978-153864254-2
doi: 10.1109/CCTES.2018.8674115

Othmana, Z., Rahimb, N., Sadiq, M.

(2020) International Journal of Innovation, Creativity and Change, 11 (1), pp.
1-19.  .

Che Mut, N.A.I., Zain, N.M., Mohd, M.I.

(2020) Proceedings of the International Conference on e-Learning,
ICEL, 2020-December, pp. 166-170.  .

ISBN: 978-166541550-7

Shahzad, A., Hassan, R., Aremu, A.Y., Hussain, A., Lodhi, R.N.

(2021) Quality and Quantity, 55 (3), pp. 805-826.  .

doi: 10.1007/s11135-020-01028-z

Albelbisi, N.A., Yusop, F.D.

(2020) Electronic Journal of e-Learning, 18 (4), pp. 288-299.  .

doi: 10.34190/EJEL.20.18.4.002

Al-araibi, A.A.M., Naz’ri bin Mahrin, M., Yusoff, R.C.M., Chuprat, S.B.

(2019) Education and Information Technologies, 24 (2), pp. 1395-1431. 
.

doi: 10.1007/s10639-018-9837-9

5

Cited 5 times

6

E-learning Platforms Security Issues and Vulnerability Analysis

Cited 10 times
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=8671674

View at Publisher

7

The human dimension as the core factor in dealing with
cyberattacks in higher education

Cited 3 times
https://www.ijicc.net/images/vol11iss1/11101_Othman_2020_E_R.pdf

8

Challenges and perceptions of e-learning among students in
a private institution: A case study in Malaysia

Cited 3 times
http://academic-conferences.org/icel/icel-home.htm

9

Effects of COVID-19 in E-learning on higher education
institution students: the group comparison between male and
female

Cited 244 times
https://link.springer.com/journal/11135

View at Publisher

10

Systematic review of a nationwide mooc initiative in
malaysian higher education system

Cited 16 times
http://www.ejel.org/volume18/issue4

View at Publisher

11

A model for technological aspect of e-learning readiness in
higher education

Cited
25 times
http://www.kluweronline.com/issn/1360-2357

View at Publisher

https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85130554528&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/record/display.uri?eid=2-s2.0-85064122814&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85064122814&src=s&origin=reflist&refstat=core
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=8671674
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fCCTES.2018.8674115&locationID=3&categoryID=4&eid=2-s2.0-85064122814&issn=&linkType=ViewAtPublisher&year=2019&origin=reflist&dig=31207da5551f9db7957460bfd0b5e50e
https://www.scopus.com/record/display.uri?eid=2-s2.0-85085568525&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85085568525&src=s&origin=reflist&refstat=core
https://www.ijicc.net/images/vol11iss1/11101_Othman_2020_E_R.pdf
https://www.scopus.com/record/display.uri?eid=2-s2.0-85104208863&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85104208863&src=s&origin=reflist&refstat=core
http://academic-conferences.org/icel/icel-home.htm
https://www.scopus.com/record/display.uri?eid=2-s2.0-85089064644&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85089064644&src=s&origin=reflist&refstat=core
https://link.springer.com/journal/11135
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2fs11135-020-01028-z&locationID=3&categoryID=4&eid=2-s2.0-85089064644&issn=15737845&linkType=ViewAtPublisher&year=2021&origin=reflist&dig=5cd8cf3d5915131e65ff61bb78a25a64
https://www.scopus.com/record/display.uri?eid=2-s2.0-85092181035&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85092181035&src=s&origin=reflist&refstat=core
http://www.ejel.org/volume18/issue4
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.34190%2fEJEL.20.18.4.002&locationID=3&categoryID=4&eid=2-s2.0-85092181035&issn=14794403&linkType=ViewAtPublisher&year=2020&origin=reflist&dig=e058094078e15d89af94e97e0433e918
https://www.scopus.com/record/display.uri?eid=2-s2.0-85057571186&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85057571186&src=s&origin=reflist&refstat=core
http://www.kluweronline.com/issn/1360-2357
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2fs10639-018-9837-9&locationID=3&categoryID=4&eid=2-s2.0-85057571186&issn=15737608&linkType=ViewAtPublisher&year=2019&origin=reflist&dig=6afc4165a32c5a89d3c6a98a6beb0c35


Basak, P., Sujit, K., Wotto, M.B.
A Framework on the Critical Success Factors of E-Learning Implementation in
Higher Education: A Review of the Literature
(2016) World Acad. Sci. Eng. Technol. Int. J. Educ. Pedagog. Sci., 10 (7), pp.
2409-2414.  .

 

Fouad, N.S.
Securing higher education against cyberthreats: from an institutional risk to a
national policy challenge
(2021) J. Cyber Policy, 6 (2), pp. 137-154.  .

 

Anghel, M., Pereteanu, G.-C.
Cyber Security Approaches in E-Learning
(2020) INTED2020 Proc., 1, pp. 4820-4825.  .
no. April 2021

 

Fayziyeva, D.S, Yuldasheva, N.S, Ugli, I.S.Z.

(2019) International Conference on Information Science and
Communications Technologies: Applications, Trends and Opportunities,
ICISCT 2019, art. no. 9011971.  .

ISBN: 978-172812564-0
doi: 10.1109/ICISCT47635.2019.9011971

Gabor, A.M., Popescu, M.C., Naaji, A.
Security Issues Related To E-Learning Education
(2017) Int. J. Comput. Sci. Netw. Secur., 17 (1), pp. 60-66.  .

 

Farid, S., Alam, M., Qaiser, G., Haq, A.A.U., Itmazi, J.
Security Threats and Measures in E-Learning in Pakistan: A review," Tech
(2017) Journal, Univ. Eng. Technol. Taxila, 22 (3), pp. 98-107.  .
[Online].

 

 

El Hajj, F., El Hajj, A., Chehade, R.A.

(2016) 2016 6th International Conference on Digital Information Processing
and Communications, ICDIPC 2016, art. no. 7470802, pp. 113-118. 

.
ISBN: 978-146737504-7
doi: 10.1109/ICDIPC.2016.7470802

Ali, R., Zafar, H.
A Security and Privacy Framework for e-Learning
(2017) Int. J. e-Learning Secur., 7 (2), pp. 556-566.  .

 

12

Cited 35 times

13

Cited 8 times

14

Cited 5 times

15

Security issues in E-Learning system

Cited 9 times
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=8982113

View at Publisher

16

Cited 6 times

17

Cited 3 times

https://www.researchgate.net/publication/330663167%0A

18 http://web.uettaxila.edu.pk/techjournal/2017/No3/13-
SecurityThreatsandMeasuresinE-learninginPakistanAReview.pdf

19

Multi-agent system vulnerability detector for a secured E-
learning environment

Cited 7
times

View at Publisher

20

Cited 7 times

https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85058531069&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85122163642&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85119871119&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/record/display.uri?eid=2-s2.0-85082397983&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85082397983&src=s&origin=reflist&refstat=core
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=8982113
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fICISCT47635.2019.9011971&locationID=3&categoryID=4&eid=2-s2.0-85082397983&issn=&linkType=ViewAtPublisher&year=2019&origin=reflist&dig=6ab66f079fcdeafb766a7cf17aa80dd7
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85045716438&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85132956980&src=s&origin=reflist&refstat=dummy
https://www.researchgate.net/publication/330663167%0A
http://web.uettaxila.edu.pk/techjournal/2017/No3/13-SecurityThreatsandMeasuresinE-learninginPakistanAReview.pdf
https://www.scopus.com/record/display.uri?eid=2-s2.0-84974831726&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-84974831726&src=s&origin=reflist&refstat=core
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fICDIPC.2016.7470802&locationID=3&categoryID=4&eid=2-s2.0-84974831726&issn=&linkType=ViewAtPublisher&year=2016&origin=reflist&dig=839d3533c79c862e14e052e102d6d115
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85097708152&src=s&origin=reflist&refstat=dummy


Sakiba, N.
(2017) Security Challenges For E-Learning Ecosystems.  .
Norwegian University of Science and Technology

 

Huu Phuoc Dai, N., Kerti, A., Rajnai, Z.
E-Learning Security Risks and its Countermeasures
(2016) J. Emerg. Res. Solut. ICT, 1 (1), pp. 17-25.  .

 

Alkazimi, A.
Best Practices to Secure User Privacy from Internet Attacks on E-Learning
(2018) Soc. Inf. Technol. Teach. Educ. Int. Conf., pp. 87-93.  .

 

Hussein, L.A., Hilmi, M.F.

(Open Access)

(2020) International Journal of Emerging Technologies in Learning, 15 (8), pp.
4-21.  .

doi: 10.3991/IJET.V15I08.11798

Farooq, A., Ahmad, F., Khadam, N., Lorenz, B., Isoaho, J.

(2020) Proceedings - IEEE 20th International Conference on Advanced
Learning Technologies, ICALT 2020, art. no. 9155742, pp. 360-364. 

.

ISBN: 978-172816090-0
doi: 10.1109/ICALT49669.2020.00115

Azlan, C.A., Wong, J.H.D., Tan, L.K., A.D. Huri, M.S.N., Ung, N.M., Pallath,
V., Tan, C.P.L., (...), Ng, K.H.

(2020) Physica Medica, 80, pp. 10-16.  .

doi: 10.1016/j.ejmp.2020.10.002

Adams, D., Sumintono, B., Mohamed, A., Noor, N.S.M.

(2018) Malaysian Journal of Learning and Instruction, 15 (2), pp. 227-
256.  .

21
Cited 2 times

22

Cited 14 times

23

Cited 2 times

24

Cloud Computing Based E-learning in Malaysian universities

Cited 11 times
https://online-journals.org/index.php/i-jet/article/download/11798/6885

View at Publisher

25

The impact of perceived security on intention to use e-
learning among students

Cited 13
times
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=9146898

View at Publisher

26

Teaching and learning of postgraduate medical physics using
Internet-based e-learning during the COVID-19 pandemic – A
case study from Malaysia

Cited 102 times
www.fisicamedica.org

View at Publisher

27

E-learning readiness among students of diverse backgrounds
in a leading Malaysian higher education institution

Cited 65 times
http://www.mjli.uum.edu.my/images/vol.15no.2/227-256.pdf

View at Publisher

https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85083790420&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85033368118&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85146496667&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/record/display.uri?eid=2-s2.0-85086798237&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85086798237&src=s&origin=reflist&refstat=core
https://online-journals.org/index.php/i-jet/article/download/11798/6885
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.3991%2fIJET.V15I08.11798&locationID=3&categoryID=4&eid=2-s2.0-85086798237&issn=18630383&linkType=ViewAtPublisher&year=2020&origin=reflist&dig=78fadd8229e88ec7ddf9bad31afb338e
https://www.scopus.com/record/display.uri?eid=2-s2.0-85091152221&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85091152221&src=s&origin=reflist&refstat=core
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=9146898
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fICALT49669.2020.00115&locationID=3&categoryID=4&eid=2-s2.0-85091152221&issn=&linkType=ViewAtPublisher&year=2020&origin=reflist&dig=79ccd2f51bee7d67c973218cb96b1fc6
https://www.scopus.com/record/display.uri?eid=2-s2.0-85092442517&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85092442517&src=s&origin=reflist&refstat=core
https://www.scopus.com/record/www.fisicamedica.org
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1016%2fj.ejmp.2020.10.002&locationID=3&categoryID=4&eid=2-s2.0-85092442517&issn=1724191X&linkType=ViewAtPublisher&year=2020&origin=reflist&dig=b1d547e6119a200965ab784fb3cdb1a7
https://www.scopus.com/record/display.uri?eid=2-s2.0-85059331777&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85059331777&src=s&origin=reflist&refstat=core
http://www.mjli.uum.edu.my/images/vol.15no.2/227-256.pdf
https://www.scopus.com/redirect/linking.uri?targetURL=http%3a%2f%2fdx.doi.org%2f10.32890%2fmjli2018.15.2.9&locationID=3&categoryID=4&eid=2-s2.0-85059331777&issn=21802483&linkType=ViewAtPublisher&year=2018&origin=reflist&dig=b1d2e74c3fd0ad6e55589fb2fec83b0c


Al-Rahmi, W.M., Alias, N., Othman, M.S., Alzahrani, A.I., Alfarraj, O., Saged,
A.A., Rahman, N.S.A.

(2018) IEEE Access, 6, pp. 14268-14276.  .

doi: 10.1109/ACCESS.2018.2802325

Taat, M.S., Francis, A.

(2020) International Journal of Higher Education, 9 (1), pp. 133-141. 
.

doi: 10.5430/ijhe.v9n1p133

Ghavifekr, S.

(2017) Education and Information Technologies, 22 (1), pp. 75-100. 
.

doi: 10.1007/s10639-015-9435-z

Latip, M.S.A., Noh, I., Tamrin, M., Latip, S.N.N.A.
Students' Acceptance for e-Learning and the Effects of Self-Efficacy in
Malaysia
(2020) Int. J. Acad. Res. Bus. Soc. Sci., 10 (5), pp. 658-674.  .

 

Sija, A.
The Development of E-Learning Among Private Universities in Sarawak,
Malaysia
(2020) Eur. J. Open Educ. E-learning Stud., 5 (1), pp. 105-121.  .

 

Mohamed Nafrees, A.C., Rahfath Aara, M.R.
E-Learning among the undergraduates in Malaysia during COVID-19
(2021) Acad. Lett., 14 (1), pp. 88-95.  .

 

Sharma, P.
(2021) E-Learning Platform Security Issues and Their Prevention Techniques?:
a Review, 6 (8), pp. 51-59.  .

 

Priya, R., Jayanthi, J.
Security Attacks and Threats in E-Learning
(2016) Int. J. Emerg. Technol. Comput. Sci. Electron., 21 (3), pp. 629-
633.  .

 

28

Use of E-Learning by University Students in Malaysian Higher
Educational Institutions: A Case in Universiti Teknologi
Malaysia

Cited 107 times
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=6287639

View at Publisher

29

Factors influencing the students’ acceptance of e-learning at
teacher education institute: An exploratory study in Malaysia

Cited 46
times
http://www.sciedupress.com/journal/index.php/ijhe/article/download/16672/1
0432

View at Publisher

30

Factors affecting use of e-learning platform (SPeCTRUM)
among University students in Malaysia

Cited 24
times
http://www.kluweronline.com/issn/1360-2357

View at Publisher

31

Cited 11 times

32

Cited 2 times

33

Cited 2 times

34

Cited 4 times

35

Cited 3 times

https://www.scopus.com/record/display.uri?eid=2-s2.0-85041528734&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85041528734&src=s&origin=reflist&refstat=core
http://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=6287639
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1109%2fACCESS.2018.2802325&locationID=3&categoryID=4&eid=2-s2.0-85041528734&issn=21693536&linkType=ViewAtPublisher&year=2018&origin=reflist&dig=f3f020481e66c68b443957b391b5b205
https://www.scopus.com/record/display.uri?eid=2-s2.0-85078602307&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85078602307&src=s&origin=reflist&refstat=core
http://www.sciedupress.com/journal/index.php/ijhe/article/download/16672/10432
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.5430%2fijhe.v9n1p133&locationID=3&categoryID=4&eid=2-s2.0-85078602307&issn=19276052&linkType=ViewAtPublisher&year=2020&origin=reflist&dig=078804560e9bd93ee76346cb9eff43b1
https://www.scopus.com/record/display.uri?eid=2-s2.0-84941661898&origin=reflist&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-84941661898&src=s&origin=reflist&refstat=core
http://www.kluweronline.com/issn/1360-2357
https://www.scopus.com/redirect/linking.uri?targetURL=https%3a%2f%2fdoi.org%2f10.1007%2fs10639-015-9435-z&locationID=3&categoryID=4&eid=2-s2.0-84941661898&issn=15737608&linkType=ViewAtPublisher&year=2017&origin=reflist&dig=adf878a1f0a24216e24c41b759d25215
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85090029305&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85133630436&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85130981306&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85146497186&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85118113849&src=s&origin=reflist&refstat=dummy


  1 of 2

Rjaibi, N., Rabai, L.B.A.
Maximizing Security Management Performance and Decisions with the MFC
Cyber Security Model: e-learning case study
(2017) EAI Endorsed Trans. e-Learning, 4 (15), p. 153389.  .

 

Buja, A.G., Deraman, N.A., Daleela, S., Wahid, M., Mohd, M.A.
Cyber Security Features for National E-Learning Policy
(2021) Turkish J. Comput. Math. Educ., 12 (5), pp. 1729-1735.  .

 

Alexei, A., Alexei, A.
Cyber Security Threat Analysis In Higher Education Institutions As A Result Of
Distance Learning
(2021) Artic. Int. J. Sci. Technol. Res., 10 (3), pp. 128-133.  .

 

© Copyright 2023 Elsevier B.V., All rights reserved.

36

Cited 3 times

37

Cited 7 times

38

Cited 16 times

◅ Back to results ◅ Previous  Top of page

https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85047915656&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85122702284&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/search/submit/citedby.uri?eid=2-s2.0-85148613297&refeid=2-s2.0-85119329553&src=s&origin=reflist&refstat=dummy
https://www.scopus.com/results/results.uri?sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29&offset=1&origin=recordpage
https://www.scopus.com/record/display.uri?origin=recordpage&eid=2-s2.0-85148641595&noHighlight=false&sort=plf-f&src=s&sid=60c25d90c201d3dcc092ee6b0cc412eb&sot=b&sdt=b&sl=128&s=TITLE-ABS-KEY%28CIA-based+analysis+for+e-learning+systems+threats+and+countermeasures+in+Malaysian+higher+education%3a+review+paper%29&relpos=-1


Terms and conditions Privacy policy

Copyright © Elsevier B.V  . All rights reserved. Scopus® is a registered trademark of Elsevier B.V.
We use cookies to help provide and enhance our service and tailor content. By continuing, you agree to the use of cookies .

About Scopus

What is Scopus

Content coverage

Scopus blog

Scopus API

Privacy matters

Language

日本語版を表示する
查看简体中文版本

查看繁體中文版本

Просмотр версии на русском языке

Customer Service

Help

Tutorials

Contact us

https://www.elsevier.com/?dgcid=RN_AGCM_Sourced_300005030
https://www.elsevier.com/locate/termsandconditions?dgcid=RN_AGCM_Sourced_300005030
https://www.elsevier.com/locate/privacypolicy?dgcid=RN_AGCM_Sourced_300005030
https://www.elsevier.com/?dgcid=RN_AGCM_Sourced_300005030
https://www.scopus.com/cookies/policy.uri
http://www.relx.com/
https://www.elsevier.com/online-tools/scopus?dgcid=RN_AGCM_Sourced_300005030
https://www.elsevier.com/online-tools/scopus/content-overview/?dgcid=RN_AGCM_Sourced_300005030
https://blog.scopus.com/
https://dev.elsevier.com/
https://www.elsevier.com/about/our-business/policies/privacy-principles?dgcid=RN_AGCM_Sourced_300005030
https://www.scopus.com/personalization/switch/Japanese.uri?origin=recordpage&zone=footer&locale=ja_JP
https://www.scopus.com/personalization/switch/Chinese.uri?origin=recordpage&zone=footer&locale=zh_CN
https://www.scopus.com/personalization/switch/Chinese.uri?origin=recordpage&zone=footer&locale=zh_TW
https://www.scopus.com/personalization/switch/Russian.uri?origin=recordpage&zone=footer&locale=ru_RU
https://www.scopus.com/standard/contactUs.uri?pageOrigin=footer
https://service.elsevier.com/app/answers/detail/a_id/14799/supporthub/scopus/
https://service.elsevier.com/app/overview/scopus/

