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Abstract

Internet of Things (loT) is the interconnection of devices with the internet to deliver its tasks. Nowadays, security is the main
concern relating to these devices. Low in power storage, low in processing capabilities and low in data storage make it hard
to provide a strong set of security protocols to protect the vulnerable devices “things”. Having internet as its backbone,
allows the devices to communicate seamlessly. However, without any form of protection, it would open the door for hackers
or middleman to hijack the connection, steal data and sabotage the information. In this paper, Secure Socket Layer and
Transport Layer Security (SSL/TLS) protocol is implemented on top of Message Queuing Telemetry Transport (MQTT) loT
application protocol and the performance of the network is evaluated and analyzed in a typical loT testbed comprising
Raspberry Pi4 and ESP32 nodes. This work focuses on energy consumption, generated overhead, system complexity and
required data storage resources. Experimental results of stress testing the system indicates that SSL/TLS encryption,
operating with MQTT Quality of Service (QoS) level 2, while increasing the traffic rate 3.5 orders of magnitude yields more
than two thousand times the amount of overhead generated and results in 73.25 J of consumed energy. Whereas operating
without the SSL/TLS encryption under the same stress testing conditions yields only 140 times the amount of overhead
generated and results in a mere 18.76 J of consumed energy. This difference of 4 folds on consumed energy indicates that
the SSL/TLS -enabled node battery can only last a quarter of the lifespan of the TLS-free node and concluding the SSL/TLS
encryption is not a viable solution for battery-operated loT nodes. © 2023, The Author(s), under exclusive licence to
Springer Science+Business Media, LLC, part of Springer Nature.
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