F m— —
- ———— -
.

f( ' LexisNexis'



ANTI-MONEY LAUNDERING
AND FINANCIAL CRIME LAWS
IN MALAYSIA

Dr Mohd Yazid bin Zul Kepli

LLB (Hons) (ITUM), MCL (IIUM), DSLP (ITUM)
PhD (The University of Hong Kong)

Allan Suman Pillai
LLB (Hons) (ITUM), LLM (UM)

@ LexisNexis:



MEMBERS OF THE LEXISNEXIS GROUP WORLDWIDE

Malaysia

Singapore
Hong Kong
India

Argentina
Australia
Austria

Canada

Chile

Czech Republic
France

Germany
Hungary

Ireland

Italy

New Zealand
People’s Republic of China
Poland

South Africa
Switzerland
United Kingdom
USA

LexisNexis Malaysia Sdn Bhd (Co. No. 76125-H)
(formerly known as Malayan Law Journal Sdn Bhd)
Suite 29-1, Level 29,

Vertical Corporate Tower B, Avenue 10,

The Vertical, Bangsar South City,

No 8, Jalan Kerinchi,

59200 KuaLA LUMPUR

LexisNexis, SINGAPORE

LexisNexis, HONG KONG

LexisNexis Butterworths Wadhwa Nagpur, Gurgoan,
HARYANA

LexisNexis Argentina, BUENOS AIRES

LexisNexis Butterworths, Chatswood, NEw SOUTH WALES
LexisNexis Verlag ARD Orac GmbH & Co KG, VIENNA
LexisNexis Butterworths, Markham, ONTARIO
LexisNexis Chile Ltda, SANTIAGO DE CHILE
Nakladatelstvi Orac sro, PRAGUE

Editions du Juris-Classeur SA, PARIS

LexisNexis Deutschland GmbH, MUNSTER

HVG-Orac, BUDAPEST

Butterworths (Ireland) Ltd, DUBLIN

Giuffre Editore, MILAN

LexisNexis Butterworths, WELLINGTON

LexisNexis Beijing Representative Office, BEUING
Wydawnictwo Prawnicze LexisNexis, WARSAW
Butterworths SA, DURBAN

Stampfli Verlag AG, BERNE

LexisNexis Butterworths Tolley, LONDON and EDINBURGH
LexisNexis, DAYTON, Ohio

© Dr Mohd Yazid bin Zul Kepli & Allan Suman Pillai

2022

All rights reserved. No part of this publication may be reproduced or transmitted in any form
or by any means, including photocopying and recording, without the written permission
of the copyright holder, application for which should be addressed to the publisher. Such
written permission must also be obtained before any part of this publication is stored in a
retrieval system of any nature.

The Publisher, authors, contributors and endorsers of this publication each excludes liability for
loss suffered by any person resulting in any way from the use of, or reliance on this publication.

ISBN: 978-967-270-145-3
elSBN: 978-967-270-146-0

Printed in Malaysia by Percetakan Jiwabaru Sdn Bhd



PREFACE

Every book has a reason why it ought to be published. This book is no
exception. Malaysia, like many other countries, suffers a major hurdle
with money laundering and corruption that is synonymous with financial
crimes. Unfortunately, for many years, there were no stand-alone textbooks
on these topics. In 2018, LexisNexis published a book entitled Anti-Money
Laundering and Counter Financing of Terrorism Law in Malaysia. The book
was the first book in Malaysia that comprehensively covers all main topics
related to anti-money laundering and counter financing of terrorism law
(AML/CFT) in Malaysia. Within 5 years from that publication, many new
cases and noble legal issues have surfaced from various new angles; from a
constitutional perspective, technicality issues, to the rationality and fairness

of compound. In addition, the formation of the National Anti-Financial Crime

Centre (NFCC) in 2019 has added a new perspective to the AML/CFT legal

framework. This book was written by a law professor and a Deputy Public

Prosecutor (DPP) to address the above lacuna. Hopefully, this book will not

be too academic and will be practical and interesting to read.

The authors would like to thank the Ministry of Higher Education for the
research grant entitled ‘Developing a new legal and regulatory framework
for cryptocurrencies businesses in Malaysia’.

Special appreciation and gratitude to the Attorney General of Malaysia,
Tan Sri Idrus bin Harun, the Solicitor General of Malaysia, Datuk Ahmad
Terrirudin Bin Mohd Salleh and the Head of Prosecution Division of the
Attorney General’s Chambers, Dato' Haji Nik Suhaimi bin Nik Sulaiman for
having granted permission to undertake the publication of this edition. This
book would not have been possible without the assistance and motivation
of the Senior Director, Dato’ Faridz Gohim Bin Abdullah and the Deputy
Director I, Datuk Wan Shaharuddin Bin Wan Ladin from the Legal and
Prosecution Division of the Malaysian Anti-Corruption Commission.

The support, guidance and help from Prof. Dr. Norhashimah Mohd
Yasin and Assoc. Prof. Dr. Zulkifli bin Hasan from the International
Islamic University Malaysia, and Hedy Hiew and Jasmine Halili from the
LexisNexis team were also essential and much appreciated.

Despite the assistance, the authors assume full responsibility for the
mistakes and errors that undoubtedly exist in this book. Despite the
imperfections, we hope that this book will be useful and will pave the way
for the writing of better books on the subject in the future.



TABLE OF CONTENTS

PPELACE ot e Lo AR S et Bt bcrersc it s B s 4 1Y
Table.of Contentstia Bast in Bt St o A TICOM, BE Vil
lable of CasesiMihsnitamamnd Yoyl sl wohoh Igdonnni . Bp xv
Table of Legislation......... 5018000 nowsh s wmmayadbovmnl 1 XXI
Table of Subsidiary Legislation. .. D6 3 Begrasainns. | el XXXVii
Other References..., . =700 3 208 2 St anald botesd winked 8. XxXXiX
Chapter 1
Introduction
1 Overviews Uit s il v il G D e anetl al 1 1
2 History and Background ‘masmsssninin et e 900 fonmgd 1) 4
3. "~ HowMoney Laundering Works - st o oo o JOSE AT 11
4.  Placement, Layering and Integration’ "X LN RN A SOl 2 Joasiy | 11
4.1 First Stage: Placement:.... 300 ke | iiian sign. wimani] sipsgorus] 12
4.2 Second Stage: Layering { i o i OB GL e ninisal 12
4.3 Third Stage: Integration,.;....-.....c...... LN A WL Buicsinsaw) | 14
s Bxamples..... L R RS ra e | 14
6. " Lacund i AMI/CFT Detection miuiss mmm o s PRGE insgelinddr | 15
Chapter 2
Laws, Regulations, and Guidelines
LA Overvien Moy A e iR b i e WP 17
2.3 % International Instriiments¥rtl SUMET NS | SwlitauaTn. } isnoaga S8 18
3. United Nations, International Monetary Fund and World Bank ................ 21
3.1 The Global Programme against Money-Laundering
Proceeds of Crime and the Financing of Terrorism (GPML) ............ 21
4% PUNModel Davy s S an a0 00 fe bl basbidat, L Soi T, Qs iy 22
5. Other International Model LaWS/TIEAtES «..........eevveeeeeeeoeeeeeeeeoeeoeeeeoeeeons 23
6. “PFATF Recommendations \ i . L - RE AU S san) Sinment 24

vii



viii  Table of Contents
Chapter 3
International Bodies and Organisations
L (Y O T 1 e L e ea says s asestasesehr st oy 30
2. Financial Action Task:Force (BATE)- s:.c.. 2. M o it v o ominiiivainn s ot 30
2.1 Observer Members . o o E e s 25 ea it oo T Es PEET A EIPLIE K 32
3=+ Regional FATP-linked hodies: v cimsim o o sho it e risessamionssaiystil 33
3.1 Asia/Pacific Group on Money Laundering (APG) .......c.ccoceenennnne. 33
3.2 Caribbean Financial Action Task Force (CFATF) .....ccccceeceetianuenen... 34
3.3 Eastern and Southern Africa Anti-Money
Laundering Gronp(ES AAMIGH 2500 s iiviti spssiniserbate e sntan 35
3.4 Eurasian Group on Combating Money
Laundering and TerroriSt. Einancing (BEAG):c.causss oo tsnmnspnesssmam ity 36
3D e NMONEY VAL, il i iiie b o et o i et et R oy sl 37
3.6 Financial Action Task Force of Latin America (GAFILAT) ............. 38
3.7 Inter-Governmental Action Group against
Money Laundering in West Africa (GIABA) .......cuveveeeeeeeiieriiniiiinnnnns 38
3.8 Middle East and North Africa Financial Action
Task Force (MENAFATE) ..o 39
3.9 Task Force on Money Laundering in Central
ATTICa (GABAC) Bo ni e il o e Bt i I 40
4. Anti-Money Laundering Liaison Committee of
the Franc Zone (CLAB) ... ettt e e eeteeeeeaemeesssee e e senmnsesnns 40
i 2l (o) A € To) 1 T o Fi i Al S A s R £ e SRS S e el 40
B TN T ER PO e b o B e o OB 42
7. Basel Committee on Banking Supervision (BCBS) ...........oooovooeiiiil 44
S e European: UNIon o ... oo r it h i ol o 4
05 intermational Monetary Fund (IME). o 0 - 45
10. Organisation for Economic
Co-operation and Development (OECD).i .. i i 45
{2 sWolisbere Oroup st b n . e 46
Chapter 4
National Bodies and Organisations
L8 OVEIVIEW Tl ottt fie i vicon s i e L e o 49
2. The National Coordination Committee (NCC)...........oo..oooeooooo 52
34 National AntiFinancial Crime Centre i o sl 56
4 CompetenCAnthopty sty s Lo e S e A e e e S
5. Competent Authority in Malaysia...................__________ 62
O4: . Supervisory Authorifies ;... . =50 © TSRS SR IR U 66
0.1 -Powers of Supervisors®, i it na i Wind A0RRI Fel 69
{¢  Interfering Powers of Regulators: ...t | st (ol IR 73
8. Enforcement Agencies ...................................... 74
8.1 Powers.(.)f Law Enforcement and Investigative
: Authpfities. .. 0L B R oS g e B 79

Reporting Instimtions (RT) 5,350 b sag Saaiaiiai et Sl 84



Table of Contents ix

10.  Compliance OffiCer........ouumuiuiiuiiiinieieeeeeceeeeeeeeeeeeeeeooooo 92
11. Financial Investigation Units (FIUS).............c.oocuemeemeeeemereroeoo 93
Chapter 5
The Legal Framework in Malaysia
L SOVEOVIEW s, sonsminmsos S b b TGS s untsse ] it Bl Tl 102
2. Sources'of Law in Malaysia®:. e frasenal b sl g5 ansiainga 102
3. -"Federal Constitution ... ANrisiis i isloniei ) st Sevvine e o cmid 103
4. Federal Constitution, Anti-money Laundering Law and
Constitutional IssuBsZi G A0 ] 208 Sigimtraa A sac i it 106
4.1 Challenges to Anti-money Laundering Legislation ......................... 110
4.1.1 The Legislation is Contrary to the Rights to Property ........ 110
4.1.2 . The Right to Remain Silent:. /. 0 S35 000 ey, 111
4.1.3 - Article 7 - Retrospective Criminal Law .2 0. 02, 114
4.1.4 The Legislation is Extra-territorial ............00 00 k..., 1517
4.1.5 The Legislation is Contrary to the Rights to Property ........ 118
4.2 Constitutionality of Freezing, Seizure, and Forfeiture Order .......... 120
4.3 Constitutionality of Section 63 and Section 64................cccccuvuunnnn. 122
52 AML/CFT Law'and Policy in:Malaysia. . A0 IBSesn Sl . 124
6. Reporting Obligations on Countering Proliferation Financing................. 125
7 &% «@ircular; Guidance:and-‘lechnicaliNote w X855 o SInsieid o8 1 By by 125
8. Guidelines on AML/CFT Issued by Other Supervisory Authorities......... 126
O= N «Eourf Systen e e Lo be Sl LRl L SIS e NS 128
10~ -Professionals st vnmrnsin s A I 3 ST 00 Seilinndne 5% 130
11. Compliance Officers Networking Group of Malaysia..............c.cc..oeo.... 131
12. Anti-Money Laundering, Anti-Terrorism Financing, and
Proceeds of Unlawful Activities Acts 2001 (AMLATFPUAA)
and: Barlier ToaWs st s i s n ot e e L i Sl M LWt 132
13. Mutual Assistance in Criminal Matters Act 2002 (MACMA).................. 134
131 ' BAcKDTODN cemomummmnemmimoresssmeminngs tuigoisirbnel s R e e e ok e 134
172 B o] | F:1070) g 610 ) ¢ L R S TP U, oo 139
15, AMLICET Duty £or COUNMIES ..l i tsinnnsnisssisionssin s st s Sana o 139
Chapter 6
Money Laundering Offence
1. Defining Money Laundering.........cocoviiiiiiiiii 143
22 Actus Retissand Mens Realt: Bt l 0l 0 om0y LTl G N R iiaai . 149
3. Standard and Burden of Proof..........ccoooii 151
4. Burden and Standard of Proof in a Criminal Case..........ccccceiiiiiiiinieen. 153
5. Burden and Standard of Proof in a Civil Case ..........ccoooiiiiin 155
6. Standard and Burden of Proof for Money Laundering
Offences under AMLATFPUAA ...t ee s eeeciaiiee e 156
6.1 Category 1: Section 4(1)(@) . ceeureruioiiimiimiiiiei s 158
6.2 Category 2: Section YD) T e et s, o e i . 169
6.3 Category 3: Section 4(1)(C) . eoueereeiriiiiiiiiiiii 12;

6.4 Category 4: Section 4(1)(d) «oceeemeeiiiiiiiii



x  Table of Contents

Chapter 7
Reporting Institutions & Obligations
Lo INtOAUCHION .o e e 184
2. Consequences of Non-Compliance..............cccocoeveeevvneeeerveeeeseeesineeeeneennnnn. 189
3. Penalties for Non-Compliance...........c..c.cceveeueeericuieseeecreseeseeeseesseesensnennnn. 189
4. BNM Policy Document: ‘Anti-Money Laundering,

Countering Financing of Terrorism and Targeted

Financial Sanctions for Financial Institutions

CAMIICET and TES 168 FIS P somnesmmsmmmmsmasmsspmssssmspsvissmmas 190
5. Duty to take Appropriate Steps to Identify, Assess and

Undesstand theis N Fisla st e 195
6.  ReUOnd Keep M i nssmemssimismimpsiiommstohemiis o s 198
7. Repatby Reporting Instilntions. cmissmsminsmmemmatssisseis 202

Tal  Cash ThEeShold REPOTE: . commsmsommsmonmmrsimsmmesssnsatimesissi SRR 205

1.2 Suspicions Transaction Report (STR ). .russivismevsssisssasnssmassisssissasisn 210

7.3 Other Reporting Obligation ..........cc.ceeveeeiieeiuieeeiieeiree e e 215

7.4 Centralisation of Information............ccccoeeeeiiviiiiiieieeeeeeeeeeeeeeeeeenans 215

7.5 Customer Due Diligence and the Identification of

the ZAccountiEloIde i mr s msn v sirtman s st i i da et 218

746  WhYdOICDB . ivmis v esavns e sssumamiotnds horsstsstasiiesssits ssSmsth Susmpnintad 5ess 218

7.7 Whento!Conduct CPD 2 mmmnmms it st e 219

7.8 Types of Customer Due Diligence...........cccoeeeeiiiiiiiiiiiiieeeeeenn. 224

7.9 Duty to Give Notice (For Certain Sectors) .............coeeveveeeeeeeeeennnnn.. 225

7.10 Reliance on Third Party ............oeiooeeeeeeeeeeeeeeeee e 227
8. Retention OF RECOTUS iuussviiarionsnvossssstioiseionnsnsssssisiiosesssiiissmesiiimms s 230
9. Opening of Account in False Name .................ccocooooveiniii 231
10, Complianee ProRraimiie, ookt s i s 2372
11. Software and New TechnolOgY .......cooooiiiioiiiimmie o 242
12. Secrecy Obligations Overridden ..............ooooooooii 248
Chapter 8
Investigations
ORI 5 1 i L ota o) o B 259
2. Investigation by Competent Authority and Enforcement Agencies.......... 261
3. Powers of an Investigating OffiCer...............oooooomooeeoeeeee oo 263
4. Powers to Examine Persons.........................._ . 265
5. Consequences of Giving False Information or False Document............... 268
6. Search of @ Person.........oo o, 270
T OO OO cryruuasssivsiosssii bamatnssmiss s st om bt sontbramesasi e o dons 270
B, TAPPINZ-O ..ot eees et esesesssssaseeasssessanens 271
9. Duty of Care and Tipping-off................ooooooe, 274
10.  Requirement to Provide R IO i i it s T i 277
I'1. Delivery of Property, Document, or Information ..............o.oceeeeeeeveeeeees 278
:§ Detention of Property, Document or Information ..............ceveeeeeeeecnnn. 280

Release of Property, Document or Information Detained.............ooov.n.... 280



Table of Contents  xi

14. Admissible StAEMENt ......ccovuvuumveciieessassrnsinnseresssssesssssesssssesseon b b 281
L3, ATREStt Ll G S L S e s i e e 281
16. Investigation Powers in Relation to a Financial Institution .................... 282
I7. Public Prosecutor’s Powers to Obtain Information..................__ .. 284
Chapter 9
Orders
o s 10T Tl A e el e o 288
2. Constitutionality of Freezing, Seizure, and Forfeiture Order .................. 294
2557 e o AR e el e R A P 296
d5¢ Payment of LesalFee . vum, oot n s s e L 302
5. Variation or Revocation of Order to Freeze EIODETEY. oo it s camt Mee 305
Opp Setaure. oo s DT R e e el PG ER 306
Lo, Seizure of MoVable PIOPEILY 1vv.orvesoreasmsiirssessersonsimn oot et eeestee st o 307
8. Seizure of Movable Property in Financial Institution............................ 315
9.  Seizure of Immovable 3 (o) o1 - greelinieio o ARONIC O ML L e Y i I
10 Serzute of Brisimess s L Ems et v O U B 321
s Expixyof Sciziite Orders o riem s wh in i A ool e = 324
125 Dealing with Propertvaiat - SSm mue e an s e e 07 gie it N 327
13. Dealing with Property after Seizure to be Void................ooooooooooooo 328
14. Forfeiture of Property upon Prosecution for an Offence ......................... 329
15. Forfeiture of Property where there is no Prosecution ..o 334
16. The Standard of Proof in Making the Order of Forfeiture...................... 341
17. Can Prosecutors use Section 56(1) when Prosecution is Ongoing?.......s. 349
18. Forfeiture Order not to be Affected by Acquittal .....................o.ooo__ 352
19. Validity of Freeze, S€izure OF Sale:.......uissereecse diavareinonsssetotumemssmseenennae s 3352
20. Vesting of Forfeited Property in the Federal Government....................... 558
21y Pecuniary OFders.. . uiusseives sommassessossit oo s0es: f i o s s vt s oo 354
22n eReleasetof PrOPEity Se1Zed. ..o vinanmn, covasss santentt it se5 Mo il 356
23y Bona Bide Thivd PATies o ..o oot o otpn oo ST S 356
23.1 The Importance of Timely Application .................eevveeoioemosnnnnn. 362
23.2 The Impertance:of Due Diligence:,... oo oo oo 5" o0 0 o 365
23.3 " Owners as Bona Fide Thitd Party,....vii v vssere e e e 0 366
23.4 Businessmen and Receivers as Bona Fide Third Party ................. 367
23.5 Innocent Purchaser as Bona Fide Third Party ............................. 368
23.6 . Representative ACtion inSection 61 ..., T nre = TEuSMNI RN 369
24%: Disposition of Fotfeited PIODEIRY. ...coiipis-sisseratintsmicits o st aiatn ety 370
255, ADSCONAEd PerSON ssssbsssoisnsessonissnsossossirinisstitsil iaipteramtad, A pobw. 370
26. Forfeiture Order where Person has Absconded..............oooovveveveeeeeeeeennn 37
27. Effect of Death on ProCeeding .........ceveureeeveeeveeeusaseseressesseresssesessssesssesns 372
281 Service of DOCUMENtS wutis it o aas e o T A 373
20, I OMDONNG o i,k e e R T 313



Xii

Table of Contents

Chapter 10
Terrorism Financing
1. INEOAUCHON swusesimiismivsmesmossesistms st s isisasssstvessnnnrreseisduassivasnssss 382
2 DERNION oo smssmnesssesmrssasens e i e S aoio ety 385
8: “The:Causes of Terron SN /isminiitin sl S St 387
3.1 Radicalisation ssssmmrmmrmmrmnmmsss s arsssssssssays sz sanssssase 388
3.2 Grievances and Psychological reasons .........ccccceeeeiiecccciniuncinnnncnnnn. 390
33l REIIGION »ovtuestissirmmeviersiuanstssbovss Sundigaiotsrslis o dunnshisusiis Sumassias Sosessust 392
3.4 Economic and Social Reasons.........ccccueeuiiiiiiiiiiiiiiiiieiiieeeeeeeieeee 395
3.5 PolitiCAl REASONS! . i snmsssmions sresssessmmsimsnassssesssrinitiaaiiesonnmvesvsnsiiniing: 396
4., The CoStOf TErTOTISII ; viasiaiztiosasmssenss dsmsaitesssd sissies i Frieisss it enaessessssessssn 398
5. The Types of Financing, Sources and Financiers.............ccccooviiiiiiiiiins 401
5.1 State SPONSOrSHIP .....ooviisisiseimsmmiiissiessisssnasssessssnsmssistosssssssaiivies 402
5.2 20l SOMETES wonssniens s ol i asssossssess dhossnnasssmus saoss Seammasn 403
53 [llleoal SOUECES «oismmsmmuisstisisssmimmisnsmasmmbisatsesrivimmatsas 403
54 Charity/IDONAION usiesssssssinsistvmmistsmssmmsssssssmsssmamssssasiissesiasssonsss 405
6. Mutual Evaluation Report 2015........ccoceeereiineissnsesocnosoncncatassassesassssssnees 405
7. SPECial UNILS ..coucuiuiriiirnrreiatsiescsenteect et 407
8. Legal and Regulatory Framework to Combat TerrorisSm ..........c...cceeevvennee 407
o TE =) 21 )55 |- PSSR RE R R OO 408
10. Anti-Money Laundering, Anti-Terrorism Financing and
Proceeds of Unlawful Activities Act 2001 (AMLATFPUAA) ................. 409
11. The Security Offences (Special Measures) Act 2012 (SOSMA).............. 410
12. Preverntion of Terrorism Act 2015 (POTA) ..vsescsssusmesmssmasssmmonsessomsonsse 415
13. The Prevention of Crime Act 1959 (POCA).......ccccorneenicrrcicscsusnsanacas 416
14. International Legal and Regulatory Framework on
D i T T AR TS50t v s oos s e S S oA 419
IR i - b 2 o 0001 (o B G b <[ ————————— e R 421
151 InieTpTetallon i aitmmmmiomi it s s a8 421
152 Declaration of Specificd BREIEIES «oumumamsossommmmsensmemmyesiinis 425
15.3 Implementation MEASUTIES .........cccoururuiresmnrrnsentanscscstsassmnsnssssescaces 428
154 Combatting Terrorism FiDANCING  uscs usimsansssossviussnsasnsvsosssassssssiss 429
Chapter 11
Proliferation Financing
o OVEIVICW  eeenvstonicnntotsssatisesinanntnsdins bnsssssnssoss dons sossaasiasasssinansssess sammaisasaussaises 433
2. The FATF INterpretive NOEES. .....uuuuieee i eeeiieiiiiiiineeaeeeeeeesenssinsnsssesaasasseees 437
Chapter 12
International Cooperation
L. OVEIVIEW eeveeeieiiieceiieeeeiesesatieeesessessseesaessssssssssassesasssntnassssssnnnaassssansaseees 442
2. Mutual Legal Assistance (MLA)......ouiiiiiiiiiiiiiineisnnsssesnnsseeeee 442
21 Leial BaSIS comsanssssinssasaimnssssstsmisss i aii s ens 442

o3 B 0117 @i ha1 0111 OERR— LU L 443



Table of Contents  xiii

2.3 Typeof ASRIBIANGE st A5 s asmi it 444
3.  Submission Procedure and Rules Simplified .........ccccoeveemiiirineniinenn 447
4. ‘Overvicy of AssisEnce AVAIIADIE.. . sooos s e b syt 447
5. 'Request PYOCEAUTE wnususmsmntsimimssansniommmasissieimmissiiesssseissssss, 449
Si 15§ Beauest tront WAy S1e 0o s i s s i ot 449
5.1.1" 'Reqguest (o be made thiolEh AG.....c..oismiissemamimmibosndions 449
5.1.2 Requestfor Enforcement of Forfeifure Order ..c.ocoociiecic 450
13 - Takane ol EvideNiet it e dusan i s 450
.14 Reqguest 10T AMCHAANCE Fiissnissiniss it 453
o 1 B B 71 oy} 6 8 1 o o 2 PSSO SR e e L i R T 456
5.1.6 [Locating or Idenfifying PErSONS qui:-iatviinisismsimsnssbivmmsmne 457
5.1:7 ASSIStANCE NN SCrVICE Ol PUBPCS St saiivoninpsssiisin s 457
21 Requeskio Malaysia s on et ot rop il SRS L 457
3.211 +.. Prescribed Foreigh Stateisns ool S oo ot e 458
9:2:2 enSpecialiDirection of Ministery s s o s st toe. . uathona L 459
6 I b e e e St i e 459
T JONCEe O ParE o ot ot = 8 o0 oot St coe i dod ki o oot 08 460
5. ¥iskiinof BEYidence e tumpai am it o e e il o e 461
91 R OdUCHOTHOTAETS sk finni 08 e Mite st Xhiae A Lah o8 B8 O o0 o 463
10:. Request for Affendance 0f PEISON . £t oot in win vssssiinmmiiivisisin i 467
11. Enforcement of Foreign Forfeiture Order...............cccoceeeeeeeeeeeaeeraannn.. 469
12 & Searchiand:Se1zures ete rushara sl Ses Ll /8o S e g deboe b 000 o 470
13 B tAdiion.cusimm it s B e s it 472
14. The Malaysian Practice in Respect of Extradition.................................... 473
Appendix A
wecond Schedile of AMEATFPUAR g ll cibl sfimimha i il - i 477
Appendix B
OIS vt bl S T e o ot 497

oo R . o S S L AL W 507



CHAPTER 1

INTRODUCTION

L. (ONCEYIC oottt st s s s o b e 1
2. History and Back@round ..............ccoooooioviiiiiiieieie e 4
3. Hovw Niohey L aundering WolKe o s s it st s 14
4. ' ' Blacement Laveanesand TNt ordlion. . Loeiites v msimsesasmmsmstmise 11
4.1 First Stage: PlaCement.........ccuoeeuiieiieiieeeee e 12
4.2 Second SIS T aVeTNT . o i s i A 12
4.3, Third Stage: INtESTALON, x:ssusveian vt mnssss i iy it 14
S, EXAMPIES ..ottt 14
6. Lacuna in AML/CFT DeteCtion ........ccocuuiiiiieeeeieiieieeeeeeeeeeeeeeeeeeeeeeeeeeeens 15

1. OVERVIEW

[1-1] Money laundering and terrorism financing (ML/TF) are financial
crimes! with dangerous and deleterious socio-economic effects. These
financial crimes, if left unopposed, will undermine social-security systems,
and destabilise Malaysia’s politics, economy, and society. It will also
threaten the safety of the financial system and lead to shadow economy.>

[1-2] Financial crime has become a multitrillion-dollar business for
criminal syndicates. According to the United Nations Office on Drugs and
Crime (UNODC), at least $2 trillion of illicit funds are laundered through

1 Financial crime includes money laundering, terrorist financing, fraud, bribery and
corruption, forgery, electronic crime, market abuse and insider dealing and scams.
2 Shadow economy is also called the underground, informal, or parallel economy.

The shadow economy includes not only illegal activities but also unreported income
from the production of legal goods and services, either from monetary or barter
transactions.



2 Introduction

global financial networks every year, representing between two to five per
cent of global GDP (and it is increasing each year).?

[1-3] These criminal syndicates, money launderers and terrorist
financiers are very adaptive and are quick to exploit any gap or weak
links within an increasingly borderless world to obscure detectlon‘ of such
unlawful proceeds.* The globalisation of the financial services industry
and rapid advancement in technology lead to the emergence of new players
and innovative fintech products, and pose new challenges to regulators and
law enforcement agencies alike in curbing criminal activities.’

[1-4] A report by the United States’ think tank Global Financial
Integrity (GFI) suggested that Malaysia might lose up to about RM158.5
billion/US$33.7 billion in illicit outflow from 2006-2015.6 According to
an International Monetary Fund (IMF) Working Paper, Malaysia’s average
ratio for illicit trade during the 1991-2015 period alone was 31.5 per cent
— higher than Singapore (11.9 per cent), Australia (12.1 per cent), China
(14.7 per cent), Hong Kong (14.7 per cent), Vietnam (18.7 per cent), India
(23.9 per cent), Indonesia (24.1 per cent) and South Korea (25.7 per cent).’

[1-5] These financial crimes tarnished the reputation of Malaysia. In
2017, the U.S. attorney-general described the multibillion-dollar corruption
scandal involving IMDB as the worst form of kleptocracy.®

[1-6]  Another Thompson Reuters report from 2018 revealed that nearly
half of 2,000 plus large companies surveyed in Malaysia were victims of
financial crimes within the previous year, losing an estimated 3.5 per cent
of their turnover.’

3 ‘What is the Threat of Financial Crime?’ via https://www.dowjones.com/
professional/risk/glossary/ﬁnancial—crime/threats/

4 Ibid.

5 Ibid.

6 Debra Chong, ‘Malaysia lost up to US$33.7b in illicit outflow from 2006-2015’
(2019) Malay Mail, 29 January. .

7 ‘Billions lost in illicit trade, funds vital for Covid-19 battle’ (2020) ‘N.ew =
Times, 2 April via https://www.nst.com.my/business/2020/04/580595/billions-lost-
ilIicit—trude-funds-vilal-covid—l9—balllc

8 ‘Jefl Sessions calls Malaysia’s IMDB scandal ‘kleptocracy at its worst” (2017-)
Reuters, 5 December via https://www.reuters.com/article/us-malaysia-scandal-doj-
idUSKBN I DZ0OMX

9 Governor’s Speech at the 11" International Conference on Financial Crime and
Terrorism Financing (IFCTF) 2019, Speaker: Datuk Nor Shamsiah Mohd Yunus,
Venue: Shangri-La Hotel, Kuala Lumpur. Language: English. Speech/Interview
Date: 5 November 2019,
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[1-7] 1In 2018, during the BNM Governor’s Keynote Address at the 10"
International Conference on Financial Crime and Terrorism Financing —
‘Reshaping Malaysia’s Future — Setting the goal for greater governance
and transparency’, Datuk Nor Shamsiah Mohd Yunus reminds as follows:

Financial crime. Terrorism financing. Corruption and money laundering.
These are heavy words that carry the feelings of outrage and displeasure,
amongst others. The United Nations Office of Drugs and Crime estimates
that every year globally, a staggering amount of USD?2.6 trillion is stolen
through corruption. Yet, I suspect, in reality, figures like these are so large
that many may find it hard to relate to it. To put it in perspective, the figure
is around eight times larger than the Malaysian economy. Let us also take
the UN Sustainable Development Goals that aims to improve the lives of
the poor, improve governance and address inequality. Some estimate that
it will take around USD5-7 trillion to meet all the SDGs. This represents
2-3 years’ worth of money lost to corruption. In other words, the money
lost through financial crimes is a devastating opportunity cost, draining
the resources that could have been used to permanently uplift the lives of
billions in this world. Thus, the human and societal cost is very real. It is
pervasive and destructive, rippling across society, and if left unattended,

will accumulate over time. Imagine the thousands of schools that could

have been built, numerous hospitals with the best care and the strongest

social safety nets that can help those most in need. The persistence of
financial crimes will disproportionately impact the most vulnerable section

of society. It erodes trust and leads to a breakdown in society.!°

[1-8] According to analysts and experts, Malaysia has missed its target
of being a developed economy by 2020 (under Vision 2020) due to its
progress being hampered by financial crimes like graft.!' In 1996, Malaysia’s
position at the Transparency International Corruption Perception Index
(CPI) was 26™. 25 years later, in 2021, Malaysia’s rank has dived from
26™ to 62" out of 180 countries in terms of public sector corruption. The
ranking is not necessarily a good indicator of the performance of a country
but the score card of Malaysia is also very low.!? A survey conducted by

—swreien gyl Few il
10 Governor’s Keynote Address at the 10™ International Conference on Financial Crime

and Terrorism Financing - “Reshaping Malaysia’s Future - Setting the goal for
greater governance and transparency”’. Speaker: Datuk Nor Shamsiah Mohd Yunus.
Venue: Shangri-la Hotel, Kuala Lumpur. Language: English. Speech/Interview Date:
30 Oct 2018.
11 Ram Anand, ‘Malaysia misses Vision 2020 targets in face of corruption, pandemic
and inequality’ (2021) The Straits Times, 1 January via https://www.straitstimes.com/
?Sia/se-asia/malaysia-misses—vision—2020—targets-in—face—of—corruption—pandemic—and—
Inequality
In_ terms of score, Malaysia dropped to 48 out of 100 from 51 in 2020. In comparison,
Singapore’s ranking was fifth in the world with a score of 85. With a CPI score of
48 for the first time since 2012, Malaysia is now grouped among two-thirds of the
Countries globally which have scores that are below 50.
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Transparency International indicated that people saw political parties as
the most corrupt bodies in Malaysia, closely followed by the police and

civil servants.'?

[1-9] On a more positive note, the national legal and regulatory
framework has been revamped to ensure more holistic and effective actions
can be taken against financial crimes and money launderers. The new legal
framework has created a complex, globally interconnected system of laws
and regulations. In addition, the Reporting Institutions, the Competent and
Supervisory Authorities, the Law Enforcement Agencies and the judiciary
have been working hard to eliminate money laundering and financial
crimes.

[1-10] This book aims to explore the implementation of the AML/CFT
legislation in Malaysia and the consequences thereof, and is primarily
aimed at Reporting Institutions, policymakers, criminal lawyers, law
students, and those with interest in the legal framework for financial
crimes. A series of suggestions and recommendations on how to improve
the legal and regulatory framework in Malaysia is also included.

2. HISTORY AND BACKGROUND

[1-11] Modern legislation against money laundering were created to
be used against organised crime during the period of Prohibition in the
United States during the 1930s. Organised crime, e.g. the Mafia received
a major boost from the Prohibition and a large source of new funds that
were obtained from unlawful proceeds, e.g. illegal sales of alcohol. The
successful prosecution of the syndicate boss, Al Capone on tax evasion
charges brought in a new emphasis by the State and law enforcement
agencies to track and confiscate the proceeds of unlawful activities instead.

[1-12] .The war on drugs in the 1980s led governments to resort to money
launde'rmg legislation to track and seize the proceeds of drug crimes.
Targeting the money was easier as the burden of proof required is lower.

[1-13] Around two decades later, the United States was attacked. The
September 11 attacks in 2001, which led to the Patriot Act in the U.S.
and similar legislation worldwide, also led to a new narrative on money
laundering laws to combat terrorism financing.

13 Cy.nlhia Gabriel, ‘Cleaning up corruption in Malaysia goes beyond Najib® (2019)
Aljazeera, 22 May via hltps://www.uljazeera.com/opinions/ZOl9/5/22/cleaning-up-
corruplion-in—malaysia—goes~bcyond-najib
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